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I. EXECUTIVE SUMMARY 


This committee has a long history of making unsubstantiated al- 
legations. Many of these allegations are summarized in a report re- 
cently released by the ranking minority member, Representative 
Henry A. Waxman.! The majority has alleged that Deputy White 
House Counsel Vince Foster was murdered as part of a coverup of 
the Whitewater land deal, that the White House intentionally 
maintained an “enemies list” of sensitive FBI files, that the IRS 
targeted the President’s enemies for tax audits, that the White 
House may have been involved in “selling or giving information to 
the Chinese in exchange for political contributions,” and that the 
White House “altered” videotapes of White House coffees to conceal 
wrongdoing, among numerous other unfounded allegations. 

One theme in the majority’s allegations is that the wrongdoing 
by the Clinton administration exceeds the wrongdoing exposed in 
the Watergate scandal. As early as 1997, Representative Burton 
described his campaign fundraising investigation as follows: “I 
think this thing could end up being much bigger than Watergate 
ever was.”2 

The majority's report on e-mails again asserts that the majority 
has uncovered a scandal bigger than Watergate: 


The implications of these revelations are profound. When 
the Nixon White House was forced to admit that there was 
an eighteen-and-a-half minute gap on a recorded tape, 
there was a firestorm of criticism. The “gap” created by 
hundreds of thousands of missing e-mails, and by a Vice 
Presidential staff decision to manage records so they could 
not be searched, is of no less consequence. If senior White 
House personnel were aware of these problems, and if they 
failed to take effective measures to recover the withheld 
information—or inform those with outstanding document 
requests—then the e-mail matter can fairly be called the 
most significant obstruction of Congressional investigations 


1Minority Staff Report of the House Committee on Government Reform, “Unsubstantiated Al- 
legations of Wrongdoing Involving the Clinton Administration” (October 2000) (attached as ex- 
hibit 1). 

2“The NewsHour with Jim Lehrer,” PBS (Feb. 25, 1997). 
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in U.S. history. While the White House’s obstruction in Wa- 
tergate related only to the Watergate break-in, the potential 
obstruction of justice by the Clinton White House reaches 
much further. The e-mail problem effects [sic] almost every 
investigation of the Administration, from campaign finance 
to Monica Lewinsky.? 


As these views will demonstrate, the committee’s e-mail inves- 
tigation has followed the same pattern as its previous “scandal” in- 
vestigations. Many sensational allegations have been made, but 
none have been proven. 


A. BACKGROUND 


In July 1994, the White House created a central electronic data- 
base, called the Automated Records Management System (ARMS), 
to archive official Presidential and Federal records, including e- 
mails. ARMS was created to comply with the court decision Arm- 
strong v. Executive Office of the President, which interpreted the 
Federal Records Act as requiring the preservation of e-mail mes- 
sages by parts of the Executive Office of the President.® In June 
1998, contractors working for Northrop Grumman discovered a 
technical problem affecting a White House e-mail server (named 
“Mail2”) which prevented incoming e-mail to accounts on that serv- 
er from being archived in ARMS. The problem, which dated back 
to August 1996, was fixed prospectively in November 1998. 

The number of e-mails affected by the Mail2 problem is relatively 
small compared to the total number of e-mails properly recorded in 
ARMS. The Mail2 problem affected only incoming e-mail sent to 
526 accounts on the Mail2 server; the problem did not affect any 
e-mails sent from those 526 accounts. Furthermore, any incoming 
e-mails that were replied to or forwarded by the recipient (or that 
were copied to a nonaffected user) were archived in ARMS.® 

The Mail2 problem may have had some limited impact on White 
House document production. Because the White House conducted 
searches of ARMS to respond to information requests, some of the 
narrow subset of e-mails affected by the Mail2 problem may not 
have been supplied to independent counsels and congressional com- 
mittees investigating the White House. Some of the e-mails af- 
fected by the Mail2 problem, however, were likely to have been 
captured by other search means and given to the investigators.” 


3 House Committee on Government Reform, “The Failure to Produce White House E-Mails: 
Threats, Obstruction and Unanswered Questions,” 106th Cong., viii (2000) (emphasis added) 
(hereinafter “majority report”). 

41 F.3d 1274 (D.C. Cir. 1993). 

®5Testimony of Beth Nolan, House Committee on Government Reform, hearing on “Missing 
White House E-Mails: Mismanagement of Subpoenaed Records (continued),” 85 (Mar. 30, 2000) 
(stenographic record) (stating that “ARMS was set up in order for the executive office of the 
President to comply with the Federal Records Act”) (hereinafter “March 30 hearing”). The Exec- 
utive Office of the President (EOP) consists of a group of 11 Federal agencies immediately serv- 
ing the President. These agencies include the White House Office, where many of the President’s 
closest advisors are located; the Office of Management and Budget; the National Security Coun- 
cil; and the Office of Administration. The White House Office is legally exempt from the Federal 
Records Act, but was nonetheless included in ARMS. 

6Statement of Counsel to the President Beth Nolan (Mar. 23, 2000); testimony of Daniel A. 
“Tony” Barry, House Committee on Government Reform, hearing on “Missing White House E- 
Mails: Mismanagement of Subpoenaed Records,” 78-79 (Mar. 23, 2000) (stenographic record) 
(hereinafter “Mar. 23 hearing”). 

7When the White House counsel’s office responds to subpoenas, in addition to searching 
ARMS it “instructs individuals within the relevant EOP offices to search for responsive mate- 
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In the course of responding to committee inquiries regarding the 
Mail2 problem, the White House also discovered information about 
other e-mail problems, including a problem that prevented incom- 
ing e-mail sent between approximately November 1998 and April 
1999 to users whose account names began with the letter “d” from 
being archived; a problem that caused a small, random assortment 
of e-mails from June 1997 to August 1999 not to be archived on the 
National Security Council’s classified computer system; and a prob- 
lem that prevented e-mails on the server of the Office of the Vice 
President (OVP) from being fully managed by ARMS. 

The White House is in the process of reconstructing the e-mails 
that were not initially searched due to these computer glitches. As 
of September 29, 2000, the White House had committed or spent 
approximately $6.9 million on this project, and had expended 
39,157 hours of work (34,822 hours by contract employees, 3,795 
hours by employees of the Executive Office of the President, and 
540 hours by security personnel). Overall, the cost of the project 
has been estimated at $11.7 million.® 


B. ALLEGATIONS 


The e-mail problems in the White House are highly technical. 
They do not involve any conscious effort to withhold subpoenaed 
materials from the committee. Nevertheless, during the course of 
the committee’s investigation, they have spawned a series of in- 
flammatory accusations. The principal allegations and the actual 
facts uncovered during the investigation are described below: 


e Allegation: The missing White House e-mails contain “informa- 
tion relating to Filegate, concerning the Monica Lewinsky scan- 
dal, the sale of Clinton Commerce Department trade mission 
seats in exchange for campaign contributions, and Vice President 
Al Gore’s involvement in campaign fundraising controversies.” 9’ 
If the contents of these e-mails become known, “there would be 
different outcomes to these scandals, as the e-mails were incrimi- 
nating and could cause people to go to jail.” 10 


The Facts: The only witness to view the contents of any of the 
“missing” e-mails was a Northrop Grumman employee, Robert 
Haas, who had the responsibility of searching for missing e-mails 
relating to Monica Lewinsky. Mr. Haas found a few Lewinsky-re- 
lated e-mails that turned out to have been previously provided to 
Independent Counsel Kenneth Starr.!! He testified under oath: “I 


rials. This directive explicitly states that each individual should search computer records as well 
as hard copies.” Statement of Counsel to the President Beth Nolan (Mar. 23, 2000) (attached 
as exhibit 2). Thus, any responsive e-mails that were saved by the sender or recipient should 
have been produced, regardless of whether or not they were recorded in ARMS. In addition, e- 
mails that were not retrieved by the White House may have been provided to investigators by 
other sources that sent e-mails to the White House. These potential sources include Federal 
agencies and the Democratic National Committee. 

8Letter from Michael K. Bartosz, general counsel to the Office of Administration, to James 
C. Wilson, chief counsel (Sept. 29, 2000) (attached as exhibit 3). 

9 Declaration of Betty Lambuth, Alexander v. FBI, No. 96-2123 (Feb. 24, 2000). See also third 
declaration of Sheryl Hall, Alexander v. FBI, No. 96-2123 (Feb. 19, 2000). 

10 Third declaration of Sheryl Hall, Alexander v. FBI, No. 96-2123 (Feb. 19, 2000). 

11A member of the Office of White House Counsel, Michelle Peterson, compared the e-mails 
retrieved by Mr. Haas with previously produced e-mails and determined that they were duplica- 
tive. Interview of Michelle Peterson by majority and minority staff, House Committee on Gov- 
ernment Reform (June 8, 2000). Ms. Peterson recently filed a declaration indicating that she 


Continued 


1288 


never . . . intimated in any way, shape, or form that I knew any 
content of any e-mails other than the two Monica Lewinsky docu- 
ments” and “[a]t no time did I look at any other documents in any 
other mail files.” 12 


e Allegation: Recently retrieved e-mails produced by the White 
House “are highly relevant to the committee’s investigation of 
campaign finance matters;” the information in these e-mails is 
“important for evaluating whether the Vice President committed 
perjury” and “shows that it is impossible to come to a final con- 
clusion about underlying campaign finance matters without a 
complete review of all the previously withheld information.” 13 


The Facts: So far, between 180,000 and 200,000 e-mails have 
been reconstructed and reviewed, and any responsive e-mails have 
been produced to the Office of Independent Counsel Robert Ray or 
the Justice Department’s campaign finance task force. Only 56 of 
the e-mails produced to the Independent Counsel or the task force 
were responsive to this committee’s subpoenas, and several of those 
had already been produced in similar form (e.g., with a different re- 
cipient or sender). None of these 56 e-mails provided significant 
new evidence. 

The majority cites as significant new information one e-mail be- 
tween two Vice Presidential staffers that refers to “FR coffees” at 
the White House, which the majority asserts is evidence that the 
coffees were used for fundraising purposes.!* It is not clear wheth- 
er the term “FR” refers to “fundraising” or “finance-related.” Even 
if the term “FR” is construed to refer to fundraising, however, the 
e-mail does not add new evidence. Other internal communications 
in the Vice President’s office have described these coffees as “fund- 
raising” events.!5 Even the Vice President has repeatedly said that 
attendees at White House coffees would likely be solicited for con- 
tributions later on.16 

Another e-mail relied upon by the majority is an e-mail from a 
scheduler that refers to a fundraising event in Los Angeles and 


may have overlooked two nonsubstantive differences between the Haas e-mails and previously 
produced e-mails. Ms. Peterson stated that the Office of Independent Counsel Robert Ray 
showed her an e-mail allegedly retrieved by Mr. Haas which was substantively identical to an 
e-mail that had previously been produced “but had a different time and a different spelling of 
the e-mail addressee.” Third declaration of Michelle Peterson at 7, Alexander v. FBI, No. 96— 
2123 (Sept. 27, 2000). Ms. Peterson also was shown an e-mail allegedly retrieved by Mr. Haas 
which was identical to an already-produced e-mail but which contained a “cc” list that the ear- 
lier e-mail lacked. Id. at 18. Ms. Peterson reaffirmed that she believed at the time that all of 
the e-mails retrieved by Mr. Haas had been produced, but allowed that she may have overlooked 
the two technical differences discussed above (although she could not confirm this fact herself, 
as she did not have access to any of the sets of e-mails produced or retrieved by the White 
House). Id. at 19. 

12 Testimony of Robert Haas, March 23 hearing at 89, 61. 

13 Majority report at viii—x. 

14 E-mail from Karen Skelton to Ellen L. Ochs (Apr. 23, 1996) (E 8862) (discussed in majority 
report at x). 

15 See, e.g., Senate Committee on Governmental Affairs, “Investigation of Illegal or Improper 
Activities in Connection with 1996 Federal Election Campaigns,” 105th Cong., 2d sess., vol. 1, 
196 (March 1998) (stating that “[a] number of White House and DNC documents underline the 
importance of the coffees as fundraising events” and citing to documents). 

16 The Vice President told investigators that the coffees “allowed the President to spend time 
with influential people who wanted to talk about policy, who would at some later time possibly 
be asked to financially support the DNC.” He further stated that “lilt was contemplated at the 
time when they were set up that some or many of those who participated in those sessions 
would later on be likely to contribute.” Interview of Vice President Gore with Robert J. Conrad, 
Jr., Head of the Department of Justice Campaign Financing Task Force (Apr. 18, 2000). 
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lists an event at the Hsi Lai Buddhist Temple.!” This e-mail is a 
draft schedule and it is incomplete and inaccurate in several 
places.18 It adds little to what is already known about the Hsi Lai 
Temple event. Internal communications in which the Vice Presi- 
dent’s staff apparently used the term “fundraiser” to describe the 
Hsi Lai Temple event were produced and investigated long ago.!9 
Three years ago, the Senate Governmental Affairs Committee 
talked with the Vice President’s scheduling staff about such inter- 
nal communications and thoroughly explored whether staff viewed 
the event as a fundraiser and how the Vice President was briefed 
about the event.2° The newly reconstructed e-mails contain no e- 
mail either to or from the Vice President regarding the Temple 
event. 


e Allegation: “As a result of the White House cover-up, information 
was kept from this committee.”?! There was “in effect, a purpose- 
ful effort to keep documents from Congress, the Department of 
Justice, and various Independent Counsels.” 22 


The Facts: The evidence shows that at the time the Mail2 prob- 
lem was first discovered, the Office of Administration (OA) employ- 
ees responsible for managing the e-mail system did not want any 
public discussion of the problem until the scope of the problem was 
identified and senior White House officials could be informed. This 
was an appropriate response given that the problem was discovered 
around June 1998, when the White House was the subject of in- 
tense media scrutiny generated by Independent Counsel Ken 
Starr’s investigation of the Monica Lewinsky affair. 

There is no evidence, however, that the White House deliberately 
kept any e-mails from Federal or congressional investigators. In 
fact, in 1997 the White House provided approximately 7,700 pages 
of e-mails to this committee on campaign finance matters alone,?* 
many of which the majority has cited in its investigation.2+ 

The OA employees who were first informed of the e-mail problem 
promptly brought the problem to the attention of the White House 


17 E-mail from Jackie A. Dycke to R. Martinez (Apr. 9, 1996) (E 8747-54) (discussed in major- 
ity report at x). 

18For example, the document indicates that the Vice President will attend a DNC reception 
at the Hsi Lai Temple both in Los Angeles and San Jose. Id. 

19 E.g., document labeled “Current Schedule for April 29” (EOP 056497) (referring to a “DNC 
luncheon in LA/Hacienda Heights”) (attached as exhibit 4); e-mail from Jackie A. Dycke to R. 
Martinez (Apr. 10, 1996) (EOP 053292) (noting that “the VP is going to San Jose and LA for 
DNC fundraising events on April 29”) (attached as exhibit 5). 

20Senate Committee on Governmental Affairs, “Investigation of Illegal or Improper Activities 
in Connection with 1996 Federal Election Campaigns,” 105th Cong., 2d sess., vol. 2, 1793-94, 
vol. 4, 4818-31 (March 1998). The Vice President’s staff testified that they were sloppy in their 
use of the term “fundraiser.” Id. at 4822-26. 

21 Statement of Representative Dan Burton, House Committee on Government Reform, hear- 
ing on “Contacts Between Northrop Grumman Corporation and the White House Regarding 
Missing White House E-Mails,” 8 (Sept. 26, 2000) (hereinafter “Sept. 26 hearing”). 

22 Letter from Representative Dan Burton to Counsel to the President Beth Nolan (Mar. 8, 
2000). 

23 Statement of Counsel to the President Beth Nolan (Mar. 23, 2000). 

24For example, the White House produced an e-mail to this committee from the National Se- 
curity Council describing Democratic fundraiser Johnny Chung as a “hustler” and expressing 
concern over Mr. Chung’s efforts to bring Chinese businessmen into the White House. That e- 
mail was referred to repeatedly during the committee’s two hearings on Mr. Chung, and re- 
ceived extensive coverage in the press. See, e.g, “An Investigative Report: What Clinton Knew— 
How a Push for New Fund-Raising Led to Foreign Access, Bad Money and Questionable Ties,” 
Los Angeles Times (Dec. 21, 1997); “Democratic Donor Chung Invokes 5th Amendment; House 
Members Informally Interview Businessman,” Washington Post (Nov. 15, 1997); “Donors Allege 
Laundered Contributions to Clinton-Gore Campaign,” Associated Press (Nov. 11, 1997). 
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Deputy Chief of Staff and the Office of White House Counsel.?5 The 
counsel’s office then directed that a “test” be performed to deter- 
mine whether the e-mail problem had affected the production of 
documents to Independent Counsel Starr.?® This test turned up no 
new documents, leading the counsel’s office to believe that the e- 
mail problem did not affect document production.27 Although it 
now appears that this belief was mistaken, there is no evidence 
that White House counsel acted in bad faith. 

After White House counsel became aware of the significance of 
the e-mails problems in 2000, the White House began the process 
of restoring backup tapes of the affected e-mails.28 On September 
14, 2000, White House counsel informed committee staff that the 
reconstruction effort had reached the stage where the White House 
could search and produce batches of e-mails on an expedited basis 
and offered to conduct searches specified by the committee.29 The 
White House repeated the offer on October 4.29 To date, the major- 
ity has failed to take the White House up on its offer. 


¢ Allegation: “[E]vidence suggests that contracted staffers were per- 
sonally threatened with repercussions and even jail should they 
mention the very existence of the server problem to anyone, even 
their bosses. This occurred while these e-mails were under 
subpoenae. This is inexcusable. This is criminal. If this is not ob- 
struction of justice, I don’t know what is.” 31 


The Facts: The evidence regarding alleged jail threats is incon- 
clusive and contradictory. In total, eight individuals were present 
at meetings when the alleged threats were made. Of these eight in- 
dividuals, two deny making any jail threats; 32 three have no recol- 
lection of any jail threats; 33 one recalls a jail threat being made in 
response to a “flippant” question; 34 and one recalls the word “jail” 
being mentioned but cannot remember who said it.25 Moreover, the 
individuals who allegedly made the jail threats, Mark Lindsay and 
Laura Callahan, were not even White House employees; both 
worked in the Office of Administration, which provides support 
services to the White House, and Mrs. Callahan is a career civil 


25 Testimony of Mark Lindsay, March 23 hearing at 246. 

26 Statement of Counsel to the President Beth Nolan (Mar. 23, 2000); testimony of Robert 
Haas, March 23 hearing at 60, 80-81; testimony of Mark Lindsay, March 23 hearing at 247. 

27 Statement of Counsel to the President Beth Nolan (Mar. 23, 2000). 

28 Id.; testimony of Counsel to the President Beth Nolan, March 30 hearing at 25-26. Accord- 
ing to Ms. Nolan, steps in the reconstruction process included selecting and contracting with 
a private entity with the appropriate technical expertise and resources, putting in place and 
testing the requisite equipment, and engaging a separate private contractor for independent val- 
idation and verification. Testimony of Counsel to the President Beth Nolan, March 30 hearing 
at 25-26. 

29 See letter from Counsel to the President Beth Nolan to Representative Dan Burton (Sept. 
26, 2000) (attached as exhibit 6). According to the White House, with about 3 weeks of computer 
staff time, it would be able to conduct targeted searches using 100 backup tapes, 70 e-mail ac- 
counts, and 70 search terms. Id. 

30 Letter from Associate Counsel to the President Lisa Klem to Chief Counsel James C. Wilson 
(Oct. 4, 2000) (attached as exhibit 7). 

31 Statement of Representative Helen Chenoweth-Hage, March 23 hearing. 

32 Testimony of Laura Callahan, March 23 hearing at 216, 226-27; testimony of Mark Lind- 
say, March 23 hearing at 199. 

33 Testimony of Yiman Salim, March 23 hearing at 21; testimony of John Spriggs, March 23 
hearing at 47; statement of Paulette Cichon (Mar. 29, 2000) (attached as exhibit 8). 

34Testimony of Robert Haas, March 23 hearing at 32. 

35 Testimony of Sandra Golas, March 23 hearing at 45. 
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servant. There is no evidence that White House officials had any 
knowledge of—or participated in—any threats. 


¢ Allegation: Earl Silbert, a “high-priced Washington fixer,” was 
hired by Northrop Grumman and told “about possible law break- 
ing and threats to his client’s employees.” 37 Evidence of contacts 
between Mr. Silbert and the White House “may dramatically un- 
dermine White House claims of a ‘disconnect’ that prevented 
them from understanding the e-mail problem.” 38 


The Facts: This allegation is wholly speculative. Mr. Silbert’s two 
brief phone calls with White House counsel may have involved 
nothing more than contractual disputes then being discussed by 
Northrop Grumman and the White House.39 There is no evidence 
that Mr. Silbert was aware of or communicated information about 
threats or subpoena compliance. These issues were peripheral, if 
not irrelevant, to the contractual matter at stake. 


e Allegation: The Vice President’s office “took affirmative steps to 
keep from storing its e-mail records in the only system that 
would permit full and accurate subpoena compliance.” 40 A coun- 
sel to the Vice President “personally decided that the Vice Presi- 
dent would not store his records in a way that would permit 
compliance with document requests” and there “can be little 
doubt that the Vice President’s advisors knew that their actions 
would permit his office to operate in a manner that would make 
it less susceptible to oversight.” 41 


The Facts: In 1994, the Office of the Vice President opted not to 
archive its e-mails electronically via ARMS. There is no evidence 
whatsoever that this decision was seen, or could have been seen, 
as affecting subpoena compliance. At the time, ARMS was intended 
to be strictly a way of archiving electronic records for posterity, not 
a tool for subpoena compliance. The Office of the Vice President, 
which was under no legal or ethical obligation to archive its e-mail 
electronically, opted not to use ARMS because of apparent technical 
concerns about connecting the OVP computer system to ARMS.42 
Instead of using ARMS, the office preserved its records by instruct- 
ing personnel to print out and save work-related e-mails, and by 
regularly backing up the system and saving the backup tapes.43 


36 Testimony of Laura Callahan, March 23 hearing at 206. 

37 Statement of Representative Dan Burton (Sept. 26, 2000). 

38Memorandum from Representative Dan Burton to members of the Government Reform 
Committee (Sept. 21, 2000). 

39There was a difference of opinion between Northrop Grumman and the White House over 
whether work on the e-mail problem was within the scope of the company’s contract. Testimony 
of Mark Lindsay, March 23 hearing at 261-63. See also letter from Joseph F. Lucente, director, 
contracts and subcontracts, Northrop Grumman, to Dale Helms, Executive Office of the Presi- 
dent (Sept. 14, 1998) (NGL 00503) (stating that “the level of effort required to remedy the [e- 
mail] dysfunction will substantially exceed the scope of work contemplated under the referenced 
contract”) (attached as exhibit 9). 

40 Majority report at viii. 

417d. at xviii. 

42 Interview of Michael Gill by majority and minority staff, House Committee on Government 
Reform (July 24, 2000). According to Mr. Gill, who handled information technology matters in 
the OVP, in order for the OVP to connect to ARMS, it would have had to take a giant techno- 
logical step backwards by converting its windows-based e-mail system to a character-based sys- 
tem which Mr. Gill considered to be less user-friendly. Id. 

43 Interview of Michael Gill by majority and minority staff, House Committee on Government 
Reform (July 24, 2000); interview of Hon. Todd Campbell by majority and minority staff, House 
Committee on Government Reform (Aug. 18, 2000). 
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e Allegation: “[A] White House employee, aided and counseled by 
Justice Department lawyers, submitted a false affidavit to a Fed- 
eral court that concealed the failure of the White House to search 
for all e-mails responsive to subpoenas.” 4+ The affidavit contains 
an assertion about ARMS that is “utterly false.” 45 


The Facts: The affidavit was filed in 1999 by a career civil serv- 
ant, Daniel A. “Tony” Barry, as part of the government’s efforts to 
convince a judge hearing a civil lawsuit that ARMS searches were 
not necessary for discovery purposes. In the course of describing 
the cost and difficulty of conducting e-mail searches, the affidavit 
states: “Since July 14, 1994, e-mail within the EOP system admin- 
istered by the Office of Administration has been archived in the 
EOP Automated Records Management System (ARMS).” 46 Read in 
context, the affidavit was simply and accurately attempting to de- 
scribe the basic function of ARMS—namely, that it archives e-mail 
and that it has been in effect since July 14, 1994. 


e Allegation: An e-mail written by a mid-level OA employee “con- 
cludes by saying, ‘Let sleeping dogs lie.’ I think translated that 
means let’s keep a lid on this, and don’t let Congress and the 
independent counsels know about it.”47 This e-mail “would be 
considered evidence of obstruction of justice.” 48 


The Facts: The employee who wrote the e-mail in question is 
Karl Heissner, a 25-year career civil servant. He testified that his 
e-mail memo addressed two separate and unrelated issues.49 One 
part of the e-mail is entitled “Mail2 Reconstruction,” and it pro- 
vides a summary of the Mail2 problem, its discovery, and subse- 
quent efforts to fix it. The other part of the e-mail, entitled, “Infor- 
mation Requests,” discusses the number of information requests re- 
ceived by the White House. Mr. Heissner testified that his ref- 
erence to letting “sleeping dogs lie” referred to the declining num- 
ber of information requests received by the White House, and that 
it had nothing to do with the Mail2 problem.®° 


e Allegation: “The White House has in its possession a previously 
undisclosed computer disk with e-mails by former intern Monica 
Lewinsky” that were sought “by a Federal grand jury and three 
congressional committees, but never turned over.” 51 


The Facts: The computer disk was a copy of a file belonging to 
a computer contractor. It did not contain any previously undis- 
closed e-mail. The Lewinsky-related e-mail on the disk had been 
examined and determined to be duplicative of material that had al- 
ready been produced.®2 


44 Letter from Representative Dan Burton to Attorney General Janet Reno (Sept. 7, 2000). 

45Letter from Representative Dan Burton to Attorney General Janet Reno (Mar. 30, 2000). 

46 Declaration of Daniel A. Barry, Alexander v. FBI, No. 96-2123 (July 9, 1999), 74. 

47Statement of Representative Dan Burton, House Committee on Government Reform, hear- 
ing on “Missing White House E-Mails: Mismanagement of Subpoenaed Records—Day Three,” 13 
(May 3, 2000) (stenographic record) (hereinafter “May 3 hearing”). 

48 Statement of Representative Bob Barr, May 3 hearing at 35. 

49 Testimony of Karl Heissner, May 3 hearing at 49-50. 

50 Td. at 50-51. 

51“White House Has Disk With Lewinsky E-Mail,” Washington Times (Mar. 29, 2000). 

52Testimony of Beth Nolan, March 30 hearing at 26; see also supra note 11. 
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e Allegation: The Justice Department “took no steps to determine 
whether reports about the e-mail problem were true.” 5 “The only 
answer is to appoint a Special Counsel to do the job.” 54 


The Facts: The e-mail matter is already being investigated by 
Independent Counsel Robert Ray, who is working in coordination 
with the Justice Department.5> The independent counsel’s inves- 
tigation is focused on examining e-mail glitches as they relate to 
the production of documents to his office, which means that all of 
the issues explored by the committee—including allegations of 
threats and a cover-up—are relevant to his inquiry. There is no 
evidence that the Department has hindered Mr. Ray’s investiga- 
tion. Nor is there any evidence that the Department’s investigation 
is less complete than that of Mr. Ray or that the Department has 
failed to consult with Mr. Ray before making any investigative de- 
cisions. 


C. THE MAJORITY’S VERSION OF EVENTS 


The majority has woven a tale of massive coverup and subterfuge 
conducted to prevent investigators from learning about White 
House e-mail glitches. Under the majority’s theory, numerous indi- 
viduals, from computer specialists, to administrators, to White 
House lawyers, to individuals outside the White House, have either 
been dishonest with the committee about the e-mails matter or 
have purposely attempted to impede the work of investigators. 

The individuals implicated by the majority include: 


e Charles F.C. Ruff, currently a member of the law firm Cov- 
ington & Burling. Mr. Ruffs public service spans three decades. 
He has served as Counsel to the President; Corporation Coun- 
sel, District of Columbia; U.S. Attorney, District of Columbia; 
Special Prosecutor, Watergate Special Prosecution Force; Prin- 
cipal Associate Deputy Attorney General; Acting Deputy Attor- 
ney General; and Deputy Inspector General, Department of 
Health, Education and Welfare; 


e Beth Nolan, currently Counsel to the President. Ms. Nolan pre- 
viously served as Deputy Assistant Attorney General in the Of- 
fice of Legal Counsel at the Department of Justice, and as an 
Attorney-Advisor in the Office of Legal Counsel. She also was a 
law professor at George Washington University from 1985-1997, 
where she taught courses in constitutional law, legal ethics, gov- 
ernment ethics, and government lawyering; 


e Todd Campbell, a Federal judge in Tennessee since 1996. Judge 
Campbell’s public service includes 2 years as legal counsel for 
Vice President Gore; 


e Earl J. Silbert, currently a member of the law firm Piper 
Marbury Rudnick & Wolfe. Mr. Silbert has a long history of 
public service, including work as Assistant U.S. Attorney at the 
Department of Justice, and Principal Assistant U.S. Attorney 
and then U.S. Attorney for the District of Columbia; 


53 Letter from Representative Dan Burton to Judge Royce C. Lamberth (Mar. 29, 2000). 
54 Statement of Representative Dan Burton, March 30 hearing at 14. 
55 Testimony of Alan Gershel, Sept. 26 hearing at 35, 48. 
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e Mark Lindsay, currently Assistant to the President for Manage- 
ment and Administration. Mark Lindsay’s public service in- 
cludes serving as Deputy Assistant to the President for Manage- 
ment and Administration, Director of the Office of Administra- 
tion, General Counsel for the Office of Administration, and sen- 
ior counsel to Representative Louis Stokes; 


e Cheryl Mills, currently senior vice president for corporate policy 
and public programming at Oxygen Media. Ms. Mills’s public 
service includes nearly 7 years in the Office of White House 
Counsel, first as Associate Counsel and later as Deputy Coun- 
sel; 


e Laura Callahan, currently special assistant for information 
technology at the Department of Labor. Mrs. Callahan is a ca- 
reer Federal civil servant whose service dates back to 1984, and 
she is also a registered Republican; 


e Karl Heissner, currently a computer specialist at the Office of 
Administration. Mr. Heissner is a career Federal civil servant 
who served as a computer specialist during the Ford, Carter, 
Reagan, Bush, and Clinton administrations; and 


e Daniel A. “Tony” Barry, currently Deputy Data Center Man- 
ager/Electronic Records Manager at the Office of Administra- 
tion. Mr. Barry has worked as a computer specialist in the Of- 
fice of Administration in both the Bush and Clinton administra- 
tions. 


As support for their allegations involving these individuals, the 
majority relies heavily on speculation, presents evidence selec- 
tively, cites authority which does not support the proposition stat- 
ed, disregards sworn testimony of White House officials and career 
civil servants, and interprets gaps in the evidence as opposed to ob- 
jectively analyzing the evidence before the committee. The major- 
ity’s theories are based on the premise that all of the individuals 
implicated cast their integrity aside to conceal a subset of e-mails 
whose content was entirely unknown to them. This premise is 
wholly implausible and amounts to a smear on the reputations of 
many distinguished individuals. 

In sum, the majority’s comparison of the e-mails matter to Wa- 
tergate is ludicrous. The committee has received no information 
that any White House official or Office of Administration employee 
intentionally created the e-mail problems, made any attempt to im- 
pede investigation of the problems, or had any knowledge of the 
content of e-mails that may not have been captured. 


II. BACKGROUND 


The committee has devoted considerable resources to inves- 
tigating the e-mail matter. The committee has held 5 days of hear- 
ings on this topic—on March 23, March 30, May 3, May 4, and Sep- 
tember 26—at which it received testimony from 17 people (3 of 
whom each testified twice).56 Committee staff also privately inter- 
viewed 36 people in connection with the e-mail investigation, and 


56 Those three people are Mark Lindsay, Beth Nolan, and Robert Raben. 


1295 


the committee has requested and received 10,676 pages of docu- 
ments. 

The following discussion summarizes what the committee 
learned about the origin and nature of the White House e-mail 
problems during the investigation. 


A. THE AUTOMATED RECORDS MANAGEMENT SYSTEM 


Beginning in 1950, Congress has passed several statutes regu- 
lating the process by which Federal agencies and the White House 
create, manage, and maintain official records. These recordkeeping 
laws distinguish between Federal and Presidential records. 

The Federal Records Act 5” (FRA) covers: 

documentary materials, regardless of physical form or charac- 
teristics, made or received by an agency of the United States 
Government under Federal law or in connection with the 
transaction of public business and preserved or appropriate for 
preservation by that agency or its legitimate successor as evi- 
dence of the organization, functions, policies, decisions, proce- 
dures, operations, or other activities of the Government or be- 
cause of the informational value of data in them.58 
Under the FRA, agency heads are required to “establish and main- 
tain an active, continuing program for the economical and efficient 
management of the records of the agency.” 59 In addition, the Archi- 
vist of the United States is required to “establish standards for the 
selective retention of records of continuing value, and assist Fed- 
se agencies in applying the standards to records in their cus- 
tody.” 

Presidential records are regulated under the Presidential Records 
Act (PRA).6! They are defined as: 

documentary materials, or any reasonably segregable portion 
thereof, created or received by the President, his immediate 
staff, or a unit or individual of the Executive Office of the 
President whose function is to advise and assist the President, 
in the course of conducting activities which relate to or have 
an effect upon the carrying out of the constitutional, statutory, 
or other official or ceremonial duties of the President.®2 

While Federal records are regulated by a “strict document man- 
agement regime. . . the PRA ‘accords the President virtually com- 
plete control over his records during his term of office.” 63 The PRA 
stipulates that, once the President leaves office, responsibility for 
the custody and control over that President’s official records is as- 
signed to the Archivist of the United States,°+ but even then the 
President may still designate a period of up to 12 years during 
which access to his Presidential records is restricted.® 

In January 1989, in the waning days of the Reagan administra- 
tion, several researchers and nonprofit organizations filed a lawsuit 


57 This report follows the convention of collectively referring to the statutory regime governing 
Federal records as the “Federal Records Act.” 

5844 U.S.C. § 3301. 

5944 U.S.C. §3102. 

6044 U.S.C. § 2905. 

61 Public Law No. 95-591, 92 Stat. 2523 (1978). 

6244 U.S.C. § 2201. 

63 Armstrong v. Executive Office of the President, 1 F.3d at 1290-91 (citation omitted). 

6444 U.S.C. § 2203(f)(1). 

6544 U.S.C. § 2204(a). 
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seeking to prevent the destruction of electronic data stored on the 
computer systems of the Executive Office of the President (EOP) 
and the National Security Council (NSC). The suit sought a dec- 
laration that such data were Federal and Presidential records and 
thus subject to the statutory provisions cited above. On August 13, 
1993, the D.C. Circuit Court of Appeals issued a decision in the 
case, Armstrong v. Executive Office of the President, which affirmed 
that the FRA applies to electronic mail (e-mail) and that existing 
EOP guidelines for managing e-mail—which required employees to 
print and save hard copies of e-mails—were not in compliance with 
FRA requirements.® 

Following the Armstrong decision, the White House authorized 
the creation of a database known as the Automated Records Man- 
agement System (ARMS) to manage electronic records.67 While the 
Armstrong decision applied only to Federal records, the White 
House opted to use ARMS to manage both Federal and Presidential 
records generated within the EOP. All internally generated e- 
mails—meaning e-mails sent from ARMS-managed accounts within 
the EOP—would be automatically copied and sent to ARMS at the 
time they were sent.68 In addition, software was written that would 
regularly scan user accounts on the EOP’s computer servers for in- 
coming e-mail, which would then be copied and archived in 
ARMS.®9 

ARMS went into operation in July 1994.7° In order to comply 
with Armstrong, the White House also launched a reconstruction 
effort to ensure that e-mails dating from before July 1994 back to 
the beginning of the Clinton administration were entered into the 
new system. That reconstruction effort was completed in 1999.71 

Responsibility for the pre-1994 reconstruction effort, and for gen- 
eral maintenance of ARMS, lay with the Office of Administration 
(OA), which provides administrative support services, including 
data processing and records maintenance, to all units within the 
EOP. OA is headed by a Presidentially appointed director and has 
approximately 180 staff, the vast majority of whom are career civil 
servants. In order to assist OA with its responsibilities, the EOP 
has contracted with private companies. Prior to 1997, the EOP had 
a contract with PRC Inc., a wholly owned subsidiary of Litton PRC, 
to provide information technology (IT) services. Upon the contract’s 
expiration in late 1997, a new contract was signed with Northrop 
Grumman, and Northrop Grumman’s contract and subcontract em- 
ployees continue to provide onsite assistance to OA personnel. 

While ARMS was originally designed to comply with the Arm- 
strong decision, the White House later opted to use ARMS’s word- 
search capabilities to assist it in responding to subpoenas and 
other information requests. Upon receipt of a request for docu- 
ments, the White House Counsel’s office will instruct individuals 
within the relevant EOP offices to search for responsive materials, 


66 The decision explained that “important information present in the e-mail system, such as 
who sent a document, who received it, and when that person received it, will not always appear 
on the computer screen and so will not be preserved on the paper print-out.” 1 F.3d at 1284. 

67Letter from Counsel to the President Beth Nolan to Representative Dan Burton (Mar. 17, 
2000) (attäched as exhibit 10). 


69 Td. 
70 Td. 
711d. 
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including computer records.’2 In addition, the White House will in- 
struct OA personnel to do a computerized search of ARMS.73 While 
it is not clear when the White House first used ARMS to respond 
to information requests, a letter sent by then-Counsel to the Presi- 
dent Charles F.C. Ruff to Representative Burton in September 
1997 indicates that the White House informed this committee in 
the spring of 1997 that White House e-mails were stored in a cen- 
tral archive which was capable of being searched (albeit by a costly 
and time-consuming procedure).?4 


B. THE MAIL2 PROBLEM 


Daniel A. “Tony” Barry, an OA computer specialist who is re- 
sponsible for the overall system administration of ARMS, was per- 
forming an ARMS search in January 1998 for documents relating 
to Monica Lewinsky when he found what appeared to be a gap in 
the e-mail correspondence between Ms. Lewinsky and Ashley 
Raines. As Mr. Barry explained to the Committee, “I discovered 
what looked like conversational e-mail between two people and I 
only saw one side of the conversation.” 75 Mr. Barry enlisted the 
help of a Northrop Grumman contract employee named John 
Spriggs but the two men were unable to figure out the cause of the 
problem. Mr. Barry then filed a report with his superior, Jim 
Wright, describing the incident. In this report, Mr. Barry noted 
that he could not determine if the incident reflected a systemic 
problem or a one-time problem.’ This was apparently not the first 
time that problems with ARMS had been discovered; testimony 
from several government employees indicated that e-mail-related 
problems were not uncommon.” 

It was several more months before OA and Northrop Grumman 
personnel were able to identify the cause of the problem noted by 
Mr. Barry. Around June 1998, two systems administrators at the 
EOP under contract to Northrop Grumman—Yiman Salim and 
Robert Haas—discovered a problem which was preventing some in- 


72 Td. 

73 Id. 

74 Letter from then-Counsel to the President Charles F.C. Ruff to Representative Dan Burton 
(Sept. 11, 1997) (attached as exhibit 11). 

75 Testimony of Daniel A. Barry, March 23 hearing at 103. 

76 Undated, type-written notes (E 2496). While this document contains no indication on its 
face as to its author or recipient, OA Counsel John H. Young identified it as Mr. Barry’s anom- 
aly report for the committee. Testimony of John H. Young, March 23 hearing at 190. The major- 
ity report states that Mr. Barry hand-delivered the report to Mr. Wright, contrary to his “gen- 
eral practice” of e-mailing weekly reports. Majority report at 16. The majority also states that 
Mr. Barry did not refer to the names of the account users in his incident report, contrary to 
his “general practice.” Majority report at 16-17. These assertions about Mr. Barry’s “general 
practice” are not substantiated, however. Moreover, their significance is questionable, even if 
they were accurate. 

77 Mr. Barry testified that “there have been problems in the past with the [Lotus] Notes [e- 
mail network]-ARMS interface.” Testimony of Daniel A. Barry, March 23 hearing at 110. OA 
employee Laura Callahan told the committee that “[wle’ve had numerous problems with the e- 
mail system. It was very poorly designed and very poorly constructed by a contractor prior to 
Northrop Grumman. So, as a result, anomalies were fairly common.” Testimony of Laura Cal- 
lahan, March 23 hearing at 212-13. Assistant to the President for Management and Administra- 
tion Mark Lindsay testified that “I had potential problems with computer systems and with e- 
mail issues frequently. We had an antiquated system that we are working very diligently to 
make improvements on.” Testimony of Mark Lindsay, House Committee on Government Reform, 
hearing on “Missing White House E-Mails: Mismanagement of Subpoenaed Records—Day Four,” 
108 (May 4, 2000) (stenographic record) (hereinafter “May 4 hearing”). 
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coming e-mails from being properly processed by ARMS.7® Accord- 
ing to Ms. Salim, “[i]t was a very technical typographical-type error 
committed by a prior contractor before Northrop Grumman.” 79 Mr. 
Haas and Ms. Salim immediately notified their direct supervisor, 
Betty Lambuth, about the problem, which they continued to inves- 
tigate. 

In the days that followed, it was determined that the problem 
was specific only to one computer server, created in August 1996, 
and that it affected only e-mails sent from outside the EOP. Ms. 
Salim explained that the problem began: 


when the contractors prior to Northrop Grumman built a 
new e-mail server called “Mail2.” When the contractors 
[sic] personnel named the Mail2 server, they used an 
upper-case “M” and lower-case letters for the rest of the 
name. Following its creation, however, the individual 
name accounts on the Mail2 server were assigned the 
name “MAIL2” using all capital letters. 


When the case-sensitive ARMS scanner process ran on the 
Mail2 server to perform its comparison of the names, the 
comparison failed, since the names did not appear in the 
exact same case; therefore, none of those accounts from 
Mail2 were scanned. .. . [A]s a result, inbound e-mails 
were not records managed. 


Outbound e-mails were automatically records managed 
without the need for such scanning. That is why outbound 
White House e-mails were not affected by this error.®° 


As Ms. Salim and the others working on the Mail2 problem 
learned, the problem affected a relatively small subset of EOP e- 
mails.8! The problem only affected incoming e-mails sent to 526 in- 
dividuals with accounts on the Mail2 server, 464 of whom worked 
in the White House.®? The total number of affected users, 526, rep- 
resents less than one-third of the number of employees in the en- 
tire EOP.®? Furthermore, e-mails that were copied to non-affected 


78 There is some disagreement about when exactly this occurred. Mr. Haas and Ms. Salim are 
in general agreement on the date. He testified that it was June 12. Testimony of Robert Haas 
at March 23 hearing. Ms. Salim testified that it was a “few days” prior to June 15. Testimony 
of Yiman Salim, March 23 hearing at 20. According to Northrop Grumman employee Betty 
Lambuth, however, the problem was discovered in May 1998, while Counsel to the President 
Beth Nolan suggested that it was discovered in May or June. Testimony of Betty Lambuth at 
March 23 hearing; statement of Counsel to the President Beth Nolan (Mar. 23, 2000). 

79 Testimony of Yiman Salim, March 23 hearing at 19. 

80 Id. at 20. 

81Mr. Barry, OA’s ARMS expert, testified that the number of documents being archived in 
ARMS did not appear to increase after the Mail2 problem was fixed in November 1998, thus 
suggesting that the problem was not as serious he had thought. According to Mr. Barry, “[WJhen 
I went back and looked at the growth numbers between November 1998 and December 1998, 
which would be the significant ones in this case, I saw nothing other than what I would nor- 
mally expect in the growth between one month and the other, given the trend line that we have 
in place.” Testimony of Daniel A. Barry, March 23 hearing at 105. 

82Letter from Counsel to the President Beth Nolan to Representative Dan Burton (Mar. 17, 
2000). Of the remaining Mail2 accounts, 58 belonged to employees of the Office of Policy Devel- 
opment—which is also located in the EHOP—and 4 belonged to OA employees. 

83 Currently, there are approximately 1,650 EOP employees. Since this number does not in- 
clude detailees, and does not account for turnover, the proportion of EOP e-mail accounts af- 
fected by the Mail2 problem can be expected to be even lower than one-third. Some of the af- 
fected accounts apparently dated back to the creation of the Mail2 server in August 1996; in 
other cases, as new EOP employees were hired they may have been assigned to the Mail2 server 
and, depending on whether or not the name of the server was written in the correct case, their 
incoming e-mails may or may not have been sent to ARMS. 
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employees would have been archived in ARMS,®* as would e-mails 
which the recipient responded to “with history” or forwarded.®® 

Furthermore, even if an e-mail was not archived by ARMS at all, 
it nevertheless could have been produced to investigators by the 
White House. Ms. Nolan informed the committee that when the 
White House counsel’s office responds to subpoenas, in addition to 
searching ARMS it “instructs individuals within the relevant EOP 
offices to search for responsive materials. This directive explicitly 
states that each individual should search computer records as well 
as hard copies.” 8 Thus, any responsive e-mails that were saved by 
the sender or recipient should have been produced, regardless of 
whether or not they were recorded in ARMS.87 

At the time of the discovery of the Mail2 problem, there was 
widespread discussion in the press about the ongoing Monica 
Lewinsky investigation being conducted by Independent Counsel 
Kenneth Starr.88 Laura Crabtree Callahan, a career civil servant 
in OA, and Mark Lindsay, then OA’s General Counsel, discussed 
the Mail2 problem and agreed that this was a sensitive issue, given 
the “other events going on” reported in “newspapers and the 
media.” 89 Within days of the discovery of the Mail2 problem, a 
meeting was held in the office of Mrs. Callahan. Ms. Lambuth, Mr. 
Spriggs, Mr. Haas, Ms. Salim, and Sandra Golas—all of whom 
were Northrop Grumman contract or subcontract employees—at- 
tended.2° Although accounts of this meeting conflict in some of 
their particulars, the testimony of those present at the meeting is 
in general agreement on two points. The first point is that Mr. 
Lindsay spoke with those present by speaker-phone and instructed 
them to avoid discussing the e-mail problem with anyone else as 
it was a sensitive matter.21 The second point is that, after Mr. 


84Mr. Barry’s testimony confirmed this fact: 


Mr. WAXMAN. What we’re talking about were e-mails from outside of the [EOP] system 
to somebody in the system . . . [If] one of those e-mails were sent to somebody inside, 
and there was a carbon copy or copy directed to somebody else, then that would have 
been picked up, as well, in the ARMS system, wouldn’t it? 


Mr. Barry. That’s correct. 


March 23 hearing at 78. 

85 Tf “an affected user received an incoming e-mail and forwarded it or replied to it with his- 
tory (sending back the original incoming e-mail) then ARMS should have recorded the incoming 
e-mail.” Statement of Counsel to the President Beth Nolan (Mar. 23, 2000). Mr. Barry confirmed 
that the text of a message would be in ARMS “[ilf the user had done a reply with history.” Testi- 
mony of Daniel A. Barry, March 23 hearing at 79. 

86 Statement of Counsel to the President Beth Nolan (Mar. 23, 2000). The majority asserts 
that reliance on manual searches is “woefully inadequate” and states that Mr. Ruff was “at a 
complete loss” when asked how he conducted searches of his own e-mail. Majority report at 105. 
In fact, Mr. Ruff explained that “I rarely used my E-mail for any substantive business. Indeed, 
Tm not sure that I ever did.” Transcript of Interview of Charles F.C. Ruff, House Committee 
on Government Reform, 6 (Apr. 6, 2000). 

87In addition, e-mails that were not retrieved by the White House may have been provided 
to investigators by other sources that sent e-mails to the White House and that were subpoe- 
naed for documents including e-mails. These potential sources include Federal agencies and the 
Democratic National Committee. 

88 See, e.g., “Starr Hints He May File Impeachment Report,” New York Times (June 3, 1998); 
“Political Clock Ticking on Interim Starr Report,” Washington Post (June 6, 1998). 

89 Testimony of Laura Callahan, March 23 hearing at 216. 

90 Testimony of Yiman Salim, March 23 hearing at 20; testimony of Robert Haas, March 23 
hearing at 31. 

91 According to Mr. Haas (who referred to Mrs. Callahan by her maiden name of “Crabtree”), 
“Mr. Lindsay told us that the discovery of the Mail2 problem was to be treated as top secret 
and that only Ms. Crabtree, Ada Posey, and Mr. Lindsay, himself, could authorize the group 
to talk to anyone else.” Testimony of Robert Haas, March 23 hearing at 31-32. Ms. Golas testi- 
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Lindsay had spoken, Mrs. Callahan then reiterated to the contrac- 
tors that they should not talk about the e-mail problem.92 

After this meeting, the contractors continued investigating the 
technical issues at stake. Mr. Haas was charged with determining 
how many e-mails had not been records-managed (i.e., had not 
been archived into ARMS) because of the Mail2 problem. He spent 
several weeks examining the mail files of Mail2 users and deter- 
mining how many of the e-mails in each file had not been records- 
managed. Because Mr. Haas was only able to examine e-mails that 
still remained on the server (i.e., that had not been deleted by their 
recipient), he was not able to identify how many e-mails had been 
affected by the Mail2 problem since its inception in August 1996. 
Nor was Mr. Haas able to determine whether the non-records-man- 
aged e-mails he located had been archived into ARMS “through a 
secondary process.” 93 Nonetheless, the results of Mr. Haas’s survey 
did provide a rough sense of the magnitude of the problem. As re- 
corded in a 75-page document that Northrop Grumman provided to 
the committee, Mr. Haas’s survey extended to 501 accounts and 
found that 246,053 e-mails out of a total of 1,353,641 e-mails (18 
percent) had not been sent directly to ARMS.94 

Meanwhile, OA quickly notified the White House about the Mail2 
problem. A two-page memo dated June 19, 1998, was sent from 
Virginia Apuzzo, then the Assistant to the President for Manage- 
ment and Administration, to then-Deputy Chief of Staff John Pode- 
sta outlining the problem. The memo noted that an “important 
function” of the ARMS system was the “identification and retrieval 
of documents in response to information requests.” 95 Mark Lindsay 
then separately briefed Mr. Podesta and then-White House Counsel 
Charles Ruff about the Mail2 problem.9° Former White House Dep- 
uty Counsel Cheryl Mills may also have attended the briefing of 
Mr. Ruff.97 

As the Northrop Grumman contractors continued to investigate 
the e-mail problem, tensions arose between them and Steven Haw- 
kins, Northrop Grumman’s program manager. These tensions con- 


fied that she remembered Mr. Lindsay “talking to us and telling us that it was very important 
that we didn’t take the information out of the room, that we shouldn’t discuss it with anyone.” 
Testimony of Sandra Golas, March 23 hearing at 45. Mr. Lindsay, however, while he did not 
contest this point, told the committee that he did not recall having addressed the group by 
speaker-phone. Testimony of Mark Lindsay, March 23 hearing at 217. 

982Testimony of Yiman Salim, March 23 hearing at 20-21, 46; testimony of Robert Haas, 
March 23 hearing at 32; testimony of John Spriggs, March 23 hearing at 47—48. 

93 Testimony of Robert Haas, March 23 hearing at 83. 

°4The document compiled by Mr. Haas (NGL 00291-365) also indicates that an additional 
nine e-mail accounts had been deleted, and thus did not contain any e-mails. 

95 Memorandum from Virginia M. Apuzzo to John D. Podesta (June 19, 1998) (E 3234-36, E 
3373-76). 

96 See testimony of Mark Lindsay, March 23 hearing at 246. The majority questions Mr. 
Podesta’s “complete failure to follow-up at all on how the problem was handled.” Majority report 
at 49, note 282. In fact, it appears that Mr. Podesta acted responsibly by making sure that Mr. 
Ruff was briefed immediately about the problem. Interview of John Podesta by majority and mi- 
nority staff, House Committee on Government Reform (May 30, 2000) (stating that he either 
instructed Mr. Lindsay to brief Mr. Ruff or was told by Mr. Lindsay that Mr. Lindsay was going 
to brief Mr. Ruff); testimony of Mark Lindsay, March 30 hearing at 246 (stating that “Mr. 
Podesta’s response was just to ask if I had had any conversation with Mr. Ruff’). 

°7Mr. Ruffs calendar for June 19, 1998 (E 3445) contains a 4:30 p.m. entry for “Lindsay, 
Mills.” It is not clear if this entry refers to Mr. Lindsay’s Mail2 briefing, nor is it clear that 
Ms. Mills actually attended the meeting. Ms. Mills testified that her best recollection was that 
she did not attend the meeting. Testimony of Cheryl Mills, May 4 hearing at 32. Mr. Lindsay 
did not recall Ms. Mills being present at the meeting, while Mr. Ruff did not recall whether 
or not she was present. Testimony of Mark Lindsay, May 4 hearing at 29; testimony of Charles 
Ruff, May 4 hearing at 42, 121. 
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tributed to Ms. Lambuth’s being removed from the Northrop Grum- 
man contract around the end of July. 

Several Northrop Grumman contract employees contacted and 
met with company executives and lawyers around early September 
1998. Subsequent to these meetings, Northrop Grumman execu- 
tives determined that fixing the Mail2 problem was outside of the 
scope of their contract with the EOP. Northrop Grumman commu- 
nicated its determination to the EOP in a letter dated September 
14, 1998, which stated: 


the level of effort required to remedy the dysfunction will 
substantially exceed the scope of the work contemplated 
under the referenced contract. As a consequence we are 
not proceeding with our efforts to remedy the dysfunction 
until we have received further contractual direction.®® 


After the Northrop Grumman letter, employees of OA and Nor- 
throp Grumman discussed how to fix the Mail2 problem and recon- 
struct the “missing” e-mails. Mr. Haas’s study had suggested that 
there were many non-archived e-mails still on the Mail2 server. 
The problem lay in retrieving e-mails that had been deleted from 
the server without being archived into ARMS. The solution to this 
problem lay in the fact that the EOP regularly backs up its servers 
and generally maintains its backup tapes. It soon became apparent, 
however, that actually cataloguing and accessing these backup 
tapes—which are essentially snapshots of what was on the entire 
computer system at a given point in time—would be a difficult and 
time-consuming process at best.29 There was also the problem of 
entering the recovered e-mails into the ARMS system in such a 
way that they could be accessed and searched in the future. 

Northrop Grumman employees prepared a detailed proposal for 
a work order authorizing contract work by Northrop Grumman to 
retrieve the non-archived e-mails from the backup tapes. The pro- 
posal did not provide a solution to the Mail2 server problem but 
rather a detailed plan for how to come up with a solution to the 
problem. The proposal, which was completed and provided to the 
EOP in October 1998, estimated that the process of reconstructing 
the “missing” e-mails would take 6 to 9 months, at a cost of around 
$602,000.19° 

The EOP apparently rejected the draft work order for cost rea- 
sons. A decision was then made to “stop the bleeding,” and on No- 
vember 22, 1998, the Mail2 problem was fixed prospectively. 
From that date forward, the Mail2 error ceased to prevent e-mails 
from being processed by ARMS. The problem remained, however, 
of reconstructing non-archived e-mails from before November 22, 
dating back to the origins of the Mail2 problem in August 1996. 
Having “stopped the bleeding,” OA deferred action on this recon- 


98 Letter from Joseph F. Lucente to Dale Helms (Sept. 14, 1998) (NGL 00503). 

99 Interview of John Spriggs by majority and minority staff, House Committee on Government 
Reform (Mar. 7, 2000). 

100 E-mail from Tracey A. Breeding to Joseph A. Vasta (Dec. 2, 1998) (NGL 00609-11). 

101 Testimony of Yiman Salim, March 23 hearing at 21. 
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struction project in 1999 as it focused on addressing Y2K con- 
cerns. 102 

It was only in 2000, with the Y2K concerns over and the end of 
the administration approaching, that the EOP focused again on the 
Mail2 reconstruction project. Ms. Nolan testified that she was first 
informed of the Mail2 problem during a January 18, 2000, briefing 
by OA on post-Presidency records management issues.1°3 At the 
briefing, Ms. Nolan was informed that the White House had pre- 
viously made sure that these technical problems did not affect the 
White House’s responses to information requests.1°4 


C. OTHER E-MAIL PROBLEMS 


In April 1999, Northrop Grumman personnel discovered an addi- 
tional ARMS problem. This problem prevented incoming mail to 
persons whose account names began with the letter “d” from being 
recorded by ARMS. Approximately 200 accounts within the EOP 
were affected, including 54 accounts in OMB, 42 accounts in the 
White House Office, 32 accounts in OA, and 21 accounts in the 
NSC. The so-called “letter ‘d’” problem had apparently been caused 
accidentally by Northrop Grumman employees in the fall of 
1998.105 This problem was fixed prospectively around May or June 
1999. Mr. Lindsay testified that he informed the Office of White 
House Counsel about the letter “d” problem,!°° but Mr. Ruff had 
no recollection of being informed of the letter “d” problem and Ms. 
Mills testified that she did not learn about the problem.!°7 

Since the Mail2 problem was publicly revealed in February 2000, 
the White House has also discovered and disclosed several addi- 
tional problems relating to the archiving of e-mails. Ms. Nolan in- 
formed the committee on March 17, 2000, that e-mails on the serv- 
er of the Office of the Vice President (OVP) have not been fully 
managed by ARMS.1°8 As explained by Ms. Nolan—and as con- 
firmed by the committee’s own investigation—the OVP apparently 
opted not to be connected to ARMS when the latter went into effect 
in 1994. Instead, it appears that the OVP maintained its own com- 
puter system, serviced by a contractor rather than by OA.1°9 


102 Testimony of Mr. Lindsay, March 23 hearing at 202 (“Because of that requirement to ad- 
dress the Y2K glitch . . . the reconstruction of the e-mail was a matter which had to be placed 
in the context of maintaining the total e-mail situation. What we did after we were able to ad- 
dress the Y2K problem, aft] the end of February 29th of 2000, is we were able to then continue 
the efforts”). See also testimony of OA Director Michael Lyle, May 3 hearing at 55-58. 

103 Statement of Counsel to the President Beth Nolan (Mar. 23, 2000). The committee received 
briefing papers for the meeting which suggest that the Mail2 and letter “d” issues were dis- 
cussed in the context of records management issues relating to Armstrong (E 3412-17). Michael 
Lyle, OA’s Director, who also attended the briefing, confirmed that the purpose of the meeting 
was to prepare for another meeting, with the National Archives and Records Administration, 
regarding the Presidential transition. Testimony of Michael Lyle, May 3 hearing at 59. 

104 According to OA Director Michael Lyle, Ms. Nolan inquired at the meeting about whether 
the problems had affected subpoena compliance. Testimony of Michael Lyle, May 3 hearing at 
103-04. Mr. Lyle said that he assured her that “the question that she was asking had been dealt 
with prior by Mr. Lindsay and Mr. Ruff.” Id. at 104. Mr. Lyle then checked with Mr. Lindsay, 
who confirmed that he had indeed handled the issue with Mr. Ruff. Id. 

105 According to Ms. Nolan, this problem occurred when the Mail2 problem was fixed in No- 
vember 1998. Letter from Counsel to the President Beth Nolan to Representative Dan Burton 
(Mar. 17, 2000). 

106 Testimony of Mark Lindsay, May 4 hearing at 177. Mr. Lindsay could not recall whom he 
spoke to in the counsel’s office. Id. at 178. 

107 Testimony of Charles Ruff and Cheryl Mills, May 4 hearing at 184. 

108 Letter from Counsel to the President Beth Nolan to Representative Dan Burton (Mar. 17, 
2000). 

109 Statement of Counsel to the President Beth Nolan (Mar. 23, 2000). OA took over responsi- 
bility for the OVP’s computer system in approximately March 1997. 
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Because the OVP server was not linked to ARMS, incoming and 
outgoing e-mails to or from OVP e-mail accounts created before 
March 1997 were not sent directly to ARMS (although, for the rea- 
sons explained above with respect to the Mail2 problem, some of 
those e-mails may nonetheless have been sent to ARMS by other 
means). Outgoing e-mail from OVP accounts created after March 
1997 was apparently records-managed, but incoming e-mail to 
those OVP accounts was not sent to ARMS.11° The White House 
informed the committee on June 7, 2000, that all OVP accounts in 
the White House were now records-managed. 1! 

Although OVP e-mail accounts were not records-managed by 
ARMS, OVP personnel were instructed to print out and save e- 
mails, and the OVP system was regularly backed up and the 
backup tapes saved.112 However, a technical configuration error ap- 
parently prevented e-mail on the OVP server from being backed up 
from the end of March 1998 through early April 1999.113 The error 
apparently resulted in 3 days’ worth of Vice President Gore’s e-mail 
being deleted.114 

In addition, on July 26, 2000, Ms. Nolan informed the committee 
of a computer software problem that affected the National Security 
Council classified computer system from June 1997 until August 
1999. According to Ms. Nolan, “l[als a result of this error, a small 
percentage of e-mails on a random basis were not recorded by the 
NSC’s classified Electronic Records Management Database 
(ERMS).” 115 

The Office of White House Counsel also informed the committee 
on August 31, 2000, of a recently discovered problem which caused 
a small percentage of e-mail messages processed since May 4, 2000, 
to be improperly archived in ARMS.116 The problem apparently 
caused some e-mails to be archived with mismatched headers and 
messages; because there is no way of distinguishing yet between 
properly and improperly archived e-mails, all e-mails sent between 
April 15, 2000, and August 30, 2000, are potentially unreliable.117 

Finally, on September 29, 2000, White House counsel informed 
the committee that it had learned of a new anomaly which “causes 


110 Jd, 

111 Letter from Senior Associate Counsel to the President Steven F. Reich to Chief Counsel 
James C. Wilson (June 7, 2000). The letter noted that OA was developing a way to records-man- 
age OVP accounts on the Senate e-mail system. Id. 

112 Interview of Hon. Todd Campbell by majority and minority staff, House Committee on Gov- 
ernment Reform (Aug. 18, 2000). 

113 Letter from Senior Associate Counsel to the President Steven F. Reich to Chief Counsel 
James C. Wilson (June 7, 2000). 

114 Memorandum from Dorothy E. Cleal, Associate Director for Information Systems and Tech- 
nology, Office of Administration, to Virginia Apuzzo, Assistant to the President for Management 
and Administration (May 13, 2000) (E 5201-03, E 6956-58). 

115 Letter from Counsel to the President Beth Nolan to Representative Dan Burton (July 26, 
2000). According to a memorandum attached to the letter, the software error affected approxi- 
mately 0.15 percent of NSC e-mails sent during the relevant timeframe. Memorandum from 
Robert A. Bradtke to Counsel to the President Beth Nolan (July 21, 2000). 

116 Letter from Associate Counsel to the President Lisa J. Klem to Representative Dan Burton 
(Aug. 31, 2000) attaching memorandum from Alberto Feraren to Daniel Barry (Aug. 31, 2000) 
(EOPNG-00-0297). 

1177d.; memorandum from Alberto Feraren to Conrad Ribeiro and Robert Helms (Sept. 1, 
2000) (EHOPNG—00-0299). While the problem only affects e-mails processed since May 4, there 
was a 2-week backlog of e-mails in the Lotus Notes/ARMS interface queue at the time. Memo- 
randum from Alberto Feraren to Conrad Ribeiro and Robert Helms (Sept. 1, 2000) (EOPNG— 
00-0299). 
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problems with at least certain electronic pager records.” 148 Accord- 
ing to White House counsel, the problem is still under investigation 
but “pager confirmation documents bearing the phrase ‘unable to 
convert’ are the most likely documents to be affected.” 119 


D. COMMITTEE KNOWLEDGE OF THE E-MAIL MATTER 


The record is unclear regarding when the committee was first 
aware of the Mail2 problem. There is evidence that the committee 
received information about the e-mail problem in 1998 but failed 
to act on that information. In courtroom testimony in an evi- 
dentiary hearing concerning the White House e-mail problems, 
Sheryl Hall, a former OA employee, stated under oath that she per- 
sonally informed one of the committee’s majority staff attorneys in- 
vestigating the White House database about the White House e- 
mail problem in November 1998—over 15 months before the com- 
mittee’s e-mail investigation began.!2° According to a press report, 
the majority staff attorney in question, who is currently working 
for Independent Counsel Robert Ray, admitted that he talked to 
Ms. Hall “a couple of times” and that he “might have met with her 
once et does not recall her telling him about the e-mail prob- 
em. 

The majority could also have learned about the problems through 
the news media in 1998. In December 1998, Insight magazine pub- 
lished a short article about contractors in the White House inves- 
tigating “problems with a server in a West Wing computer system” 
and discovering a “blockage caused by about 100,000 e-mails.” 122 
The article referred to efforts to investigate the e-mail problem as 
“Project X.” 123 

The majority apparently overlooked these early indications of e- 
mail problems. The committee’s investigation did not begin until 
the Washington Times reported on February 15, 2000, that Sheryl 
Hall had accused the White House of “hid[ing] thousands of e-mails 
containing information on Filegate, Chinagate, campaign finance 
abuses and Monica Lewinsky, all of which were under sub- 
poena.” 124 Judicial Watch had previously filed a lawsuit on Ms. 
Hall’s behalf in which Ms. Hall alleged that White House employ- 
ees and the First Lady retaliated against her after she accused the 
administration of using a White House database for political pur- 
poses. The day after the Washington Times article appeared, Rep- 


118 Letter from Associate Counsel to the President Gregory S. Smith to Chief Counsel James 
C. Wilson (Sept. 29, 2000). 

119 Td, 

120 Transcript of Evidentiary Hearing at 124, 149, 186-88, Alexander v. FBI, No. 96-2123 
(July 31, 2000). According to a news article, Ms. Hall said that she told the staff attorney that 
the computer problem had caused over 100,000 e-mails to be missing. “Congress Told of Project 
X in 1998,” WorldNetDaily (Aug. 1, 2000) (on line at http://www.worldnetdaily.com/bluesky— 
sperry—news/20000801—xnspy—congress—t.shtml) (attached as exhibit 12). 

121“Congress Told of Project X in 1998,” WorldNetDaily (Aug. 1, 2000) (on line at http:// 
www.worldnetdaily.com/bluesky—sperry—news/20000801—xnspy—congress—t.shtml]). 

122“Computer Glitch Leads to Trove of ‘Lost? E-Mails at White House,” Insight, 6 (Dec. 28, 
1998). 

123 Jd. The nickname “Project X” was apparently coined by Mr. Haas as a joking reference to 
the “X-Files” TV show, and was used informally to refer to the Mail2 project. Interview of Robert 
Haas by majority and minority staff, House Committee on Government Reform (Mar. 7, 2000); 
see interview with Yiman Salim by majority and minority staff, House Committee on Govern- 
ment Reform (Mar. 7, 2000). 

124“White House Accused of Cover-Up,” Washington Times (Feb. 15, 2000). Ms. Hall repeated 
her allegations in a declaration that she filed on Feb. 19, 2000. Third declaration of Sheryl Hall, 
Alexander v. FBI, No. 96-2123 (Feb. 19, 2000). 
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resentative Burton issued a letter to Ms. Nolan citing “recent 
media reports that certain e-mail systems were not searched for 
materials responsive to subpoenas,” thus marking the beginning of 
the committee’s investigation.125 


III. ALLEGATIONS REGARDING THE MAIL2 PROBLEM 


The majority has made numerous exaggerated allegations about 
the Mail2 issue, including allegations of a “cover-up,” “obstruction 
of justice,” and a “criminal conspiracy.” Representative Burton has 
charged that “[t]he big deal is how the White House reacted to” the 
Mail2 problem and “it looks like they chose to cover it up.” 126 He 
even compared the missing e-mails to the 18-minute gap in 
President Nixon’s audiotapes, stating that “[wle had a President 
run out of office because of the missing tapes, 182 minutes. Here 
we have hundreds of thousands of e-mails, and the White House 
has stonewalled the Justice Department, the Congress, several 
independent counsels.” !27 Representative Christopher Shays stat- 
ed, “the White House obstructed justice, and we're just trying to 
see who did it.” 128 Representative Chenoweth-Hage has accused 
the White House of engaging in “an ongoing criminal con- 
spiracy.” 129 

As discussed below, however, the evidence simply does not sup- 
port these allegations. 


A. ALLEGATION THAT E-MAILS RELEVANT TO INVESTIGATIONS HAVE 
NOT BEEN PRODUCED 


There have been numerous allegations that the missing e-mails 
contain “smoking guns” that would change the outcome of Clinton 
administration scandals. The source of many of these allegations 
appears to be two persons formerly affiliated with OA, Sheryl Hall 
and Betty Lambuth. Ms. Hall, a former OA employee, filed a dec- 
laration asserting that: 


A contractor for Northrop-Grumman assigned to the Clin- 
ton White House who examined this group of 100,000 e- 
mails told me the documents contained information relat- 
ing to Filegate, concerning the Monica Lewinsky scandal, 
the sale of Clinton Commerce Department trade mission 
seats in exchange for campaign contributions, and Vice 
President Al Gore’s involvement in campaign fundraising 
controversies. . . . I was also told by this contractor that 
if the contents of the e-mails became known, then there 
would be different outcomes to these scandals, as the e- 
mails were incriminating and could cause people to go to 
jail.130 


Ms. Lambuth has made similar accusations: 


125 Letter from Representative Dan Burton to Counsel to the President Beth Nolan (Feb. 16, 
2000). 


126 Statement of Representative Dan Burton, March 23 hearing at 4-5. 

127 Statement of Representative Dan Burton, May 3 at 15-16. See also statement of Rep- 
resentative Dan Burton, Sept. 26 hearing at 24; majority report at viii. 

128 Statement of Representative Christopher Shays, May 3 hearing at 137. 

129 Statement of Representative Chenoweth-Hage at March 23 hearing. 

130 Third declaration of Sheryl Hall, Alexander v. FBI, No. 96-2123 (Feb. 19, 2000). 
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[a] contractor for Northrop-Grumman whom I supervised, 
and who examined this group of e-mail, told me the e-mail 
contained information relating to Filegate, concerning the 
Monica Lewinsky scandal, the sale of Clinton Commerce 
Department trade mission seats in exchange for campaign 
contributions, and Vice President Al Gore’s involvement in 
campaign fundraising controversies.!31 


These allegations have been widely reported. According to the 
Washington Times, a “former White House computer manager has 
said that more than 100,000 White House e-mails containing infor- 
mation on Filegate, ‘Chinagate, campaign finance abuses and 
Monica Lewinsky were missing, all of which were under subpoena 
by a federal grand jury and three congressional committees.” 132 
Similarly, CNN reported that contractors testified that they were 
told “not to discuss an ongoing e-mail server problem that resulted 
in hundreds of unrecorded messages that may have pertained to in- 
vestigations such as the Monica Lewinsky matter.” 1°3 

Ms. Lambuth and Ms. Hall both claimed that the person who 
told them about incriminating material in the e-mails was Robert 
Haas.!34 Mr. Haas, however, specifically denied that he knew or 
had said anything about what was in the “missing” e-mails. Mr. 
Haas testified that “I never . . . intimated in any way, shape, or 
form that I knew any content of any e-mails” other than two 
Monica Lewinsky-related e-mails that he looked at in an attempt 
to understand the Mail2 problem, and “[alt no time did I look at 
any other documents in any other mail files.” 185 

Moreover, the committee’s investigation has revealed that it is 
not presently possible to determine the content of the e-mails that 
were not archived or produced because of the Mail2 problem (or 
any of the other technical problems discussed above). The White 
House is currently reconstructing, or retrieving, those e-mails from 
backup tapes, and until that process is complete, speculation about 
information in the “missing” e-mails is just that—speculation. Rep- 
resentative Burton apparently conceded this point when he re- 
marked at the first e-mail hearing that, “At this point, I don’t think 
anyone has any idea what is in these e-mails.” 136 


B. ALLEGATION THAT NORTHROP GRUMMAN EMPLOYEES WERE 
THREATENED WITH JAIL IF THEY DISCUSSED THE MAIL2 PROBLEM 


Several members of the committee have alleged that Northrop 
Grumman contractors were threatened with jail if they disclosed 
the Mail2 problem, and that these threats constituted an attempt 
to obstruct justice. Representative Bob Barr said with respect to 
the allegations of threats, “My concern is . . . with regard to ob- 


131 Declaration of Betty Lambuth, Alexander v. FBI, No. 96-2123 (Feb. 24, 2000). Ms. 
Lambuth repeated this claim in her testimony before the committee. Testimony of Betty 
Lambuth at March 23 hearing. 

132 “Hillary, White House Officials Cleared by Counsel on FBI Files,” Washington Times (Mar. 
17, 2000). 

133“Former White House Employees Say They Were Told to Keep Quiet on E-Mail Glitch,” 
CNN.com (Mar. 23, 2000). 

134 Testimony of Betty Lambuth, March 23 hearing at 58, 88; testimony of Sheryl Hall, Tran- 
script of Evidentiary Hearing at 24—26, Alexander v. FBI, No. 96-2123 (July 13, 2000). 

135 Testimony of Robert Haas, March 23 hearing at 89, 61. 

136 Statement of Representative Dan Burton, March 23 hearing at 12. 
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struction of justice, which includes intimidation of witnesses.” 137 
Representative Chenoweth-Hage stated: 


evidence suggests that contracted staffers were personally 
threatened with repercussions and even jail should they 
mention the very existence of the server problem to any- 
one, even their bosses. This occurred while these emails 
were under subpoenae. This is inexcusable. This is crimi- 


nal. If this is not obstruction of justice, I don’t know what 
js, 138 


In fact, witnesses provided conflicting testimony about whether 
or not these alleged threats were made. In total, eight individuals 
were present at meetings when the alleged threats were made. Of 
these eight individuals, two deny making any jail threats; 189 three 
have no recollection of any jail threats; 14° one recalls a jail threat 
being made in response to a “flippant” question; 141 and one recalls 
the word “jail” being mentioned but cannot remember who said 
it.142 Moreover, the individuals who allegedly made the jail threats 
were not even White House employees; both worked in the Office 
of Administration, which provides support services to the White 
House, and one was a career civil servant. There is no evidence 
that White House officials had any knowledge of—or participated 
in—any threats. 

With one exception, discussed below, the allegations of jail 
threats focus on a single remark allegedly made by Laura Crabtree 
Callahan, who served as the Branch Chief for Desktop Systems in 
OA’s Information Systems and Technology Division (IS&T), in a 
meeting with six Northrop Grumman contract or subcontract em- 
ployees that was held shortly after the discovery of the Mail2 prob- 
lem. The committee heard testimony from Mrs. Callahan, as well 
as from the Northrop Grumman employees who attended the meet- 
ing (Betty Lambuth, John Spriggs, Robert Haas, Yiman Salim, and 
Sandra Golas). 

Ms. Salim said of the meeting with Mrs. Callahan, “I do not re- 
member hearing the word ail,’ and I never felt threatened.” 143 Mr. 
Spriggs also said that he “did not hear the word ‘jail,’” 144 although 
he did concede that he felt threatened “in narrow context.” 145 Mr. 


137 Statement of Representative Bob Barr, March 23 hearing at 123. Representative Barr also 
referred to “the obstruction that we went into last week with regard to witnesses testifying 
under oath that they were intimidated into not disclosing evidence that they had about this par- 
ticular problem.” Statement of Representative Bob Barr, March 30 hearing at 108. 

138 Statement of Representative Chenoweth-Hage at March 23 hearing. 

139 Testimony of Laura Callahan, March 23 hearing at 216, 226-27; testimony of Mark Lind- 
say, March 23 hearing at 199. 

140 Testimony of Yiman Salim, March 23 hearing at 21; testimony of John Spriggs, March 23 
hearing at 47; statement of Paulette Cichon (Mar. 29, 2000). 

141 Testimony of Robert Haas, March 23 hearing at 32. 

142 Testimony of Sandra Golas, March 23 hearing at 45. 

143 Testimony of Yiman Salim, March 23 hearing at 21. 

144 Testimony of John Spriggs, March 23 hearing at 47. 

145 Mr. Spriggs engaged in the following exchange with Representative Barr: 


Mr. SPRIGGS. When I was called into that office and Ms. Crabtree and Mr. Lindsay were 
giving me instructions, I perceived that those instructions were reasonable instructions. 


Mr. Barr. OK. That’s not what I’m asking you, Mr. Spriggs. 


Mr. Spriccs. Were they threatening—I know, sir. Pm trying to get at your question. 
Were they threatening to me? 


Mr. Barr. Get at it quickly. 
Continued 
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Haas, however, testified that he asked Mrs. Callahan “[i]n a some- 
what flippant way” what would happen if he told his wife or then- 
Assistant to the President for Management and Administration 
Virginia Apuzzo about the Mail2 problem, to which she “responded 
that there would be a jail cell with my name on it.” 146 Mr. Haas 
testified that despite the flippancy of his question, he took the re- 
sponse seriously.!47 

Ms. Golas, who also attended the meeting, testified that she re- 
calls a mention of jail in the meeting, but doesn’t recall who said 
it.148 Ms. Golas further testified that when, shortly after the meet- 
ing, her supervisor Steve Hawkins accused her of being insubordi- 
nate by not telling him about the Mail2 problem, she replied, “If 
it’s a choice of being insubordinate or going to jail, I guess I'll have 
to be insubordinate.” 149 

Mrs. Callahan denied Mr. Haas’s allegation: 


I do not ever remember, nor would I have ever said any- 
thing about a jail cell. And, quite frankly, I think Mr. 
Haas characterized himself with his flippant comments. I 
would suggest that he may be either having [a] bad recol- 
lection or may have an overactive imagination with re- 
gards to the threat being made to him.15° 


Other than Mr. Haas’s and Ms. Golas’s testimony about Mrs. 
Callahan’s alleged reference to a jail cell, the only other testimony 
alleging that threats were made comes from Betty Lambuth. Ms. 
Lambuth accused Mrs. Callahan of threatening her with jail if she 
talked about the e-mail problem.!5! Afterwards, according to Ms. 
Lambuth’s testimony, she asked for and received a meeting with 
then-OA General Counsel Mark Lindsay and Paulette Cichon, then 
the Deputy Director for Information Management at OA, at which 
Mr. Lindsay told Ms. Lambuth that if she and other Northrop 
Grumman workers told anyone about the Mail2 problem, “we 
would all lose our jobs, we would be arrested, and we would be put 
in jail.” 152 

Ms. Cichon, however, signed a written statement stating that 
Mr. Lindsay did not threaten Ms. Lambuth or anyone else in her 
presence.!53 Ms. Cichon confirmed the accuracy of her statement in 
a subsequent interview with committee staff.54 Mr. Lindsay also 


Mr. SpricGs. Were they threatening to me? Yes, they were threatening to me, in—— 
Mr. BARR. That’s my only question. 
Mr. SpPRIGGS [continuing]. In narrow context. 


March 23 hearing at 100. 

While Mr. Spriggs was not asked to explain these comments, it appears that he was referring 
to the instructions made by Ms. Crabtree and Mr. Lindsay that the contractors not discuss the 
Mail2 issue. That issue is considered below. 

146 Testimony of Robert Haas, March 23 hearing at 32. 

147 Jd. at 32, 90. Confirmation of this point was provided by Mr. Hawkins, who testified that 
he met with Mr. Haas, Mr. Spriggs, and Ms. Golas shortly thereafter and Mr. Haas said that 
he had been threatened. Testimony of Steven Hawkins, March 23 hearing at 55. 

148 Testimony of Sandra Golas, March 23 hearing at 45. 

149 Td. at 45. See also testimony of Sandra Golas, March 23 hearing at 142. 

150 Testimony of Laura Callahan, March 23 hearing at 226—-27. 

151 Testimony of Betty Lambuth, March 23 hearing at 24. 

152 Jd. at 25. 

153 Statement of Paulette Cichon (Mar. 29, 2000). 

154 Interview of Paulette Cichon by majority and minority staff, House Committee on Govern- 
ment Reform (Apr. 14, 2000). The majority asserts that “Cichon has reason to be supportive of 
Lindsay and Callahan because she may in part be accountable for the failure to take effective 
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denied making any threats.455 Furthermore, Ms. Lambuth’s testi- 
mony may be viewed with a degree of skepticism, given that the 
committee also received evidence—discussed above—directly con- 
tradicting her allegation about the content of the “missing” e-mails. 

In addition, Ms. Lambuth’s testimony about the threats is con- 
fused and inconsistent. Ms. Lambuth initially testified that Mrs. 
Callahan “relayed those messages on to my staff, which had been 
relayed to her by Mr. Lindsay.” 15° However, asked by Mr. Burton 
“what went on in that meeting, what went on in the conversations 
between you and Ms. Crabtree and Mr. Lindsay,” Ms. Lambuth re- 
plied, “I had more than one conversation that my staff was in, so 
some of this is going to mold in together.” 157 Ms. Lambuth then 
repeated her two allegations about Mr. Lindsay and Mrs. Callahan 
threatening her separately, but made no mention of the contractors 
being personally threatened by Mrs. Callahan.15® Nor do Ms. 
Lambuth’s detailed opening statement or her affidavit mention the 
contractors being threatened.1°9 In fact, in both her opening state- 
ment and her declaration Ms. Lambuth states, “J conveyed 
Lindsay’s threats to my staff.” 16° 

In her courtroom testimony, Ms. Lambuth alleged that Mr. Lind- 
say—not Mrs. Callahan—threatened the contractors with jail and 
loss of job when he addressed the group by speaker-phone.!6! None 
of the others present have corroborated this allegation. Ms. 
Lambuth also testified that Mr. Haas informed her that Mrs. Cal- 
lahan had threatened him with a “jail cell with his name on it”— 
indicating that she was not present for the exchange.162 

In sum, then, the evidence is inconclusive. Mr. Haas has a clear 
memory of Mrs. Callahan threatening him with jail in response to 
his “flippant” question. Ms. Golas recalls someone mentioning the 
word “jail” but does not know who. Neither Ms. Salim nor Mr. 
Spriggs recall the jail threat, however, and Mrs. Callahan emphati- 
cally denies the allegation. Ms. Lambuth recalls being threatened 
with jail by Mr. Lindsay and Mrs. Callahan separately, but appar- 
ently could not recall whether a threat was made in the meeting 
described by the other contractors. Her statements are also filled 
with internal inconsistencies. Ms. Cichon—who attended the meet- 
ing at which Mr. Lindsay allegedly threatened Ms. Lambuth—does 
not believe that threats were made in her presence. 

Moreover, no one has alleged that anyone in the White House (as 
distinct from OA) made any threats. There is simply no evidence 
that any White House officials had any knowledge of—or partici- 
pated in—any threats. 


steps to cure the problem or notify Congress.” Majority report at 38. However, the majority fails 
to substantiate this allegation. 

155 Testimony of Mark Lindsay, March 23 hearing at 199. 

156 Testimony of Betty Lambuth, March 23 hearing at 24. 

157 Td. at 50. 

158 Jd. at 50-51. 

159 Statement of Betty Lambuth at March 23 hearing; declaration of Betty Lambuth, Alex- 
ander v. FBI, No. 96-2123 (Feb. 24, 2000). 

160 Jd. (emphasis added). 

161 Transcript of Evidentiary Hearing at 28-29, Alexander v. FBI, No. 96-2123 (Aug. 1, 2000). 

162 Td. at 34-35. 
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C. ALLEGATION THAT NORTHROP GRUMMAN EMPLOYEES WERE TOLD 
NOT TO TELL OTHERS ABOUT THE MAIL2 PROBLEM 


The evidence clearly indicates that Northrop Grumman employ- 
ees were instructed not to tell others about the Mail2 problem 
when it was first discovered. The majority has claimed that this is 
evidence of a White House cover-up. Representative Barr stated: 


we do have evidence that you all indicated to persons not 
to share information, not to disclose information, to with- 
hold information. . . . The fact of the matter is that it does 
appear that steps were taken to limit very severely infor- 
mation surrounding a very serious glitch in the White 
House computer system that related specifically [to] the 
matters well known to be under investigation by at least 
three different bodies—namely, the Office of Independent 
Counsel, this committee, and the Judiciary Committee.163 


However, the evidence suggests that the instructions not to dis- 
cuss the matter were an appropriate attempt to prevent disclosure 
of the e-mail problem pending further investigation and did not 
constitute a “cover-up.” 


1. The OA Instructions Not to Discuss 


The testimony of Mr. Haas, Ms. Golas, Mr. Spriggs, Ms. Salim, 
and Ms. Lambuth is in general agreement that they were told by 
Mr. Lindsay and Mrs. Callahan to treat the Mail2 matter as sen- 
sitive and not to discuss it. The contractors evidently took these in- 
structions seriously; several of them testified that they subse- 
quently took steps, such as holding meetings outside the office, to 
keep the e-mail problem confidential.164 Mr. Lindsay and Mrs. Cal- 
lahan also agreed that they were concerned about the e-mail mat- 
ter being widely discussed. Mrs. Callahan testified that she dis- 
cussed the e-mail problem with Mr. Lindsay shortly after its dis- 
covery, and they agreed that this was a sensitive issue, given the 
“other events going on” reported in “newspapers and the media.” 165 

Mrs. Callahan testified that she “instructed the contract employ- 
ees at the meeting that this was an extremely sensitive situa- 
tion.” 166 According to her testimony, she and Mr. Lindsay: 


concurred that this was a situation that we needed to be 
careful of because it was sensitive. And, as such, Mr. Lind- 
say participated in the team conference call meeting in 
which all of the members of the team were present and 
Mr. Lindsay was there via conference call, and re-articu- 
lated the standard operating procedure. And in absolutely 


163 Statement of Representative Bob Barr, March 23 hearing at 277-79. 

164 According to Ms. Lambuth, “We did meet privately. We did go to the park. We did some- 
times go across the street to Starbuck’s [sic] and speak in generalities.” Testimony of Betty 
Lambuth, March 23 hearing at 26. Mr. Spriggs explained that “if we’re going to talk about this 
stuff and keep it under wraps, then we have to be careful as to where we are.” Testimony of 
John Spriggs, March 23 hearing at 52. According to Mr. Vasta’s notes, the contractors were fur- 
ther instructed not to take any notes about the Mail2 matter. Document entitled, “Summary 
of Project X Discussions” (Sept. 9, 1998). 

165 Testimony of Laura Callahan, March 23 hearing at 216. 

166 Td. at 253. 
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no way did I ever make any personal threats to any indi- 
viduals during that time frame.167 


Mrs. Callahan explained: 


what I mean by that, as far as the “standard procedures,” 
and what they were advised at the meeting was the fact 
that the normal procedures are, if you are receiving any 
inquiries from folks such as the press, to please refer them 
to the Office of Public Affairs, and if anyone else had any 
particular questions or had a need to know, to please refer 
them to either myself or Mr. Lindsay.168 


There was nothing inappropriate about Mrs. Callahan’s and Mr. 
Lindsay’s instructions not to discuss the matter. At the time of the 
discovery of the Mail2 problem, Independent Counsel Starr was 
conducting a widely publicized investigation into matters con- 
cerning Ms. Lewinsky. Given the circumstances—a potential docu- 
ment production issue arising in the midst of a high-profile and 
widely reported-on investigation—it is not difficult to understand 
why Mr. Lindsay and Mrs. Callahan may have wanted to avoid 
widespread discussions about the matter pending further investiga- 
tion. 

Moreover, several of the contractors explained that they did not 
find these requests for confidentiality to be unreasonable or sus- 
picious. Ms. Salim testified that she believed that it “was a reason- 
able request for them to ask us to keep a lid on this until they 
could manage the situation.” 169 Mr. Spriggs testified, “When I was 
called into that office and Ms. Crabtree and Mr. Lindsay were giv- 
ing me instructions, I perceived that those instructions were rea- 
sonable instructions.” 179 

The majority’s allegation that Mr. Lindsay and Mrs. Callahan’s 
instructions constituted a “cover-up” are apparently based on the 
assumption that those instructions were supposed to prevent fur- 
ther investigation into or the eventual disclosure of the Mail2 prob- 
lem. Ms. Salim, however, testified that she did not understand Mr. 
Lindsay and Mrs. Callahan’s instructions to mean that the problem 
would be kept permanently under wraps: 


My understanding was that this issue would remain with 
this small group only temporarily until the Office of Ad- 
ministration had a chance to manage the situation.!71 


Mr. Spriggs’s testimony reaffirmed that far from being impeded 
in their attempts to investigate the Mail2 problem, the contractors 
were encouraged to complete their work. According to Mr. Spriggs: 


the reality was we needed to figure out what the problem 
was and how were we going to deal with getting these in 
the records management system. . . . There was no, from 
my point of view, any kind of question that we were not 
going to proceed forward with this and resolve this ques- 
tion. We were trying to get all of the information so that 


167 Td. at 216. 

168 Td. at 215. 

169 Testimony of Yiman Salim, March 23 hearing at 91. 
170 Testimony of John Spriggs, March 23 hearing at 100. 
171 Testimony of Yiman Salim, March 23 hearing at 21. 
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whomever—OA counsel or White House Counsel—would 
have sufficient information to be able to judge the import 
of the information that they had. As far as I knew person- 
ally—and my colleagues can speak to what they knew—I 
had no knowledge of anyone trying to stop us from doing 
any of that or trying to keep any information away from 
[Kenneth] Starr or anyone else at that point.!72 


Even Ms. Lambuth believed that the request for confidentiality 
was reasonable: 


Mr. WAXMAN. Id like to ask whether you think this was 
an unreasonable request? Anybody think it was an unrea- 
sonable request? 


Ms. LAMBUTH. I think in the beginning that’s the way we 
all felt.178 


Ms. Lambuth did testify that the delay in fixing the Mail2 prob- 
lem caused her to change her mind: 


I think in the beginning we all felt that they just wanted 
to get their act together, basically, how they were going to 
let the public know about this. But as time went on and 
we couldn’t get any decisions of how they wanted us to 
handle it, what the next step was going to be, etc., it be- 
came very obvious to us, and we had some discussions on 
this that they did not want this to come forth. 174 


Mr. Hawkins concurred with Ms. Lambuth, citing his dealings 
with Mr. Lindsay as justifying his own belief “that they did try to 
cover up the fact that they had a computer glitch.” 175 

Neither Ms. Lambuth nor Mr. Hawkins played a significant role 
in the e-mail project, however. Ms. Lambuth, by her own account, 
“was only on this [e-mail] project for a short period of time.” 176 She 
left the White House in July 1998,1”7 1 month after the discovery 
of the Mail2 problem. Mr. Hawkins told committee staffers that he 
left Northrop Grumman on October 9, 1998, and by his own ac- 
count he played little if any role in the e-mail project prior to his 
departure.!78 Mr. Spriggs, who played a significant role in the e- 
mail project, had a more judicious assessment. Asked if he agreed 
with Ms. Lambuth’s conclusion, he testified that “from my point of 
view, we didn’t know enough about what was going on to say that 
the White House had stopped anything.” 179 

The committee has received documentary evidence which further 
suggests that the contractors did not think that the requests were 
improper. According to notes taken by Northrop Grumman em- 
ployee Joe Vasta about a meeting he had with the contractors on 
August 28, 1998, Mr. Vasta “questioned the team to determine 


172 Testimony of John Spriggs, March 23 hearing at 91-92. 

173 March 23 hearing at 90-91. When pressed on this point later in the hearing, Ms. Lambuth 
reaffirmed that “I didn’t feel that it was unusual, knowing the circumstances of all the sub- 
poenas.” Testimony of Betty Lambuth, March 23 hearing at 175. 

174 Testimony of Betty Lambuth, March 23 hearing at 93. 

175 Testimony of Steven Hawkins, March 23 hearing at 93. 

176 Testimony of Betty Lambuth, March 23 hearing at 132. 

177 Testimony of Betty Lambuth at March 23 hearing. 

178 Interview of Steven Hawkins by majority and minority staff, House Committee on Govern- 
ment Reform (Mar. 7, 2000). 

179 Testimony of John Spriggs, March 23 hearing at 96. 
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whether they felt they were being asked to do anything that was 
illegal or unethical. They replied in the negative.” 18° A few days 
later, Mr. Hawkins also met with the contractors, who “reiterated 
they believed they were not doing anything illegal.” 181 


2. The OA Instructions Regarding Northrop Grumman Management 


While Mr. Lindsay and Mrs. Callahan’s requests for confiden- 
tiality do not appear to have been, on their face, unreasonable, Mr. 
Haas, Mr. Spriggs, and Ms. Lambuth further testified that they 
were specifically told not to tell their supervisor, Steve Hawkins, 
about the e-mail matter.182 Although Mr. Lindsay and Mrs. Cal- 
lahan denied this allegation,!8? Mrs. Callahan stated that she 
wanted information about the Mail2 matter limited to “[t]hose in 
the room” at the Mail2 meeting, which would by implication ex- 
clude the absent Mr. Hawkins.1%4 Certainly, the weight of the evi- 
dence suggests that the contract employees felt that they were not 
allowed to discuss their work with their supervisor, and this put 
them in a difficult and unfair position. 

The testimony regarding Mr. Hawkins’s involvement is inconclu- 
sive. Mr. Hawkins indicated that he believed there was an effort 
to limit his understanding of the Mail2 problem.18> On the other 
hand, Mr. Lindsay testified that it “didn’t matter” to him “whether 
or not Hawkins was involved with” the Mail2 investigation; 18° in- 
deed, Mr. Lindsay said that he himself briefed Mr. Hawkins about 
the Mail2 problem.187 

After the March 23 hearing at which both Mr. Hawkins and Mr. 
Lindsay testified, the committee received information that casts 
their testimony in a different light. The new evidence indicates 
that Northrop Grumman management above Mr. Hawkins’s level 
was informed about the e-mail problem. 

James DeWire, currently a program manager with Logicon, a 
wholly owned subsidiary of Northrop Grumman, managed Nor- 
throp Grumman’s EOP contract for approximately the last 7 
months of 1998. Mr. DeWire told committee staff that he received 
a phone call from Mr. Hawkins in early or mid-June 1998, in which 
Mr. Hawkins said that employees had told him that they had been 
given instructions not to tell him what they were working on.188 
Shortly after this phone call—possibly within minutes of his hang- 
ing up—Mr. DeWire received another phone call, this one from 
then-OA Director Ada Posey.!89 According to Mr. DeWire, Ms. 
Posey explained that she had a very sensitive task which she want- 
ed to be handled in a limited environment, with the Northrop 


180 Document entitled, “Summary of Project X Discussions” (Sept. 9, 1998). 

181 Jd. According to Mr. Vasta’s notes, the contractors were “uncomfortable because the project 
leader giving them direction was a non-Northrop Grumman employee” and were “concerned that 
decisions could be made concerning the project that were not in the best interests of Northrop 
Grumman.” Id. 

182 Testimony of Robert Haas, March 23 hearing at 32; testimony of John Spriggs, March 23 
hearing at 48-49; testimony of Betty Lambuth, March 23 hearing at 50. 

183 Testimony of Mark Lindsay, March 23 hearing at 245; testimony of Laura Callahan, March 
23 hearing at 254. 

184 Testimony of Laura Callahan, March 23 hearing at 254. 

185 See testimony of Steven Hawkins, March 23 hearing at 93. 

186 Testimony of Mark Lindsay, March 23 hearing at 256. 

187 Td. at 245. 

188 Interview of James DeWire by majority and minority staff, House Committee on Govern- 
ment Reform (June 15, 2000). 

189 Jd., 
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Grumman employees reporting directly to a government employee 
without the intervening involvement of Northrop Grumman man- 
agement. 19° 

Mr. DeWire said that after Ms. Posey assured him that the work 
was both within the scope of the contract and not illegal, he agreed 
to her request.191 Mr. DeWire said that he immediately informed 
Mr. Hawkins of the arrangement and instructed him not to try to 
find out the nature of the work being done by the contract employ- 
ees, 192 

According to Mr. DeWire, then, within a short period of the dis- 
covery of the Mail2 problem, he was informed of, and he approved 
of, a scheme whereby the contract employees reported directly to 
EOP personnel as they investigated the Mail2 problem. Mr. 
DeWire’s statements indicate that the actions of OA management 
toward Northrop Grumman management and contract personnel 
were appropriate and above-board. 


D. ALLEGATION THAT THE WHITE HOUSE CONCEALED INFORMATION 
ABOUT THE MAIL2 PROBLEM FROM CONGRESS AND VARIOUS INDE- 
PENDENT COUNSELS 


Representative Burton has alleged that the White House inten- 
tionally failed to notify investigators about the Mail2 problem, and 
its potential impact on past and future subpoena compliance. Rep- 
resentative Burton stated that there is “in effect, a purposeful ef- 
fort to keep documents from Congress, the Department of Justice, 
and various Independent Counsels.” 193 Representative Burton also 
said that the White House “knew about [the e-mail problem] in 
1998, and they kept it under wraps from the Congress.” 194 

Representative Burton’s allegations are contradicted by the testi- 
mony of White House and OA lawyers that they did not notify Con- 
gress or any independent counsels of subpoena compliance prob- 
lems because they did not believe that any such problems existed. 
Former White House Counsel Charles F.C. Ruff, former White 
House Deputy Counsel Cheryl Mills, and former OA General Coun- 
sel Mark Lindsay all testified that they did not cover up, or have 
any knowledge of others covering up, the e-mail problem.!9% Mr. 
Ruff testified emphatically that “[nlever, not once, did anyone on 
my staff seek to conceal, delay production of or otherwise cover up 
any document production whether it be electronic or paper.” 196 

White House counsel explained that their failure to inform inves- 
tigators about the Mail2 problem resulted from their own (mis- 
taken) belief that the problem had not affected document produc- 
tion. After the Mail2 problem was discovered, Mr. Haas was di- 
rected to perform a test search for non-records-managed e-mails re- 
lating to Monica Lewinsky. According to Ms. Nolan, the White 
House Counsel’s office compared the results of Mr. Haas’s search: 


190 Jd. 

191 Jd. 

192 Jd. 

193 Letter from Representative Dan Burton to Counsel to the President Beth Nolan (Mar. 8, 
2000). 

194 Statement of Representative Dan Burton, May 3 hearing at 65. 

195 Testimony of Mark Lindsay, Cheryl Mills, and Charles Ruff, May 4 hearing at 54-57. 

196 Testimony of Charles Ruff, May 4 hearing at 57. 
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against previously produced documents and determined 
that they were duplicative. The Counsel’s Office believed 
that all necessary steps to make a complete search had 
been taken. They did not know that there was any remain- 
ing problem—prospective or retrospective. 


Thus, as Mr. Ruff understood the technical problem at the 
time, he did not think that the error had an effect on pre- 
vious searches or that it might affect future searches of e- 
mail records. As a result, Mr. Ruff had no reason to believe 
there was any need to notify investigative bodies of this 
error.197 


Mr. Ruff confirmed that “at the point where the word came back 
to me that the Lewinsky e-mails had in fact been collected and it 
turned out they were duplicative of what we had already found, I 
believed that the problem did not, in fact, retrospectively affect our 
compliance.” 198 

Similarly, Mr. Lindsay testified that, after the test search was 
performed, “the word that I got back was that ‘Hey, these are du- 
plicates. It probably isn’t that big of a problem because this infor- 
mation has already been produced.” 199 Thus, Mr. Lindsay con- 
cluded: 


there may not have been a legal problem in terms of 
whether or not documents were produced or whether or 
not that was completed, but I still had a problem, and that 
was I still had a technical staff that reported to me that 
there was a glitch. Even if that test came back in a posi- 
tive way, I may not have had a production problem, but I 
had a technical problem with my e-mail system and my 
ARMS system and how they worked together. If that—that 
was the issue that I needed to resolve.2 


Mr. Burton has dismissed Mr. Ruff’s explanation, saying, “The 
President’s counsel never understood the full extent of the prob- 
lem? I seriously doubt that explanation. This issue isn’t very com- 
plicated.” 2°! But the committee’s investigation has demonstrated 
the extremely technical and complicated nature of the e-mail prob- 
lems at the White House. It took the Northrop Grumman team of 
computer experts many months to investigate and fix the Mail2 
problem. Even a technically adept observer could be excused for 
failing to grasp the intricacies of ARMS, and Mr. Ruff, by his own 
admission, “didn’t understand the scope or the details of the tech- 
nology involved.” 202 Indeed, as discussed above in part II.D, there 
is evidence that the committee’s own staff may have been informed 
of the Mail2 problem in 1998 and failed to understand its signifi- 
cance. 

The alternative is to suppose that White House counsel em- 
barked on a systematic conspiracy to avoid telling investigators 


197 Statement of Counsel to the President Beth Nolan (Mar. 23, 2000). 

198 Testimony of Charles Ruff, May 4 hearing at 50. 

199 Testimony of Mark Lindsay, March 23 hearing at 248. 

200 Td. at 259. 

201 Statement of Representative Dan Burton, March 30 hearing at 9. 

202 Transcript of interview of Charles F.C. Ruff, House Committee on Government Reform, 27 
(Apr. 6, 2000). 
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about a technical problem affecting document production, all in an 
effort to avoid producing documents whose content they did not— 
could not—have known.?°? There is no evidence to support this far- 
fetched supposition. 


E. ALLEGATION THAT EARL SILBERT TOLD THE WHITE HOUSE ABOUT 
THE ALLEGED THREATS AND PROBLEMS WITH SUBPOENA COMPLIANCE 


The majority apparently believes that they have found the 
“smoking gun” which demonstrates that the White House was 
aware of (1) the alleged threats against Northrop Grumman con- 
tractors, and (2) the possibility that the Mail2 problem had affected 
information requests from investigative bodies. That “smoking gun” 
involves contacts in 1998 between White House counsel and an at- 
torney representing Northrop Grumman, Earl Silbert. Representa- 
tive Burton has described Mr. Silbert as “a high-priced Washington 
fixer” 204 and charged that “Silbert’s contacts may dramatically un- 
dermine White House claims of a ‘disconnect’ that prevented them 
from understanding the e-mail problem.” 205 Representative Burton 
further asserted that “Silbert’s two separate contacts with the 
White House cast even more doubt on the White House claim that 
they weren’t actively covering up the problem.” 206 

Representative Burton’s allegations about Mr. Silbert are wholly 
speculative and overlook the most obvious explanation for Mr. 
Silbert’s contacts with White House counsel—namely, that Mr. 
Silbert was hired to assist Northrop Grumman in its attempt to re- 
solve the question of whether work on the Mail2 project was within 
the scope of the company’s contract with the EOP. Mr. Silbert’s 
billing records indicate that he was hired to give “advice to Logicon 
re: Executive Office of the President Contract” or simply “Contract 
Advice.” 207 Furthermore, it is clear that Northrop Grumman ex- 
ecutives believed that work on the e-mail project was outside the 
scope of the EOP contract and that they communicated their belief 
to the EOP.298 Given the time and expense involved in fixing the 
PAPIGE retrospectively, their concern on this point is understand- 
able. 

The committee has obtained no evidence that Mr. Silbert was 
even aware of allegations concerning threats or subpoena compli- 
ance—issues that were peripheral, if not irrelevant, to the contrac- 


203 The majority also alleges that it is “difficult to understand why [White House Counsel 
Beth] Nolan did not understand that the e-mail problems had ongoing subpoena compliance con- 
sequences” when she was told of the problems at a Jan. 18, 2000, briefing on records manage- 
ment issues, and accuses Ms. Nolan of failing to exercise “minimal due diligence.” Majority re- 
port at 51-52. In fact, OA Director Michael Lyle, who attended the meeting, testified that Ms. 
Nolan inquired about whether the e-mail problems had affected subpoena compliance. Testi- 
mony of Michael Lyle, May 3 hearing at 103-04. Mr. Lyle told Ms. Nolan that this question 
“had been dealt with prior by Mr. Lindsay and Mr. Ruff.” Id. at 104. Mr. Lyle further testified 
that he checked with Mr. Lindsay, who assured him that he had indeed handled the matter 
with Mr. Ruff. Id. 

204 Statement of Representative Dan Burton at Sept. 26 hearing. 

205 Memorandum from Representative Dan Burton to members of the Committee on Govern- 
ment Reform (Sept. 21, 2000). 

206 Statement of Representative Dan Burton at Sept. 26 hearing. 

207 Billing records of Earl J. Silbert (Nov. 19, 1998, Jan. 27, 1999, Mar. 31, 1999). Logicon 
is a wholly owned Northrop Grumman subsidiary. 

208 See letter from Joseph F. Lucente to Dale Helms (Sept. 14, 1998) (NGL 00503). Mr. Lind- 
say testified before the committee about the difference of opinion between Northrop Grumman 
and the White House over whether work on the e-mail problem was within the scope of the com- 
pany’s contract. Testimony of Mark Lindsay, March 23 hearing at 261-63. 
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tual matter at stake.2°9 Mr. Silbert’s billing records contain an 
entry of 1.25 hours on September 11, 1998, for a “teleconference 
with Northrop Grumman counsel and a company employee.” Mr. 
Silbert claimed that the identity of the employee was protected by 
the work product privilege, but said that he did not recall the sub- 
stance of this conversation.?1° 

Nor is there any evidence that Mr. Silbert communicated infor- 
mation about the alleged threats or subpoena compliance issues to 
the White House. A privilege log accompanying his billing records 
indicates that on September 28, 1998, and December 30, 1998, Mr. 
Silbert billed Northrop Grumman for a “teleconference with White 
House counsel.”?!! Each of the teleconferences lasted 0.25 hours 
each; since this is apparently the smallest increment of time for 
which Mr. Silbert’s firm bills its clients, the calls may have been 
considerably less than 15 minutes long. Mr. Silbert informed com- 
mittee staff that he has no recollection of whom he spoke to or the 
subject matter of the brief discussions.?12 


209 Subsequent to the committee vote on the majority’s e-mail report, the majority issued a 
document that purports to address the draft minority views that were circulated before the com- 
mittee vote. “Inaccuracies, Misrepresentations, and Omissions in the Democrats’ E-Mail Report 
Rebuttal,” House Committee on Government Reform (undated). In this “rebuttal,” the majority 
states that the committee has learned that Mr. Silbert took notes of his conversations with Nor- 
throp Grumman counsel and a Northrop Grumman employee. Noting that these documents have 
not been available to the committee, the majority asserts: 


Until Mr. Silbert either explains the substance of the meeting or produces the notes, 
it is simply premature for the Minority to claim that “[t]here is no evidence” related 
to Mr. Silbert’s communications concerning threats or subpoena compliance. 


Id. at 4. 

In essence, the majority is asserting that notes that the majority has never seen—and does 
not know the content of—constitute “evidence” of White House wrongdoing. 

As additional support for its critique, the majority asserts that Mr. Haas “testified that he re- 
counted the threats to an outside counsel described to him as a ‘gray beard,” and that Mr. 
Silbert’s billing records suggest that he was the “grey beard” to whom Mr. Haas spoke. Id. This 
statement mischaracterizes the evidence before the committee. As discussed infra at note 210, 
even assuming that Mr. Silbert was the “grey beard” in question, the committee simply does 
not know what Mr. Haas told him. 

210 There is evidence to indicate that the employee in question was Mr. Haas. Mr. Haas pro- 
vided courtroom testimony in a lawsuit relating to the White House’s handling of confidential 
FBI files about a meeting he attended with Northrop Grumman executives in September 1998. 
Mr. Haas said that during the meeting there “was a phone conversation from the Northrop 
Grumman lawyer’s office. He called a person he referred to as a Grey Beard. And I recanted 
[sic] my story to him.” Transcript of Evidentiary Hearing at 56-57, Alexander v. FBI, No. 96- 
2123 (Aug. 14, 2000). Mr. Haas did not further identify the “grey beard,” nor did he provide 
any information about what he relayed to the “grey beard.” 

Representative Burton has alleged that “Haas told the outside counsel about the threats he 
had encountered, as well as his concerns about the legal ramifications of the e-mail problem.” 
Letter from Representative Dan Burton to Judge Royce Lamberth, note 1 (Sept. 26, 2000). A 
careful reading of Mr. Haas’s testimony makes clear, however, that Mr. Haas was describing 
what he said at the meeting with Northrop Grumman counsel and that he did not describe or 
characterize his statements to the “grey beard.” Transcript of Evidentiary Hearing at 56-61, Al- 
exander v. FBI, No. 96-2123 (Aug. 14, 2000). Thus, even if Mr. Haass testimony is accurate, 
and even if Mr. Silbert was the “grey beard” in question, the committee does not know exactly 
what Mr. Haas told Mr. Silbert. 

211 Mr. Silbert redacted information in the billing records about the nature of the work he per- 
formed for Northrop Grumman, claiming attorney-client and attorney work product privileges. 

212 Representative Burton questioned Mr. Silbert’s veracity on this point, stating that Mr. 
Silbert: 

told our staff that he didn’t remember who he called or what he discussed. We’ve had 
an epidemic of memory loss in this town. Significant things, an absolute epidemic. I 
can’t believe it. Must be something in the water. He didn’t remember who called him 
or what he discussed or who he had called at the White House or what he had dis- 
cussed. Imagine that. He hears a story about possible law breaking and threats to his 
client’s employees and he doesn’t even remember who he talked to at the White House. 
Statement of Representative Dan Burton, Sept. 26 hearing at 13-14. 
Continued 
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Testimony provided by Mark Lindsay in the Alexander case rein- 
forces the likelihood that Mr. Silbert’s contacts with White House 
counsel were limited to contractual matters and did not concern 
threats or subpoena compliance. Mr. Lindsay testified that he 
heard mention of Mr. Silbert’s name in the context of Northrop 
Grumman: 


there was a concern about the scope of the contract and I 
believe that someone in the counsel’s office knew this per- 
son [Mr. Silbert] and they raised a concern, and he called 
me to say is this something we should be worried about? 
I didn’t talk to the Northrop Grumman person. This is 
someone in the White House counsel’s office, and I said, 
no, I don’t think so.213 


Mr. Lindsay testified that “it was a very, very general reference 
about scope of work,” and that he was not aware of Mr. Silbert 
raising with the White House counsel’s office the alleged threats 
against the Northrop Grumman employees.?1!4 

Furthermore, Mr. Silbert explained that the entry in his billing 
records for 0.25 hours for “document review” on September 12, 
1998, related to a letter that was sent by Northrop Grumman’s Jo- 
seph Lucente to Dale Helms of OA. That letter makes clear that 
Northrop Grumman had determined that work on the e-mail dys- 
function would “substantially exceed the scope of work con- 
templated under the” EOP contract.215 The letter makes no men- 
tion of threats or issues regarding compliance with information re- 
quests. Nor is there any reason to think that those matters would 
have been relevant to Mr. Silbert if, as the evidence indicates, his 
role was simply to mediate or advise with respect to a straight-for- 
ward contractual discussion.216 

Representative Burton has also suggested that Mr. Silbert had 
reason to be less than forthcoming about the e-mail problem in his 
discussions with the White House. Noting that Mr. Silbert has rep- 
resented Indonesian businessman James Riady (who has been ac- 
cused of orchestrating conduit contributions to President Clinton in 
the 1992 election), Peter Knight (a former aide to Vice President 
Gore investigated for his involvement in the Portals matter), and 
former White House Chief of Staff Erskine Bowles, Representative 
Burton stated that Mr. Silbert’s clients “have many reasons to be 


Mr. Burton, however, overlooks a more mundane explanation—namely, that Mr. Silbert does 
not recall his contacts because they were (1) brief, (2) related to a matter that he worked on 
2 years ago for less than 5 hours, and (3) solely related to contractual matters and not to allega- 
tions “about possible law breaking and threats to his client’s employees.” 

213 Transcript of Evidentiary Hearing at 139, Alexander v. FBI, No. 96-2123 (Aug. 23, 2000). 
Mr. Lindsay said that he thought the person in the counsel’s office who contacted him was 
Lanny Breuer. Id. 

214 Td. at 140-41. 

215 Letter from Joseph F. Lucente to Dale Helms (Sept. 14, 1998) (NGL 00503). 

216 The majority has alleged that “Lucente told the Committee that ‘[t]he threats were the in- 
spiration for sending the letter, ” citing an interview of Joseph Lucente by majority and minority 
staff on May 1, 2000. “Inaccuracies, Misrepresentations, and Omissions in the Democrats’ E- 
Mail Report Rebuttal,” House Committee on Government Reform, 4 (undated). However, in a 
subsequent interview, Mr. Lucente told committee staffers that the threats were not “the” inspi- 
ration but “an” inspiration for the letter, and that the letter makes no mention of threats, veiled 
or otherwise. Interview of Joseph Lucente by majority and minority staff, House Committee on 
Government Reform (Oct. 17, 2000). More importantly, Mr. Lucente did not say—and there is 
no evidence to suggest—that he talked to Mr. Silbert about the alleged threats. 
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worried about what will come out when all the White House e- 
mails are reconstructed.” 217 

The insinuation that Mr. Silbert shaded the truth in his dealings 
with the White House is wholly unsubstantiated. Mr. Silbert is a 
well-respected attorney with a distinguished career in public serv- 
ice, including 5 years as the U.S. Attorney for the District of Co- 
lumbia. The allegation also directly contradicts Representative Bur- 
ton’s assertion that Mr. Silbert may have told the White House 
about the Mail2 problem. It is impossible to reconcile Mr. Burton’s 
speculation that Mr. Silbert fully briefed White House counsel 
about the Mail2 problem with his speculation that Mr. Silbert ob- 
scured the truth about the Mail2 problem in an effort to protect 
other clients. 

Mr. Burton also launched an entirely gratuitous attack upon the 
integrity of one of Mr. Silbert’s law partners, Richard Oparil. Mr. 
Burton wrote to Judge Lamberth on September 26, 2000, to say 
that Mr. Oparil, who represents Northrop Grumman in the Alex- 
ander case, “intentionally misled the Court in stating that there 
had not been any contacts between Silbert and the White House re- 
garding the e-mail matter.” 218 Mr. Burton cited statements by Mr. 
Oparil indicating that after speaking to Mr. Silbert and after look- 
ing through the firm’s files, “we don’t believe that there were any 
oral communications” between Mr. Silbert and White House coun- 
sel.219 Mr. Burton wrote that, since “[t]he firm’s billing records pro- 
vide the most obvious source of corroboration of telephone calls and 
are presumably easily searched,” Mr. Oparil must have “inten- 
tionally misled the Court.” 22° 

As Mr. Oparil explained, however, “[t]he billing records for the 
Northrop Grumman matter were not part of the client file that I 
reviewed.” 221 Furthermore, Mr. Oparil wrote Judge Lamberth on 
September 13—almost 2 weeks before Mr. Burton made his allega- 
tion—to tell him that he had located the two entries on Mr. 
Silbert’s billing records regarding phone calls with White House 
counsel.222 In other words, Mr. Burton publicly accused Mr. Oparil 
of covering up a matter that he had already voluntarily disclosed. 


F. ALLEGATION THAT THE WHITE HOUSE FAILED TO DISCLOSE A COM- 
PUTER DISK CONTAINING NON-PRODUCED MONICA LEWINSKY E- 
MAILS 


An article in the Washington Times alleged that the White 
House had in its possession “a previously undisclosed computer 
disk with e-mails by former intern Monica Lewinsky” that were 
among e-mail messages sought “by a federal grand jury and three 
congressional committees, but never turned over.” 223 

This allegation was shown to be wholly without merit. White 
House Counsel Beth Nolan informed the committee that the com- 


217 Statement of Representative Dan Burton at Sept. 26 hearing. See majority report at 64, 
note 362. 

218 Letter from Representative Dan Burton to Judge Royce Lamberth (Sept. 26, 2000). 

219 Transcript of Evidentiary Hearing at 229, Alexander v. FBI, No. 96-2123 (Aug. 16, 2000). 

220 Letter from Representative Dan Burton to Judge Royce Lamberth (Sept. 26, 2000). 

221Letter from Richard J. Oparil to Judge Royce C. Lamberth (Sept. 27, 2000) (attached as 
exhibit 13). 

222 Letter from Richard J. Oparil to Judge Royce C. Lamberth (Sept. 13, 2000) (attached as 
exhibit 14). 

223 “White House Has Disk With Lewinsky E-Mail,” Washington Times (Mar. 29, 2000). 
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puter disk containing Monica Lewinsky’s e-mails was a copy of a 
file belonging to Mr. Haas and that the Lewinsky-related e-mail on 
the disk had already been produced.?24 The contents of this disk 
were provided to the committee. The committee has obtained no 
evidence that contradicts Ms. Nolan’s explanation. 


G. ALLEGATION THAT AN OA EMPLOYEE FILED A FALSE AND 
MISLEADING AFFIDAVIT ABOUT THE MAIL2 PROBLEM 


Mr. Burton also alleged that “a White House employee, aided 
and counseled by Justice Department lawyers, submitted a false af- 
fidavit to a federal court that concealed the failure of the White 
House to search for all e-mails responsive to subpoenas.” 225 Mr. 
Burton even made a criminal referral to the Attorney General, in 
which he accused the employee, Daniel A. “Tony” Barry, of know- 
ingly making false statements under oath, adding that “there is 
evidence that the Justice Department itself may have been in- 
volved in preparing and presenting false testimony.” 226 

The affidavit in question was filed by Mr. Barry, OA’s ARMS ex- 
pert, on July 9, 1999, in the Alexander case involving FBI files. The 
affidavit states in relevant part, “Since July 14, 1994, e-mail within 
the EOP system administered by the Office of Administration has 
been archived in the EOP Automated Records Management System 
(ARMS).” 227 According to Mr. Burton, this statement is “utterly 
false.” 228 

This allegation ignores the context of the Barry affidavit. The af- 
fidavit was filed as part of the government’s efforts to convince the 
judge hearing the lawsuit that ARMS searches were not necessary 
for discovery purposes. Accordingly, the affidavit describes in some 
detail the cost and time involved in conducting a search of ARMS. 
Given this context, it appears that Mr. Barry was simply and accu- 
rately attempting to explain some basic facts about ARMS—name- 
ly, that it archives e-mail and that it has been in effect since July 
14, 1994.229 

The flimsiness of Mr. Burton’s allegation is underscored by the 
fact that Mr. Barry received letters from both the Justice Depart- 


224 Testimony of Beth Nolan, March 30 hearing at 26-27. 

225 Letter from Representative Dan Burton to Attorney General Janet Reno (Sept. 7, 2000). 

226 Letter from Representative Dan Burton to Attorney General Janet Reno (Mar. 30, 2000). 
Earlier, Representative Burton had accused the Justice Department’s civil division of “helpling] 
the White House craft its efforts to hide these e-mails.” Letter from Representative Dan Burton 
to Attorney General Janet Reno (Mar. 27, 2000). 

227 Declaration of Daniel A. Barry, Alexander v. FBI, No. 96-2123 (July 9, 1999), 14. 

228 Letter from Representative Dan Burton to Attorney General Janet Reno (Mar. 30, 2000). 

229The majority also states that Mr. Barry should have corrected similarly general statements 
that he made about ARMS during a June 11, 1998, deposition and criticizes Sally Paxton, a 
member of the Office of White House Counsel who assisted Mr. Barry, for a “cavalier attitude 
towards the deposition process.” Majority report at 131-33. The charge involving Ms. Paxton is 
doubly unfair. For one thing, since Ms. Paxton was apparently not aware of any ongoing ARMS 
problems, it is difficult to see how she can be blamed for failing to clarify Mr. Barry’s state- 
ments. For another, the majority mischaracterizes Ms. Paxton’s comments in an interview about 
the deposition with committee staff on June 22, 2000. Ms. Paxton did not say that “she told 
Barry not to change the substance of depositions because it could open him up to being re-de- 
posed.” Majority report at 133. Rather, Ms. Paxton told staff that she did not recall telling Mr. 
Barry anything, and that she was not sure that she had standard instructions for a deponent 
about problems he might have with a deposition transcript. Interview of Sally Paxton by major- 
ity and minority staff, House Committee on Government Reform (June 22, 2000). She further 
said that making substantive changes would open the person up to being re-deposed but that 
she was not sure that she would generally mention this detail to deponents. Id. See letter from 
Steven M. McNabb to Representative Dan Burton (Oct. 18, 2000) (correcting “certain false and 
misleading statements about my client, Sally Paxton” in the majority’s report) (attached as ex- 
hibit 15). 
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ment and the Office of Independent Counsel stating that he is not 
a target of their respective e-mail investigations.?2° 

The majority report also states that “[bly counseling Barry 
through the process of preparing and submitting the false affidavit 
to the court, Justice Department and White House lawyers were 
complicit in the fraud perpetrated upon Judge Royce Lamberth’s 
court.” 23! This allegation overlooks the incontrovertible fact that 
there is no evidence that any White House or Justice Department 
lawyers involved in preparing and submitting the affidavit were 
aware of any ARMS-related problems. 


H. ALLEGATION THAT AN OA EMPLOYEE ATTEMPTED TO HIDE 
INFORMATION ABOUT THE MAIL2 PROBLEM FROM CONGRESS 


Representative Burton has accused Karl Heissner, the branch 
chief for Systems Integration and Development in OA’s IS&T divi- 
sion, of seeking to keep the Mail2 problem a secret from investiga- 
tors. Mr. Burton cited as evidence an e-mail written by Mr. 
Heissner, which he interpreted as follows: “he concludes by saying, 
‘Let sleeping dogs lie.’ I think translated that means let’s keep a 
lid on this and don’t let Congress or the independent counsels know 
about it.” 282 Mr. Barr suggested that, if he were a prosecutor, Mr. 
Heissner’s e-mail “would be considered evidence of obstruction of 
justice.” 233 

Mr. Heissner, a 25-year career civil servant, testified that his e- 
mail memo addressed two separate and unrelated issues.234 The 
first part of the e-mail is entitled, “Information Requests” and 
states, in relevant part: 


While Pll be glad to write up something related to the “In- 
formation Requests” channeled to us via White House 
Counsel in response to various requests from Congress and 
litigants against the Government, we may not want to call 
undue attention to the issue by bringing the issue to the 
attention of Congress because [llast year’s hours consumed 
by SID staff amounts to only a little over 500, [t]his year’s 
hours consumed so far amounts to only 65, and [t]he level 
of requests appears to be declining. 


(Let sleeping dogs lie. . .) 235 


The second part of the e-mail is entitled “Mail2 Reconstruction.” 
It provides a summary of the Mail2 problem, its discovery, and 
subsequent efforts to fix it. 

Mr. Heissner testified that his suggestion to let “sleeping dogs 
lie” was simply expressing a desire not to bring up the fact that 
the number of information requests received by the White House 
was declining.?26 According to Mr. Heissner, since the number of 
information requests was declining, “we don’t need to go to Con- 


230Letter from Deputy Assistant Attorney General Alan Gershel, to Steve Ryan, Esq. (Aug. 
1, 2000) (attached as exhibit 16); letter from Independent Counsel Robert W. Ray to Stephen 
M. Ryan, Esq., and Pamela J. Marple, Esq. (Aug. 2, 2000) (attached as exhibit 17). 

231 Majority report at 135. 

232 Statement of Representative Dan Burton, May 3 hearing at 13. 

233 Statement of Representative Bob Barr, May 3 nearing at 35. 

234 Testimony of Karl Heissner, May 3 hearing at 49-5 

235 E-mail from Karl H. Heissner to Dorothy E. Cleal (Reb. 5, 1999) (E 3865-74). 

236 Testimony of Karl Heissner, May 3 hearing at 51. 
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gress to ask for funding to pay for the costs for performing these 
information requests.” 237 Mr. Heissner stated that he was not try- 
ing to prevent Congress from finding out about the Mail2 prob- 
lem.?38 

The majority appears to recognize that the allegations about Mr. 
Heissner are without merit because there is no mention of Mr. Bur- 
tows or Mr. Barr’s allegations in the majority report. Unfortu- 
nately, the majority makes no attempt to clear the record or to 
clear Mr. Heissner’s name in the majority report. 


I. ALLEGATION THAT CHERYL MILLS WAS RESPONSIBLE FOR THE 
FAILURE TO DISCLOSE THE MAIL2 PROBLEM 


Mr. Burton has made a number of misleading and inaccurate al- 
legations about the role of then-Deputy Counsel to the President 
Cheryl Mills in the e-mail matter. For example, Mr. Burton alleged 
that “Cheryl Mills is a central figure in the e-mail investiga- 
tion,” 289 and that Ms. Mills: 


was in charge of determining the extent of the problem 
and whether there were any ramifications for document 
production. As we now know, Ms. Mills—by incompetence 
or design—may have prevented a number of investigative 
bodies, including Congress, the Justice Department, and 
Independent Counsels, from receiving subpoenaed docu- 
ments. . . . [I]t is clear that Ms. Mills is the central figure 
in terms of the White House Counsel’s Officel’s] failure to 
solve the e-mail problems or its failure to notify interested 
parties that documents were not being produced.?4° 


In fact, Ms. Mills’s testimony before the committee indicated that 
her involvement in the e-mail matter was limited to a discussion 
with Mr. Ruff about the problem, after which she forwarded a 
batch of e-mails to White House Associate Counsel Michelle Peter- 
son, who determined that they had already been produced. Accord- 
ing to Ms. Mills’s testimony: 


Mr. Ruff indicated that there had been a problem with cer- 
tain e-mails that might not have been captured, that OA 
was gathering them, that they were going to forward them 
to our office. We were going to then need to make a deter- 
mination whether or not those e-mails had or had not been 
produced and if they had not been produced that we need- 
ed to produce them immediately. . . . The e-mails—the 
material came from OA over to our office; and I forwarded 
them to Shelly Peterson, an associate counsel in our office, 
who reviewed the materials to determine whether or not 
they were duplicative.?4! 


Ms. Mills’s testimony contradicts Mr. Burton’s assertion that she 
was “in charge of determining the extent of the problem and 


237 Td. at 34. 

238 Td. at 50. 

239 Letter from Representative Dan Burton to Attorney General Reno (June 28, 2000). See also 
majority report at 114 (“Cheryl Mills has been a central figure in the investigation into the 
White House’s e-mail problems and subsequent failure to produce subpoenaed documents”). 

240 Letter from Representative Dan Burton to Attorney General Reno (June 28, 2000). 

241 Testimony of Cheryl Mills, May 4 hearing at 33-34. 
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whether there were any ramifications for document production.” 
According to her testimony, her role was limited to determining 
whether or not certain e-mails relating to Monica Lewinsky had or 
had not been produced.?42 There is no evidence to suggest that Ms. 
Mills’s testimony on this point was inaccurate. 

Representative Burton has also implied that Ms. Mills was in- 
formed about broad e-mail problems affecting the office of the Vice 
President. Representative Burton wrote to the Attorney General 
that a matter of “some importance” was a document indicating that 
“[tlhe OVP memorandum regarding the Vice President’s computer 
problems has been cleared with Cheryl Mills’ office.” 243 This state- 
ment seems to suggest that the memorandum in question con- 
tained information about deficiencies in the records management 
practices of the Office of the Vice President. 

In fact, however, the memorandum in question discussed a tech- 
nical failure that caused the Vice President to be “unable to send 
or receive E-mail for approximately seven hours” on April 2, 
1999.244 According to this memorandum, as a result of this tech- 
nical failure, “[a]ll documents which had not been saved to a disk— 
in this case three days of E-mail—were irretrievably lost.” 245 The 
memorandum does not discuss broader issues about records man- 
agement of the Vice President’s e-mail. It is therefore difficult to 
understand how Ms. Mills’s alleged knowledge of the contents of 
the memorandum is in any way inculpatory. 

This is not the first time the committee has targeted Cheryl 
Mills. In September 1998, Representative David McIntosh re- 
quested that the Department of Justice investigate whether Ms. 
Mills committed perjury and obstructed justice because, in essence, 
she did not agree with him about the relevance of two sets of docu- 
ments to a committee request.?46 As the Department of Justice 
found, this attempt to transform a simple document request into a 
potential criminal offense lacked any merit.?4” The allegations in 
this instance appear equally unwarranted. 


J. ALLEGATION THAT THE JUSTICE DEPARTMENT HAS FAILED TO IN- 
VESTIGATE, OR TO APPOINT A SPECIAL COUNSEL TO INVESTIGATE, 
THE E-MAIL MATTER 


Mr. Burton has repeatedly condemned the Justice Department’s 
investigation of the e-mail matter. Mr. Burton has accused the De- 
partment of “investigative laxity” 248 and has charged that the Jus- 
tice Department “took no steps to determine whether reports about 
the e-mail problem were true,” 249 further stating that “I get the 
impression that the Justice Department really isn’t all that inter- 


242 Td. at 34. 

243 Letter from Representative Dan Burton to Attorney General Reno (June 28, 2000). 

244 Memorandum from Dorothy E. Cleal, Associate Director for Information Systems and Tech- 
nology, Office of Administration, to Virginia Apuzzo, Assistant to the President for Management 
and Administration (May 13, 2000) (E 5201-03, E 6956-58). 

245 Jd. 

246 Letter from Representative David McIntosh to Attorney General Janet Reno (Sept. 17, 
1998). 

247 Letter from Ms. Faith Burton to Representative David McIntosh (May 6, 1999) (attached 
as exhibit 18). 

248 Letter from Representative Dan Burton to Attorney General Janet Reno (June 28, 2000). 

249 Letter from Representative Dan Burton to Judge Royce C. Lamberth (Mar. 29, 2000). 
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ested” in the e-mails.2°° Because of these perceived deficiencies, 
Mr. Burton has called for the appointment of a special counsel to 
investigate the e-mail matter.251 

While it would be premature to judge the thoroughness of the 
Department’s e-mail investigation, Mr. Burton’s request for a spe- 
cial counsel makes no sense, as the e-mail matter is already the 
subject of an investigation by Independent Counsel Robert Ray. 
Deputy Assistant Attorney General Alan Gershel testified that 
“with respect to the White House e-mail matter the [Department’s] 
task force and the office of the independent counsel are working to- 
gether in a coordinated investigation.” 252 

Mr. Burton has alleged that Independent Counsel Ray’s inves- 
tigation “is limited” and “[a] lot of the things that we're talking 
about in the e-mail investigation Mr. Ray does not have any juris- 
diction over.” 253 In fact, Mr. Gershel confirmed that the inde- 
pendent counsel’s investigation necessarily involves the same basic 
factual matters as the committee’s e-mail investigation.25+ While 
the independent counsel may be focused on examining the e-mail 
matter as it relates to the production of documents to his office, all 
of the issues explored by the committee—including allegations of 
threats and a cover-up—are relevant to this inquiry. Mr. Burton’s 
allegation is simply without basis. 

The majority report also makes the assertion that “[i]t appears 
that for at least part of its e-mail investigation, the Justice Depart- 
ment had only one part-time lawyer assigned to its e-mail inves- 
tigation.” 255 The majority report offers no evidence to support this 
allegation. Instead, the report states the Mr. Gershel’s refusal to 
rebut the charge “suggests that it is likely true.” 256 In fact, Mr. 
Gershel made clear that his refusal to discuss staffing levels was 
based on the Department’s longstanding policy of not disclosing 
staffing levels for ongoing investigations.?°7 

Finally, the majority report accuses the Justice Department of 
having a conflict of interest because of the role of the Department’s 
civil division in defending the White House in the Alexander 
case.258 However, Assistant Attorney General Robert Raben ex- 
plained to the committee: 


The Department often represents the interests of a govern- 
mental entity in civil litigation where an issue presented 
in that civil case touches upon a pending criminal inves- 
tigation. If an aspect of an ongoing civil case threatens to 
duplicate or interfere with the conduct of an ongoing crimi- 
nal investigation, the Department often seeks to stay that 
part of the civil case that might duplicate or interfere with 
the progress of the criminal investigation. That is precisely 
the relief the Department sought in the Alexander case, in 


250 Statement of Representative Dan Burton, March 23 hearing at 12. 

251Letter from Representative Dan Burton to Attorney General Janet Reno (Mar. 27, 2000); 
letter from Representative Dan Burton to Attorney General Janet Reno (Mar. 30, 2000). 

252 Testimony of Alan Gershel, Sept. 26 hearing at 35. 

253 Statement of Representative Dan Burton, Sept. 26 hearing at 69. 

254 Testimony of Alan Gershel, Sept. 26 hearing at 105-06. Mr. Gershel also affirmed that the 
Department had not impeded or limited the scope of Mr. Ray’s e-mail investigation. Id. at 48. 

255 Majority report at 141. 

256 Td. at 143 

257 Testimony of Alan Gershel, Sept. 26 hearing at 34-35. 

258 Majority report at 129. 
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which the Department asserted that the lawyers in the 
Civil Division, who had been looking into the email issue, 
should not proceed with that investigation because it could 
duplicate or compromise the investigation by the Task 
Force and the Office of Independent Counsel.259 


K. OTHER ALLEGATIONS 


1. Allegation That the White House Has Delayed Reconstruction of 
the E-mails 


Mr. Burton has stated that “it is now obvious to me that the 
White House has failed to expedite the production of subpoenaed 
documents to the Committee,” adding that “the White House has 
clearly demonstrated its utter disregard for both the legislative and 
judicial branches” and that delays in the reconstruction process 
“are not surprising and seem very convenient.” 26° Mr. Burton has 
further called for the appointment of a special master to supervise 
production of e-mails.261 

Ms. Nolan has responded in writing to Mr. Burton’s allegations 
in some detail, noting correctly that she warned during her testi- 
mony before the committee that the schedule for the e-mail recon- 
struction project was subject to possible delays.2°2 Ms. Nolan also 
testified that “[a]ls our review progresses to completion, we will 
likely uncover information that alters or amends these preliminary 
conclusions” and referred to the “contractor’s preliminary esti- 
mate,” adding that “I want to emphasize preliminary because these 
estimates are subject to amendment as the process proceeds and 
the contractor learns new information.” 263 

The majority has not yet responded to an offer made by the 
White House on September 14, 2000, to search, reconstruct, and 
produce batches of e-mails on an expedited basis.26+ The White 
House notified committee staff that with about 3 weeks of com- 
puter staff time, it would be able to conduct targeted searches 
using 100 backup tapes, 70 e-mail accounts, and 70 search 


259 Letter from Assistant Attorney General Robert Raben to Representative Dan Burton (Apr. 
12, 2000) (attached as exhibit 19). The majority asserts that “(t]he Department of Justice has 
received no such stay.” Majority report at 129. This assertion is misleading, as the judge hearing 
the Alexander case delayed holding hearings on the e-mail matter for several months until re- 
ceiving assurances that “the criminal investigation has reached a stage where further inquiry 
. . . can recommence without threatening the integrity of the criminal investigation or other 
law enforcement interests.” Order of Judge Royce Lamberth, Alexander v. FBI, No. 96-2123 
(July 20, 2000). The judge further noted that he had “proceeded cautiously” since the task force 
began its investigation “to ensure that these proceedings do not interfere with the criminal in- 
vestigation.” Id. The Alexander plaintiffs filed a motion requesting an evidentiary hearing on 
e-mail matters on Feb. 19, 2000; the court did not commence the hearing until July 31. Id. 

260 Letter from Representative Dan Burton to Counsel to the President Beth Nolan (July 26, 
2000). 

261 Letter from Representative Dan Burton to Counsel to the President Beth Nolan and Attor- 
ney General Janet Reno (July 12, 2000). 

262 Letter from Counsel to the President Beth Nolan to Representative Dan Burton (Aug. 7, 
2000) (attached as exhibit 20). Ms. Nolan also pointed out that, in addition to testifying twice 
before the committee, she has provided the committee with several updates on the reconstruc- 
tion project and records management issues. Id. 

263 Testimony of Beth Nolan, March 30 hearing at 25. 

264 See letter from Counsel to the President Beth Nolan to Representative Dan Burton (Sept. 
26, 2000). 
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terms.?65 The White House repeated the offer on October 4.266 To 
date, however, the majority has failed to take the White House up 
on its offer. This might suggest that the majority is more interested 
in speculating about the “missing” e-mails—and accusing the White 
House of delay—than in actually reviewing the e-mails. 


2. Allegation That the White House Has Impeded the Committee’s 
Investigation 


The majority asserts that “the White House Counsel’s Office has 
used a number of questionable tactics that appear to have no pur- 
pose other than to impede the investigation.” 267 However, the ma- 
jority cites scant evidence to support this assertion. For example, 
the majority states: 


the original White House production in the e-mail matter 
was sent in the evening, two days before the Committee’s 
first scheduled hearing of March 23, 2000. This forced an 
expedited review of 3,396 pages of documents in less than 
36 hours. By placing the Committee in this difficult posi- 
tion, the White House made the hearing process less effi- 
cient.268 


In fact, the majority has only itself to blame for its “difficult posi- 
tion.” The problem encountered by the majority was caused by the 
fact that the majority scheduled a hearing before the committee 
had received key documentation. 

The majority also accuses the White House of employing a “de- 
laying tactic” by asserting privilege over certain documents.?° This 
accusation concerns an April 28, 2000, letter from White House 
counsel to the majority in which the White House counsel enclosed 
a “draft log” describing several documents “subject to privilege.” 27° 
The majority concedes, however, that 1 day after receiving a writ- 
ten objection from Mr. Burton, the White House decided not to pur- 
sue privilege discussions and agreed to provide the documents to 
the committee.27! Given that this whole process took all of 2 busi- 
ness days, it is unclear how much advantage this alleged “delay” 
could have given the White House.?72 

Another trivial accusation is the majority's complaint that White 
House counsel did not initially produce copies of the Lewinsky-re- 
lated e-mails located by Mr. Haas. In fact, after receiving a letter 


265 Id. The White House further noted that with about 2 weeks of computer staff time, it 
would be able to conduct targeted searches using 50 backup tapes, 35 e-mail accounts, and 35 
search terms. Id. 

266 Letter from Associate Counsel to the President Lisa Klem to Chief Counsel James C. Wil- 
son (Oct. 4, 2000). 

267 Majority report at 107. 

268 Td. at 107. 

269 Td. at 110. 

270 Letter from Associate Counsel to the President Dimitri J. Nionakis to Chief Counsel James 
Wilson (Apr. 28, 2000). White House counsel testified that the log was provided as an invitation 
to discuss seven documents that White House counsel believed concerned areas relating to “the 
internal deliberations of the executive branch,” and that “that is exactly the kind of thing that 
calls for a discussion between the committee and the relevant executive agency.” Testimony of 
Beth Nolan, May 4 hearing at 228-29. 

271 Majority report at 111. 

272 According to the majority, “the White House so quickly abandoned its privilege claims be- 
cause the claims were without merit and could only have been intended to drag out the inves- 
tigation.” Id. at 111. The majority overlooks the more plausible assumption that the White 
House dropped its claim in order to accommodate the committee, and to avoid providing the ma- 
jority with another pretext to complain of “delaying tactics.” 
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from Mr. Burton, the White House provided these documents. Once 
again, the majority construes a minor disagreement over document 
production as evidence of dilatory tactics—even when the White 
House immediately acceded to the majority s demands.273 

The majority also makes another spurious allegation: 


Because of the Committee’s persistence regarding respon- 
sive OVP documents, the White House eventually made a 
startling admission about the OVP server. On June 7, 
2000, Steven Reich sent a letter accompanying a large pro- 
duction of documents related to the OVP e-mail problems. 
He wrote, “your May 16, 2000, letter regarding non-records 
managed e-mail has led us to discover that a technical con- 
figuration error apparently prevented e-mail on the OVP 
server from being backed-up from the end of March 1998 
through early April 1999.” In other words, if the Committee 
had not followed-up on the OVP problems . . . the White 
House most likely would never have disclosed the existence 
of another serious flaw in its records management proc- 
ess. 


This allegation distorts the role of White House counsel. As Mr. 
Reich’s letter clearly stated, White House counsel only discovered 
the backup problem with the OVP server in the course of respond- 
ing to the committee’s request. The implication that White House 
counsel were aware of the problem all along, and only disclosed it 
when they were forced to do so, is wholly unsubstantiated. 


3. Allegation That OA Briefing Materials Are Evidence of a Con- 
spiracy to Hide the Mail2 Problem from Congress 


A reference to the Mail2 problem was removed from draft mate- 
rials prepared to brief Mr. Lindsay prior to his testimony before 
congressional appropriators. The majority has suggested this dele- 
tion reflected a deliberate attempt to prevent Congress from find- 
ing out about the problem.27> In fact, the deletion had an innocent 
explanation. OA Director Michael Lyle explained that the briefing 
materials were internal documents prepared for Mr. Lindsay’s tes- 
timony regarding appropriation matters, and that the reference to 
Mail2 was removed because “funds were not being sought for the 
e-Mail2 reconstruction project in this appropriation.” 276 


4, Allegation That Sidney Blumenthal Tried to Prevent His E-mails 
From Being Archived 


A May 3 Washington Times article stated that a White House 
memo shows that “White House aide Sidney Blumenthal, who fig- 
ured prominently in the Monica Lewinsky investigation, asked last 


273The majority states that White House counsel claimed that the Lewinsky e-mails “were 
unrelated to the Mail2 error and therefore were not relevant to the Committee’s inquiry.” Id. 
at 111. In fact, Ms. Nolan testified that she took the view that the Lewinsky e-mails were not 
covered by the committee’s pre-existing subpoena. Testimony of Beth Nolan, May 4 hearing at 
253. Ms. Nolan further pointed out her view was evidently shared by Representative Burton, 
who had told Ms. Nolan during her previous appearance before the committee that he intended 
to issue a separate subpoena for the zip disk containing the Lewinsky e-mails. Id.; see statement 
of Representative Dan Burton, March 30 hearing at 82 (stating that “I think we'll issue a sub- 
poena for both the original zip disk and the one that was remade off of [Mr. Haas’s] hard drive”). 

274 Majority report at 110 (emphasis added). 

275 Td. at 89. 

276 Testimony of Michael Lyle, May 3 hearing at 130-33. 
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year to have his personal e-mail messages removed from the White 
House’s automated-records management system—meaning they 
couldn’t be retrieved.” 277 

However, according to testimony by OA’s director, Michael Lyle, 
the memo regarding the Blumenthal e-mail concerned a single e- 
mail to Mr. Blumenthal that had duplicated itself to the point 
where it crashed Mr. Blumenthal’s computer.?78 Mr. Lyle said the 
Office of Administration decided to delete the duplicates, while 
keeping the original.27? There is no evidence to contradict Mr. 
Lyle’s testimony or to suggest that there was an attempt to prevent 
Mr. Blumenthal’s e-mails from being records-managed. 


IV. ALLEGATIONS CONCERNING THE OFFICE OF THE VICE PRESIDENT 


A. ALLEGATION THAT THE OVP DELIBERATELY ATTEMPTED TO 
CIRCUMVENT SUBPOENA COMPLIANCE 


The majority report alleges that “the Vice President’s Office took 
affirmative steps to keep from storing its e-mail records in the only 
system that would permit full and accurate subpoena compli- 
ance.” 280 According to the majority, a counsel to the Vice President 
“personally decided that the Vice President would not store his 
records in a way that would permit compliance with document re- 
quests” and there “can be little doubt that the Vice President’s ad- 
visors knew that their actions would permit his office to operate in 
a manner that would make it less susceptible to oversight.” 281 

This allegation is wholly without merit. The committee’s inves- 
tigation revealed that in 1994, the Office of the Vice President 
opted not to archive its e-mails electronically via ARMS.282 Instead, 
in order to preserve Vice Presidential records in compliance with 
the Presidential Records Act, and consistent with previous practice, 
OVP personnel were instructed to print out and save work-related 
e-mails. In addition, the OVP system was regularly backed up and 
the backup tapes were saved.283 

There is no evidence whatsoever that this decision was intended, 
or could have been intended, to hamper subpoena compliance. At 
the time, ARMS was intended solely as a means of archiving elec- 
tronic records for posterity in compliance with the Federal Records 
Act—not as a tool for subpoena compliance.284 There is no evidence 
that anyone had even considered the possibility of using ARMS to 
search for responsive documents. Indeed, former Counsel to the 
Vice President Todd Campbell, now a Federal judge, informed the 
committee that the OVP received only a few subpoenas during his 


277“Blumenthal Wanted His E-mail Erased from White House,” Washington Times (May 3, 
2000). 

278 Testimony of Michael Lyle, May 3 hearing at 81. 

279 Td. at 82. 

280 Majority report at viii. 

281 Td. at xviii. 

282Tnstead, the OVP maintained its own computer system, serviced by a contractor rather 
than by OA. Statement of Counsel to the President Beth Nolan (Mar. 23, 2000). 

283 Former Counsel to the Vice President Todd Campbell described this system as a “belts and 
suspenders” records management policy, with the backup tapes in place in the event of any tech- 
nical or other problem arising. Interview of Hon. Todd Campbell by majority and minority staff, 
House Committee on Government Reform (Aug. 18, 2000). 

284 Testimony of Beth Nolan, March 30 hearing at 85 (stating that “ARMS was set up in order 
for the executive office of the President to comply with the Federal Records Act”). 
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tenure there, which lasted through the 1994 election.?8> Judge 
Campbell also indicated that he made the decision not to use 
ARMS to archive Vice Presidential records; that his decision was 
not intended to prevent OVP e-mails from being saved on a search- 
able database; and that he had no memory of ARMS even being a 
searchable database.286 

Judge Campbell explained that he made his decision after con- 
sulting with Michael Gill, who handled information technology 
matters in the OVP from 1993 through the fall of 1996, and Kimiki 
Gibson, then the Associate Counsel to the Vice President.2°” Judge 
Campbell believed that his decision was legal and appropriate, and 
there is no evidence that would indicate his belief was mistaken. 
As explained above, ARMS was created in order to comply with the 
Armstrong decision, which held that existing EOP guidelines for 
managing e-mail were not in compliance with FRA recordkeeping 
requirements. Since records created by the OVP are governed by 
the PRA, not the FRA, the OVP was under no requirement to rely 
on ARMS for its records management.288 Moreover, the OVP’s deci- 
sion to rely on saving paper copies of e-mails instead of using 
ARMS to archive e-mails was fully in keeping with both the letter 
and the spirit of Armstrong.?289 

The majority asserts that it is “difficult to understand why the 
OVP chose not to use the White House’s ARMS system.” 29° In fact, 
Judge Campbell told the committee that the OVP had technical 
concerns about connecting to ARMS.?9! According to Mr. Gill, in 
order for the OVP to connect to ARMS, it would have had to take 
a giant technological step backwards by converting its e-mail sys- 
tem from the Windows-based “Lotus cc:Mail” to the character-based 
“All-in-One,” which Mr. Gill considered to be less user-friendly.292 


285 Interview of Hon. Todd Campbell by majority and minority staff, House Committee on Gov- 
ernment Reform (Aug. 18, 2000). 

2867d. The majority notes that Judge Campbell told staff that he did not direct that the 
backup tapes be searched in response to subpoenas but claims that “[h]e could not offer any 
explanation as to why not.” Majority report at 76. In fact, Judge Campbell stated in his inter- 
view that the subpoenas received when he was at the White House were so remote from matters 
handled by the OVP that there was no need to take this step. Interview of Hon. Todd Campbell 
by majority and minority staff, House Committee on Government Reform (Aug. 18, 2000). 

287 Interview of Hon. Todd Campbell by majority and minority staff, House Committee on Gov- 
ernment Reform (Aug. 18, 2000). 

288 The Armstrong decision explicitly applied only to Federal records, and the court made it 
clear that the President has great discretion in implementing the PRA. The PRA “accords the 
President virtually complete control over his records during his term of office.” 1 F.3d at 1291 
(citation omitted). The Armstrong decision also made clear that judicial review of the PRA is 
limited: “the courts may review guidelines outlining what is, and what is not, a ‘presidential 
record’ to ensure that materials that are not subject to the PRA are not treated as presidential 
records” but “the PRA impliedly precludes judicial review of the President’s decisions concerning 
the creation, management, and disposal of presidential records during his term of office.” 1 F.3d 
at 1294 (citation omitted). 

289The Armstrong decision did not hold that printing and saving paper copies of e-mails was 
inherently incompatible with records management responsibilities. Rather, the Armstrong deci- 
sion noted that “important information present in the e-mail system, such as who sent a docu- 
ment, who received it, and when that person received it, will not always appear on the computer 
screen and so will not be preserved on the paper print-out.” 1 F.3d at 1284. Armstrong did not 
hold that the only acceptable way to manage electronic records was via an electronic archiving 
system, but rather that retaining “amputated paper print-outs”—lacking data contained in the 
original e-mail—was not sufficient for purposes of the FRA. 1 F.3d at 1285. Since the OVP’s 
paper print-outs apparently contained full data about the sender and recipients, the OVP’s 
records management regime was in compliance with the spirit of Armstrong. 

290 Majority report at 76. 

291 Interview of Hon. Todd Campbell by majority and minority staff, House Committee on Gov- 
ernment Reform (Aug. 18, 2000). 

292 Interview of Michael Gill by majority and minority staff, House Committee on Government 
Reform (July 24, 2000). 
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The majority further asserts that the “decision by the Vice Presi- 
dent’s office to have his [sic] e-mails managed separately from the 
rest of the White House meant that the Vice President’s office 
could not effectively comply with subpoenas.” 293 This assertion is 
simply wrong. The notion that the White House, or any other enti- 
ty, cannot “effectively comply with subpoenas” unless it has a word- 
searchable electronic archive that preserves its e-mails has no basis 
in law. If the majority’s assertion were true, there would be few, 
if any, corporations, citizens, or governmental entities capable of 
complying with subpoenas “effectively.” 294 As any lawyer with ru- 
dimentary litigation experience can attest, compliance with sub- 
poenas requires a reasonable, good faith effort to locate responsive 
documents—no more and no less.?95 


B. ALLEGATION THAT THE RECONSTRUCTED OVP E-MAILS CONTAIN 
SIGNIFICANT INFORMATION 


To date, between 180,000 and 200,000 e-mails have been recon- 
structed and reviewed, and any responsive e-mails have been pro- 
duced to the Office of Independent Counsel Robert Ray or the Jus- 
tice Department’s campaign finance task force. Only 56 of the e- 
mails produced to the independent counsel or the task force were 
responsive to this committee’s subpoenas, and several of those had 
already been produced in similar form (e.g., with a different recipi- 
ent or sender). The majority has alleged that the e-mails contain 
damaging new information. According to the majority report, the e- 
mails produced by the White House “are highly relevant to the 
Committee’s investigation of campaign finance matters,” and the 
information in these e-mails is “important for evaluating whether 
the Vice President committed perjury” and “shows that it is impos- 
sible to come to a final conclusion about underlying campaign fi- 
nance matters without a complete review of all the previously with- 
held information.” 296 

In fact, none of the 56 reconstructed e-mails provided to the com- 
mittee contains significant new evidence. 


293 Majority report at xvii. 

294 See, e.g., statement of Counsel to the President Beth Nolan (Mar. 23, 2000) (“archiving e- 
mail records is a relatively novel concept. I am told that the ARMS system had to be custom 
built because at that time no appropriate system was commercially available. As far as we are 
aware, no other government entity—including Congress—maintains a similar on-line archival 
system”). See also “With White House E-Mail, It’s Click Now, Repent Later,” Christian Science 
Monitor (Apr. 7, 2000) (noting that “[ilronically, the office of Rep. Dan Burton (R) of Indiana, 
who last week grilled White House counsel about the missing e-mails, stores its electronic mes- 
sages for a mere week, then overrides them with new work”) (attached as exhibit 21). The ma- 
jority’s assertion that “the difficulty in searching backup tapes was one of the fundamental rea- 
sons for the creation of ARMS” is equally specious. Majority report at 20. The only evidence 
the majority cites in support of this proposition is a statement by Mr. Haas, a Northrop Grum- 
man contract engineer who evidently took no part in the legal and policy discussions that led 
to ARMS’s creation. Mr. Haas’s assertion is inconsistent with the interviews conducted and doc- 
uments received by the committee, which uniformly indicate that the sole impetus for the cre- 
ation of ARMS was the Armstrong decision. See, e.g., testimony of Beth Nolan, March 30 hearing 
at 85 (stating that “ARMS was set up in order for the executive office of the President to comply 
with the Federal Records Act”); interview of Daniel A. Barry by majority and minority staff, 
House Committee on Government Reform (Mar. 9, 2000). 

295 See, e.g., U.S. v. Ryan, 402 U.S. 530, 534 (1971) (subpoena duces tecum “placed respondent 
under a duty to make in good faith all reasonable efforts to comply with it”); Food Lion v. 
United Food and Commercial Workers International Union, 103 F.3d 1007, 1017 (D.C. Cir. 1997) 
(noting that “[sleveral courts have held that a party charged with contempt may assert a de- 
fense of good faith substantial compliance”). 

296 Majority report at viii, x. 
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The majority cites as significant new information one e-mail be- 
tween two Vice Presidential staffers that refers to “FR coffees” at 
the White House, which the majority asserts is evidence that the 
coffees were used for fundraising purposes.?97 It is not clear, how- 
ever, whether the term “FR” refers to “fundraising” or “finance-re- 
lated.” Moreover, even if the term “FR” is construed to refer to 
fundraising, the e-mail does not add new evidence. Other internal 
communications in the Vice President’s Office have described these 
coffees as “fundraising” events.298 Indeed, the Vice President has 
repeatedly said that he knew attendees at White House coffees 
would likely be solicited for contributions later on.?99 

Another e-mail relied upon by the majority is an e-mail from a 
scheduler that refers to a fundraising event in Los Angeles and 
lists an event at the Hsi Lai Buddhist Temple.?©° But this e-mail 
is a draft schedule and it is incomplete and inaccurate in several 
places.2°1 It adds little to what is already known about the Hsi Lai 
Temple event. Internal communications in which the Vice Presi- 
dent’s staff apparently used the term “fundraiser” to describe the 
Hsi Lai Temple event were produced and investigated long ago.302 
Three years ago, the Senate Governmental Affairs Committee 
talked with the Vice President’s scheduling staff about such inter- 
nal communications, and thoroughly explored whether staff viewed 
the event as a fundraiser and how the Vice President was briefed 
about the event.2°3 The newly reconstructed e-mails received by the 
committee contain no e-mails either to or from the Vice President 
regarding the Temple event. 


C. ALLEGATION THAT VICE PRESIDENT GORE SOUGHT TO HIDE E-MAILS 
FROM INVESTIGATORS 


Mr. Burton recently alleged: 


the Vice President wanted the backup tapes on many of 
his e-mails not kept. He didn’t want there to be backup 
tapes because they said the only way—in one of the 


297 E-mail from Karen Skelton to Ellen L. Ochs (Apr. 23, 1996) (E 8862) (discussed in majority 
report at x). 

298 See, e.g., Senate Committee on Governmental Affairs, “Investigation of Illegal or Improper 
Activities in Connection with 1996 Federal Election Campaigns,” 105th Cong., 2d sess., vol. 1, 
196 (March 1998) (stating that “[a] number of White House and DNC documents underline the 
importance of the coffees as fundraising events”). 

299 The Vice President told investigators that the coffees “allowed the President to spend time 
with influential people who wanted to talk about policy, who would at some later time possibly 
be asked to financially support the DNC.” He further stated that “[i]t was contemplated at the 
time when they were set up that some or many of those who participated in those sessions 
would later on be likely to contribute.” Interview of Vice President Gore with Robert J. Conrad, 
Jr., Head of the Department of Justice Campaign Financing Task Force (Apr. 18, 2000). 

300 E-mail from Jackie A. Dycke to R. Martinez (Apr. 9, 1996) (E 8747-54) (discussed in major- 
ity report at x). 

301 For example, the document indicates that the Vice President will attend a DNC Reception 
at the Hsi Lai Temple both in Los Angeles and San Jose. Id. 

302 E.g., document labeled “Current Schedule for April 29” (EOP 056497) (referring to a “DNC 
luncheon in LA/Hacienda Heights”); e-mail from Jackie A. Dycke to R. Martinez (Apr. 10, 1996) 
(EOP 053292) (noting that “the VP is going to San Jose and LA for DNC fundraising events 
on April 29”). 

303 Senate Committee on Governmental Affairs, “Investigation of Illegal or Improper Activities 
in Connection with 1996 Federal Election Campaigns,” 105th Cong., 2d sess., vol. 2, 1793-94, 
vol. 4, 4818-31 (March 1998). Staff testified that they were sloppy in their use of the term 
“fundraiser.” But the key scheduler responsible for the Hsi Lai Temple event in the Vice Presi- 
dent’s Office testified that she viewed the event as a community outreach event, not a fund- 
raiser, and the staff person who briefed the Vice President on the event testified that he in- 
formed the Vice President that the event was a community outreach event. Id. at 4822-26. 
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memos, they says [sic] the only way that we can keep from 
having backup tapes is to use the Clinton-Gore email sys- 
tem. And so there was a deliberate attempt to try to keep 
these e-mails from being backed up on the tapes.24 


This allegation is wholly without merit. Mr. Burton appears to 
be referring to an e-mail sent to the Vice President which stated 
that “[a]ll internet e-mails are recorded on the White House com- 
puters. According to Michael, the only way not to have your e-mails 
backed up on government computers would be to get a Clinton/ 
Gore computer in your office and set it up for private e-mails.” 305 
The White House has informed the committee that, as best it can 
determine, the Vice President did not have a Clinton/Gore ’96 com- 
puter or e-mail account in the White House.306 Nor is there any- 
thing inappropriate about the suggestion that “private e-mails” 
should not be archived. Since the PRA requires only that official 
Vice Presidential records be saved, it would be legal and appro- 
priate not to archive private, personal, or campaign e-mails. 


D. ALLEGATION THAT THE VICE PRESIDENT WAS AWARE OF RECORDS 
MANAGEMENT PROBLEMS IN THE OVP 


The Vice President has informed investigators that he did not 
know about the failure of the White House e-mail system to store 
or archive e-mail messages from 1998 to 1999.807 According to the 
majority, “The Vice President’s claim to be ignorant of his Office’s 
records management problems is not credible.” 308 

The only support that the majority can cite for this assertion, 
however, is the fact that the Vice President “is extremely computer 
savvy and highly involved in issues related to information systems 
both generally and within his office.” 309 Such speculation is flimsy 
and provides no reasonable basis for questioning the Vice Presi- 
dent’s credibility. 

There is also no evidence to suggest that the Vice President was 
aware of the decision not to use ARMS. To the contrary, Judge 
Campbell told committee staff that he did not inform the Vice 
President in 1994 about his decision not to connect to ARMS and 
that he would be surprised if anyone else did.310 Furthermore, the 
Vice President’s Chief of Staff, Charles Burson, told the committee 
that he thought, on the basis of meetings he had had with White 
House counsel, that OVP e-mails were being electronically archived 
on the same system as the rest of the White House.311 


304“The Edge with Paula Zahn,” Fox News (Sept. 27, 2000). 

305 E-mail from Joel Velasco to Vice President Gore (Feb. 22, 1998) (E 8701). 

306 Ms. Nolan informed the committee that such computers were set up in the EOP as “[ulnder 
federal law, equipment in the White House that is dedicated for political purposes must be paid 
for by the appropriate political committee, not with official funds.” Letter from Counsel to the 
President Beth Nolan to Representative Dan Burton (Sept. 26, 2000). However, Ms. Nolan stat- 
ed that “[als best we can determine, the Vice President did not have a Clinton/Gore ’96 com- 
puter or Clinton/Gore ’96 e-mail account in the White House.” Id. 

307 Interview of Vice President Gore with Robert J. Conrad, Jr., Head of the Department of 
Justice Campaign Financing Task Force (Apr. 18, 2000). See also “The Edge with Paula Zahn,” 
Fox News (June 14, 2000). 

308 Majority report at 73. 

309 Jd. 

310 Interview of Hon. Todd Campbell by majority and minority staff, House Committee on Gov- 
ernment Reform (Aug. 18, 2000). 

311 Interview of Charles Burson by majority and minority staff, House Committee on Govern- 
ment Reform (Aug. 3, 2000). Mr. Burson joined the OVP as counsel in February 1997, long after 
the decision about connecting to ARMS had been made. 
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In fact, the committee has documentary evidence that Vice Presi- 
dent Gore was told that his e-mails were being automatically 
archived. The committee received a copy of an e-mail to Vice Presi- 
dent Gore, discussed above, which stated that “{a]ll internet e- 
mails are recorded on the White House computers. According to Mi- 
chael, the only way not to have your e-mails backed up on govern- 
ment computers would be to get a Clinton/Gore computer in your 
office and set it up for private e-mails.” 312 

While technical personnel in OA were apparently aware that the 
OVP was not connected to ARMS, it does not appear that they com- 
municated this information to anyone in the White House. To the 
contrary, White House counsel repeatedly received written commu- 
nications indicating that OVP e-mails were being archived on 
ARMS. The committee received dozens of e-mails between Tony 
Barry, OA’s ARMS expert, and persons in the White House coun- 
sel’s office which indicate that Mr. Barry told White House counsel 
that he was searching ARMS for OVP records.?1% Although Mr. 
Barry was presumably aware that OVP e-mails were not being sys- 
tematically captured, he apparently placed OVP e-mails which ar- 
rived in ARMS through various secondary means into a “bucket,” 
which he would search in response to requests to look for OVP 
records.314 


V. THE COSTS OF THE INVESTIGATION AND THE RECONSTRUCTION 
EFFORT 


As of September 29, 2000, the White House has committed, obli- 
gated, or expended approximately $6.9 million on reconstructing 
the “missing” e-mails.315 39,157 hours of work have been spent on 
this mammoth project—34,822 hours by contract employees, 3,795 
hours by employees of the Executive Office of the President, and 
540 hours by security personnel. Overall, the cost of the project has 
been estimated at $11.7 million.31¢ 

The committee has also expended considerable taxpayer dollars 
on its own investigation. The committee’s investigation has in- 
cluded 5 days of hearings and 36 interviews of witnesses, many of 
them Federal Government employees. It also required the produc- 
tion of over 10,000 pages of documents, the majority of which were 
produced by the White House. 


312 E-mail from Joel Velasco to Vice President Gore (Feb. 22, 1998) (E 8701). 

313 Mr. Barry explained to the committee that after he receives requests to perform an ARMS 
search, he responds by e-mail to confirm the details of the search (i.e., the search definition, 
an estimate of the cost and time that the search will take, and the search schedule). Interview 
of Daniel A. Barry by majority and minority staff, House Committee on Government Reform 
(Mar. 9, 2000). Many of these e-mails from Mr. Barry to members of the Office of White House 
Counsel were produced to the committee and refer explicitly to Mr. Barry conducting searches 
of OVP records. See, e.g., e-mail from Daniel A. Barry to Michael Imbroscio (Sept. 2, 1997) (E 
7845); e-mail from Daniel A. Barry to Karl Racine (July 27, 1998) (E 7830); e-mail from Daniel 
A. Barry to Steven Reich (Mar. 6, 2000) (E 7822). These three e-mails are attached as exhibit 
22 


314 See e-mail from Daniel A. Barry to Sandra Golas (July 28, 1998) (describing the processing 
of e-mails into ARMS and referring to distinct “buckets” for records from such EOP agencies 
as “WHO” (the White House Office), “VPO” (the Vice President’s Office), “OPD” (the Office of 
Policy Development), and “CEA” (Council of Economic Advisors)) (E 7301) (attached as exhibit 
23). 
315 Letter from Michael K. Bartosz, general counsel to the Office of Administration, to James 
C. Wilson, chief counsel (Sept. 29, 2000). 

316 Jd. 
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In dollar terms, then, the majority’s allegations are costing the 
taxpayers of this country millions of dollars. 

For many, however, dollars alone fail to capture the true cost of 
the e-mail investigation. The investigation is part of a series of 
scandal investigations by this committee that unfairly smeared rep- 
utations of many dedicated public servants and drove others to 
leave government service. The impact of these investigations was 
eloquently expressed by Cheryl Mills in her testimony before the 
committee on May 4, 2000: 


Mr. Chairman, I left because I was tired of playing a role 
in dramas like today, when so many issues that mattered 
to me. . . were not being addressed. You have held four 
days of hearings, and spent countless more dollars on 
depositions and document productions, but yet you have 
not chosen to use your oversight authority to hold one 
day’s worth of hearings about: a man who was shot dead 
by an undercover New York police officer while he was get- 
ting into a cab, after refusing to buy drugs from that offi- 
cer; any of the 67 cases and counting that have been over- 
turned because officers in Los Angeles Police Department 
planted guns and drugs to frame people, shot an unarmed 
man, and quite possibly shot another man, with no crimi- 
nal record, 10 times—killing him; why African American 
youths charged with drug offenses are 48 times more likely 
than white youths to be sentenced to prison. 


x k x x k 


Nothing you discover here today, will feed one person, give 
shelter to someone who is homeless, educate one child, pro- 
vide health care for one family, or offer justice to one Afri- 
can American or Hispanic juvenile. You could do so much 
to transform our country—but instead you are compelled 
to use your great authority and resources to address. . . 
e-mails.317 
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317 Testimony of Cheryl Mills, May 4 hearing (attached as exhibit 24). 
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Over the past eight years, Chairman Dan Burton of the House Government Reform Committee 
and other Republican leaders have repeatedly made sensational allegations of wrongdoing by the 
Clinton Administration. In pursuing such allegations, Chairman Burton alone has issued over 
900 subpoenas; obtained over 2 million pages of documents; and interviewed, deposed, or called 
to testify over 350 witnesses. The estimated cost to the taxpayer of investigating these 
allegations has exceeded $23 million.' 


Chairman Burton or other Republicans have charged that Deputy White House Counsel Vince 
Foster was murdered as part of a coverup of the Whitewater land deal; that the White House 
intentionally maintained an “enemies list” of sensitive FBI files; that the IRS targeted the 
President’s enemies for tax audits; that the White House may have been involved in “selling or 
giving information to the Chinese in exchange for political contributions”; that the White House 
“altered” videotapes of White House coffees to conceal wrongdoing; that the Clinton 
Administration sold burial plots in Arlington National Cemetery; that prison tape recordings 
showed that former Associate Attorney General Webster Hubbell was paid off for his silence; 
that the Attorney General intentionally misled Congress about Waco; and that problems with the 
White House e-mail archiving system are “the most significant obstruction of Congressional 
investigations in U.S. history” and “reach much further” than Watergate. 


This report is not intended to suggest that President Clinton or his Administration have always 
acted properly. There have obviously been instances of mistakes and misconduct that deserve 
investigation. But frequently the Republican approach -- regardless of the facts -- has been 
“accuse first, investigate later.” Further investigation then often shows the allegations to be 
unsubstantiated. In fact, FBI interviews showed that one widely publicized Republican 
allegation was based on nothing more than gossip at a congressional reception. 


This approach has done great harm to reputations. The unsubstantiated accusations have 
frequently received widespread attention. For example, Chairman Burton’s allegation regarding 
White House videotape alteration received widespread media coverage. It was reported by 
numerous television news programs, including CBS Morning News,’ CBS This Morning,? NBC 
News At Sunrise,‘ NBC’s Today, ABC World News Sunday,’ CNN Early Prime,’ CNN Morning 
News,’ CNN’s Headline News,? CNN’s Early Edition," Fox’s Morning News," and Fox News 
Now/Fox In Depth.” In addition, newspapers across the country, including the Washington 
Post,” the Las Vegas Review-Journal,'* the Houston Chronicle," the Commercial Appeal,'® and 
the Sun-Sentinel,” published stories focusing on the allegation. Two months later, when Senator 
Fred Thompson announced that there was no evidence that the videotapes had been doctored, 
there was minimal press coverage of his statement." 


The discussion below examines the facts — and lack thereof — underlying over 25 of the most 
highly publicized allegations. 


Allegation: During 1994 and 1995, Chairman Burton suggested numerous times on the 
House floor that Deputy White House Counsel Vince Foster had been murdered and that 
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his murder was related to the investigation into President and Hillary Clinton’s 
involvement in the Whitewater land deal.’ 


The Facts: Chairman Burton’s allegations have been repeatedly repudiated. 


On August 10, 1993, the United States Park Police announced the following conclusions of its 
investigation: “Our investigation has found no evidence of foul play. The information gathered 
from associates, relatives and friends provide us with enough evidence to conclude that . . . Mr. 
Foster was anxious about his work and he was distressed to the degree that he took his own 
life.” On June 30, 1994, Independent Counsel Robert Fiske issued his report stating that “[t]he 
overwhelming weight of the evidence compels the conclusion . . . that Vincent Foster committed 
suicide.””! 


More recently, on October 10, 1997, Independent Counsel Ken Starr concluded: “The available 
evidence points clearly to suicide as the manner of death.” 


Allegation: In 1995 and 1996, Republicans alleged that the White House fired the 
employees of the White House travel office so that White House travel business would be 
given to Harry Thomason, a political supporter of President Clinton. The Chairman of the 
House Committee on Government Reform and Oversight, William F. Clinger, said he saw 
the First Lady’s “fingerprints” on efforts to cover up and lie about the travel office 
firings.” Discussing the travel office matter, Rep. Dan Burton said, “The First Lady, 
according to the notes we have, has lied.””* 


The Facts: In June 2000, the Office of the Independent Counsel issued a press release 
announcing that its investigation into the Travel Office matter had concluded. Independent 
Counsel Robert Ray stated: 


This Office has now concluded its investigation into allegations relating to . . . Mrs. 
Clinton’s statements and testimony concerning the Travel Office firings and has fully 
discharged [her] from criminal liability for matters within this Office’s jurisdiction in the 
Travel Office matter.” 


Allegation: In June 1996, Chairman Burton alleged that the White House had improperly 
obtained FBI files of prominent Republicans and that these files “were going to be used for 
dirty political tricks in the future.” Committee Republicans also released a report 
suggesting that the files were being used by the Clinton Administration to compile a “hit 
list” or an “enemies list.””” 


The Facts: These allegations have been thoroughly investigated by the Office of the Independent 
Counsel and repudiated. The Independent Counsel had been charged with examining whether 
Anthony Marceca, a former White House detailee who had requested the FBI background files at 
issue, senior White House officials, or Mrs. Clinton had engaged in illegal conduct relating to 
these files. 
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According to the report issued by Independent Counsel Ray in March 2000, “neither Anthony 
Marceca nor any senior White House official, or First Lady Hillary Rodham Clinton, engaged in 
criminal conduct to obtain through fraudulent means derogatory information about former White 
House staff.” The Independent Counsel also concluded that “Mr. Marceca’s alleged criminal 
conduct did not reflect a conspiracy within the White House,” and stated Mr. Marceca was 
truthful when he testified that “[n]o senior White House official, or Mrs. Clinton, was involved 
in requesting FBI background reports for improper partisan advantage.””® 


Allegation: Beginning in 1996, Chairman Burton and other Republican leaders suggested 
that there was a conspiracy between the Chinese government and the Clinton 
Administration to violate federal campaign finance laws and improperly influence the 
outcome of the 1996 presidential election. In a February 1997 interview on national 
television, Chairman Burton stated: 


If the White House or anybody connected with the White House was selling or 
giving information to the Chinese in exchange for political contributions, then we 
have to look into it because that’s a felony, and you’re selling this country’s security 
— economic security or whatever to a communist power.” 


Further, on the House floor in June 1997, Chairman Burton alleged a “massive” Chinese 
conspiracy: 


We are investigating a possible massive scheme . . . of funneling millions of dollars 
of foreign money into the U.S. electoral system. We are investigating allegations 
that the Chinese government at the highest levels decided to infiltrate our political 
system.” 


The Facts: The House Government Reform Committee to date has spent four years and over 

$8 million investigating these allegations. No evidence provided to the Committee substantiates 
the claim that the Administration was “selling or giving information to the Chinese in exchange 
for political contributions.” 


The FBI obtained some evidence that China had a plan to try to influence congressional 
elections.*! However, no evidence was provided to the Committee that the Chinese government 
carried out a “massive scheme” to influence the election of President Clinton. 


Allegation: In June 1997, Rep. Gerald Solomon, the Chairman of the House Rules 
Committee, claimed that he had “evidence” from a government source that John Huang, 
the former Commerce Department official and Democratic National Committee fundraiser, 
had “committed economic espionage and breached our national security.” This allegation 
was reported on national television and in many newspapers across the country.” 


The Facts: In August 1997, and again in February 1998, Rep. Solomon was interviewed by the 
FBI to determine the basis of Rep. Solomon’s allegations. During the first interview, Rep. 
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Solomon told the FBI that he was told by a Senate staffer at a Capitol Hill reception that the 
staffer “received confirmation that ‘a Department of Commerce employee had passed classified 
information to a foreign government.” According to the FBI notes on the Solomon interview, the 
Senate staffer did not say that the employee was John Huang, nor did he say that information 
went to China. Rep. Solomon did not know who the staffer was.” 


In his second interview with the FBI, Rep. Solomon recalled that what the staffer said to him 
was: “Congressman you might like to know that you were right there was someone at Commerce 
giving out information.” Again in this interview, Rep. Solomon told the FBI that he did not 
know the name of the staffer who made this comment.** 


Allegation: In August 1997, several Republican leaders called for an independent counsel 
to investigate allegations by Democratic donor Johnny Chung that former Energy 
Secretary Hazel O’Leary had, in effect, “shaken down” Mr. Chung by requiring him to 
make a donation to the charity Africare as a precondition to a meeting with her. On 
national television, Republican National Committee Chairman Jim Nicholson stated, “[W]e 
need independent investigation made of people like Hazel O’Leary.”*> Rep. Gerald 
Solomon, the Chairman of the House Rules Committee, criticized the Attorney General for 
being “intransigent” in refusing to appoint an independent counsel.”* 


The Facts: A Department of Justice investigation found “no evidence that Mrs. O’Leary had 
anything to do with the solicitation of the charitable donation.” In fact, it turned out that 
Secretary O’Leary’s first contact with Mr. Chung occurred after Mr. Chung had made his 
contribution, making the allegation factually impossible.” 


Allegation: In September 1997, Chairman Burton suggested on national television that the 
Clinton Administration was engaging in an "abuse of power" by using the Internal 
Revenue Service (IRS) to retaliate against the President's political enemies.” The 
Washington Times also quoted the Chairman as stating: “One case might be a coincidence. 
Two cases might be a coincidence. But what are the chances of this entire litany of people 
-- all of whom have an adversarial relationship with the President -- being audited?” 


The Facts: The Chairman’s remarks related to allegations that the IRS was auditing conservative 
groups and individuals for political purposes. According to these allegations, several non-profit 
tax-exempt organizations that supported positions different from those of the Clinton 
Administration were being audited while other organizations favored by the Administration were 
not.’ 


The Joint Committee on Taxation conducted a three-year bipartisan investigation of these 
allegations. In March 2000, the Committee reported that it had found no evidence of politically 
motivated IRS audits.” Specifically, the bipartisan report found there was “no credible evidence 
that tax-exempt organizations were selected for examination, or that the IRS altered the manner 
in which examinations of tax-exempt organizations were conducted, based on the views 
espoused by the organizations or individuals related to the organization.” Further, the report 
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found “no credible evidence of intervention by Clinton Administration officials (including 
Treasury Department and White House officials) in the selection of (or the failure to select) tax- 
exempt organizations for examination.”* 


Allegation: In October 1997, Chairman Burton held a hearing which he claimed would 
produce evidence of “blatantly illegal activity by a senior national party official.” The 
star witness at that hearing, David Wang, alleged that then-DNC official John Huang had 
solicited a conduit contribution from him in person in Los Angeles on August 16, 1996.% 


The Facts: It was Charlie Trie and his associate Antonio Pan, not John Huang, who solicited Mr. 
Wang. Unlike Mr. Huang, Mr. Trie and Mr. Pan were never “senior officials” at the DNC. 
Credit card records, affidavits, and other evidence conclusively demonstrated that Mr. Huang had 
been in New York, not Los Angeles, on the day in question. Mr. Huang later testified before 
the Committee and denied Mr. Wang’s allegations.” On March 1, 2000, Democratic fundraiser 
Charlie Trie appeared before the Committee and acknowledged that it had been he and Mr. Pan, 
not Mr. Huang, who had solicited the conduit contribution.“ 


Allegation: At an October 1997 hearing before the House Committee on Government 
Reform and Oversight, Chairman Burton publicly released a proffer from Democratic 
fundraisers Gene and Nora Lum. Chairman Burton stated that the proffer indicated that 
“the solicitation and utilization of foreign money and conduit payments did not begin after 
the Republicans won control of the Congress in 1994. Rather, it appears that the seeds of 
today's scandals may have been planted as early as 1991.”® Specifically, the proffer 
suggested that President Clinton endorsed the candidacy of a foreign leader in exchange 
for campaign contributions.” This allegation was reported in the Washington Post in an 
article entitled “Story of a Foreign Donor’s Deal With ‘92 Clinton Camp Outlined,” and in 
other national media.” 


The Facts: To investigate this allegation and other allegations concerning the Lums, Chairman 
Burton issued nearly 200 information requests that resulted in the receipt of over 40,000 pages of 
documents, 50 audiotapes, a videotape, and numerous depositions. After this extensive 
investigation, however, the Chairman was never able to produce any evidence to support the 
dramatic allegation in the proffer. 


The proffer presented by Chairman Burton states that, during the 1992 campaign, the Lums 
arranged a meeting with a Clinton/Gore official for an individual who had proposed to arrange a 
“large donation in exchange for a letter signed by the Clinton campaign endorsing the candidacy 
of a man who is now the leader of an Asian nation.” The proffer states that the official “later 
provided a favorable letter over the name of Clinton,” that a “Clinton/Gore official signed then 
Governor Clinton’s name to the letter,” and that the individual who made the request for the 
letter then made a $50,000 contribution that reportedly came from “a foreign person then residing 
in the United States.”°” 
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In its investigation, the only letter the Committee obtained that concerned then-Governor 
Clinton’s position on an election in Asia is an October 28, 1992, letter on Clinton/Gore letterhead 
that pertains to the presidential election in Korea. This document specifically states that then- 
Governor Clinton does not believe it is appropriate for U.S. public officials to endorse the 
candidacies in foreign elections. The letter states: 


Thank you for bringing to my attention the impact in Korea that my statement of 
September 17th has caused. I would appreciate your help in clarifying the situation in 
Korea through proper channels. My statement was a courtesy reply in response to an 
invitation to me to attend an event in honor of Chairman Kim Dae-Jung, and to extend to 
him my greetings. It was not meant to endorse or assist his candidacy in the upcoming 
presidential election in Korea. I do not believe that any United States government official 
should endorse a presidential candidate in another country. 


Allegation: On October 19, 1997, Chairman Burton appeared on national television and 
suggested that the White House had deliberately altered videotapes of presidential fund- 
raising events. On CBS’s Face the Nation, he said “We think ma--maybe some of those 
tapes may have been cut off intentionally, they've been--been, you know, altered in some 
way.” He also said that he might hire lip-readers to examine the tapes to figure out what 
was being said on the tapes." 


The Facts: Investigations by the House Government Reform and Oversight Committee and the 
Senate Governmental Affairs Committee produced no evidence of any tampering with the tapes. 
Shortly after Chairman Burton made his allegation regarding tape alteration, the Senate 
Governmental Affairs Committee hired a technical expert, Paul Ginsburg, to analyze the 
videotapes to determine whether they had been doctored. Mr. Ginsburg concluded that there was 
no evidence of tampering.” In addition, Colonel Joseph Simmons, commander of the White 
House Communications Agency (WHCA), Colonel Alan Sullivan, head of the White House 
Military Office which oversees WHCA, and Steven Smith, chief of operations of WHCA, all 
testified under oath before the House Government Reform and Oversight Committee in October 
1997 that they were unaware of any alteration of the videotapes.” 


Allegation: In November 1997, Republican leaders drew on unsubstantiated reports by 
conservative radio talk shows and publications to accuse the Clinton Administration of 
selling burial plots in Arlington National Cemetery for campaign contributions.” 
Republican Party Chairman Jim Nicholson accused the Administration of a “despicable 
political scheme,” and several Republican leaders, including Chairman Burton, called for 
investigations.’ Representative Gerald Solomon stated, “[t]his latest outrage is one more 
slap in the face of every American who ever wore the uniform of their country, who seem to 
be special objects of contempt in this administration.” 


The Facts: The Army has established restrictive eligibility requirements for burial at Arlington. 
Individuals who are eligible for Arlington National Cemetery burial sites include service 
members who died while on active duty, honorably discharged members of the armed forces who 
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have been awarded certain high military distinctions, and surviving spouses of individuals 
already buried at Arlington, among others. The Secretary of the Army may grant waivers of 
these requirements.” 


In January 1998, the General Accounting Office (GAO) concluded an independent investigation 
of the allegations that waivers were granted in exchange for political contributions. As part of 
this investigation, GAO analyzed the laws and regulations concerning burials at Arlington, 
conducted in-depth review of Department of Army case files regarding approved and denied 
waivers, and had discussions with officials responsible for waiver decisions.°! 


GAO’s report stated: “[W]Je found no evidence in the records we reviewed to support recent 
media reports that political contributions have played a role in waiver decisions.” Further, GAO 
stated: “Where the records show some involvement or interest in a particular case on the part of 
the President, executive branch officials, or Members of Congress or their staffs, the documents 
indicate only such factors as a desire to help a constituent or a conviction that the merits of the 
person being considered warranted a waiver.’ 


Allegation: In January 1998, Chairman Burton held four days of hearings into whether 
campaign contributions influenced the actions of Secretary of the Interior Bruce Babbitt or 
other Department of the Interior officials with respect to a decision to deny an Indian 
gambling application in Hudson, Wisconsin. During those hearings, Chairman Burton 
alleged that the decision was a "political payoff" and that it "stinks" and "smells."° 


The Facts: On August 22, 2000, Independent Counsel Carol Elder Bruce released the report of 
her investigation into the Hudson casino decision. She found that the allegations of political 
payoff were unsubstantiated, concluding: 


A full review of the evidence . . . indicates that neither Babbitt nor any 
government official at Interior or the White House entered into any sort of specific 
and corrupt agreement to influence the outcome of the Hudson casino application 
in return for campaign contributions to the DNC. 


Allegation: In April 1998, Chairman Burton suggested that President Clinton had created 
a national monument in Utah in order to benefit the Lippo Group, an Indonesian 
conglomerate with coal interests in Indonesia.* James Riady, an executive of the Lippo 
Group, was a contributor to the DNC. In June 1998, in a statement on the House floor, 
Chairman Burton reiterated his allegation: “[T]he President made the Utah Monument a 
national park. What is the significance of that? The largest clean-burning coal facility in 
the United States, billions and billions of dollars of clean-burning coal are in the Utah 
Monument. It could have been mined environmentally safely according to U.S. engineers. 
Who would benefit from turning that into a national park so you cannot mine there? The 
Riady group, the Lippo Group, and Indonesia has the largest clean-burning coal facility, 
mining facility, in southeast Asia. They were one of the largest contributors. Their hands 
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are all over, all over these contributions coming in from Communist China, from Macao 
and from Indonesia. Could there be a connection here?” 


The Facts: In September 1996, President Clinton set aside as a national monument 1.7 million 
acres of coal-rich land in Utah under a 1906 law that allows the president to designate national 
monuments without congressional approval.*’ After two years of investigation, the Committee 
produced no evidence that there is any connection between the designation of this land as a 
monument and Riady group or any other contributions. 


Allegation: In April 1998, Chairman Burton released transcripts of selected portions of 
Webster Hubbell's prison telephone conversations. According to these transcripts, if Mr. 
Hubbell had filed a lawsuit against his former law firm, it would have “opened up” the 
First Lady to allegations, and for this reason Mr. Hubbell had decided to “roll over” to 
protect the First Lady. These transcripts included a quote of Mrs. Hubbell saying, “And 
that you are opening Hillary up to all of this,” and Mr. Hubbell responding, “I will not 
raise those allegations that might open it up to Hillary” and “So, I need to roll over one 
more time.” These quotes were taken from a two-hour March 25, 1996, conversation 
between the Hubbells.” 


The Facts: Webster Hubbell was Assistant Attorney General until March 1994. Prior to that, he 
was a partner with Hillary Clinton at the Rose Law Firm in Little Rock, Arkansas. In December 
1994, Mr. Hubbell pled guilty to tax evasion and mail fraud and went to prison for 16 months. 


During his imprisonment, Mr. Hubbell’s phone calls to his friends, family, and lawyers were 
routinely taped by prison authorities. Such taping is standard in federal prisons. These tapes 
were turned over to the Government Reform and Oversight Committee. Although the tapes are 
supposed to be protected by the Privacy Act, Chairman Burton released a document in April 
1998 entitled the “Hubbell Master Tape Log,” which contained what were purported to be 
excerpts from these tapes. However, it was subsequently revealed that many of these excerpts 
were in fact inaccurate or omitted exculpatory statements made by Mr. Hubbell that directly 
contradicted the allegations.” 


For example, while the “Hubbell Master Tape Log” quoted the above portions of the March 25, 
1996, conversation between Mr. and Mrs. Hubbell, it omitted a later portion of the same 
conversation that appears to exonerate the First Lady. The later portion of that conversation 
follows, with the portions that Chairman Burton omitted from the “Hubbell Master Tape Log” 
underlined: 


Mr. Hubbell: Now, Suzy, I say this with love for my friend Bill Kennedy, and I do love 
him, he’s been a good friend, he’s one of the most vulnerable people in my 


counterclaim. Ok? 


Mrs. Hubbell: I know. 
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Mr. Hubbell: Ok, Hillary’s not, Hillary isn’t, the only thing is people say why didn’t she 
know what was going on. And I wish she never paid any attention to what 
was going on in the firm. That’s the gospel truth. She just had no idea 
what was going on. She didn’t participate in any of this. 


Mrs. Hubbell: They wouldn’t have Jet her if she tried. 


Mr. Hubbell: Ofcourse not. 


The “Hubbell Master Tape Log” released by the Chairman also included an underlined passage 
in which Mr. Hubbell allegedly said: “The Riady is just not easy to do business with me while 

Tm here.” In fact, the actual tape states: “The reality is it’s just not easy to do business with me 
while I’m here.” 


Allegation: In April 1998, Chairman Burton sought immunity from the Committee for 
four witnesses: Nancy Lee, Irene Wu, Larry Wong, and Kent La. He and other 
Republicans leaders, including Speaker Newt Gingrich, alleged that these witnesses had 
important information about illegal contributions from the Chinese government during the 
1996 elections.” 


Speaker Gingrich alleged that the four witnesses would provide information on “a threat to 
the fabric of our political system.”” Rep. John Boehner alleged that the witnesses had 
“direct knowledge about how the Chinese government made illegal campaign 
contributions” and stated that the decision regarding granting immunity “is about 
determining whether American lives have been put at risk.” Committee Republican Rep. 
Shadegg stated that one of the witnesses, Larry Wong, “is believed to have relevant 
information regarding the conduit for contributions made by the Lums and others in the 
1992 fund-raising by John Huang and James Riady.” 


The Facts: In June 1998, the Committee provided these witnesses with immunity. After they 
were immunized, their testimony revealed that none had any knowledge whatsoever about 
alleged Chinese efforts to influence American elections. For example, Mr. Wong’s primary 
responsibilities in working for Democratic donor Nora Lum were to register voters and serve as a 
volunteer cook.” Following is the total testimony he provided regarding James Riady: 


Majority Counsel: Did Nora ever discuss meeting James Riady? 
Mr. Wong: James who? 

wR k 

Majority Counsel: James Riady. 

Mr. Wong: No.” 


Allegation: In May 1998, Rep. Curt Weldon suggested on the House floor that the 
President could have committed treason. Rep. Weldon’s remarks involved allegations that 
the political contributions of the Chief Executive Officer of Loral Corporation, Bernard 
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Schwartz, had influenced the President’s decision to authorize the transfer of certain 
technology to China. Rep. Weldon described this issue as a “scandal that is unfolding that 
I think will dwarf every scandal that we have seen talked about on this floor in the past 6 
years,” and said, “this scandal involves potential treason.””’ The National Journal reported 
this allegation in an article that referred to Rep. Weldon as “a respected senior member of 
the National Security Committee.” 


The Facts: The Department of Justice examined the allegations relating to whether campaign 
contributions influenced export control decisions and found them to be unfounded.” In August 
1998, Lee Radek, chief of the Department’s public integrity section, wrote that “there is not a 
scintilla of evidence — or information — that the President was corruptly influenced by Bernard 
Schwartz.’* Charles La Bella, then head of the Department’s campaign finance task force, 
agreed with Mr. Radek’s assessment that “this was a matter which likely did not merit any 
investigation.” 


A House select committee investigated allegations relating to United States technology transfers 
to China, and whether campaign contributions influenced export control decisions. In May 1999, 
the Committee findings were made public. The Committee’s bipartisan findings also did not 
substantiate Rep. Weldon’s suggestions of treason by the President.” 


Allegation: In September 1998, Rep. David McIntosh sent a criminal referral to the 
Department of Justice alleging that White House Deputy Counsel Chery! Mills provided 
false testimony to Congress and obstructed justice.” He told the Washington Post that 
there was “very strong evidence” that Ms. Mills lied to Congress.** 


The Facts: Rep. McIntosh’s claims were based on a run-of-the-mill document dispute. Ms. 
Mills believed that two documents out of over 27,000 pages of documents produced to the 
Government Reform and Oversight Committee were not responsive to a request from Rep. 
McIntosh, while Rep. McIntosh believed the two documents were responsive. Instead of viewing 
this disagreement as a difference in judgment, Rep. McIntosh charged that Ms. Mills was 
obstructing justice and that she lied to the Committee.*° The Justice Department investigated 
Rep. MclIntosh’s allegations and found them to be without merit.* 


Allegation: In October 1998, Rep. David McIntosh alleged that the President, First Lady, 
and senior Administration officials were involved in “theft of government property” for 
political purposes. To support this claim, Rep. McIntosh claimed that the President’s 1993 
and 1994 holiday card lists had been knowingly delivered to others outside of the 
government, and that, with respect to the holiday card project, evidence suggested a 
“criminal conspiracy to circumvent the prohibition on transferring data to the DNC.” 


The Facts: The White House database, known as “WhoDB,” is a computerized rolodex used to 
track contacts of citizens with the White House and to create a holiday card list. In putting 
together the holiday card list, the Clinton Administration followed the procedures established by 
previous administrations. A number of entities, including the White House and the Democratic 
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National Committee, created lists of card recipients, and the White House hired an outside 
contractor to merge the lists, and produce and mail the cards. As with past Administrations, the 
production and mailing costs of the holiday card project were paid for by the President’s political 
party to avoid any appearance that taxpayer funds were being used to pay for greetings to 
political supporters. 


The evidence showed that the contractor charged with eliminating duplicate names from the 1993 
holiday card list failed to remove the list from its computer. This computer was subsequently 
moved — for unrelated reasons — to the 1996 Clinton/Gore campaign. The Committee uncovered 
no evidence that this list was ever used for campaign purposes. In fact, computer records showed 
that the Clinton/Gore campaign never accessed it, and it appears that the campaign was not aware 
that the computer contained this list. 


With respect to the 1994 holiday card list, a DNC employee learned that the contractor charged 
with eliminating duplicate names from the list did not properly “de-dupe” the list. Therefore, she 
worked with her parents and several volunteers over a weekend to properly perform this task. 
The evidence indicates that neither the 1994 nor the 1993 holiday card list was used for any other 
purpose than sending out the holiday cards.** 


Allegation: In March 1999, Chairman Burton sent a criminal referral to Department of 
Justice alleging that Charles Duncan, Associate Director of the Office of Presidential 
Personnel at the White House, made false statements to the Committee regarding the 
appointment of Yah Lin “Charlie” Trie to the Bingaman Commission.” 


The Facts: Chairman Burton alleged that Mr. Duncan made false statements in his answers to 
Committee interrogatories in April 1998.°° These answers included statements by Mr. Duncan 
that, to the best of his recollection, no one expressed opposition to him regarding the 
appointment of Mr. Trie to a trade commission known as the “Bingaman Commission.” The 
main basis for the Chairman’s allegation was that Mr. Duncan’s responses were “irreconcilable” 
with statements purportedly made by another witness, Steven Clemons.” 


Investigation revealed that Mr. Clemons’s statements were apparently misrepresented by Mr. 
Burton’s staff. Mr. Clemons was interviewed by two junior majority attorneys without 
representation of counsel. Immediately after the majority released the majority staff s interview 
notes of the Clemons interview in February 1998, Mr. Clemons issued a public statement noting 
that he had never seen the notes, he had not been given the opportunity to review them for 
accuracy, and that “the notes have significant inaccuracies and misrepresentations . . . about the 
important matters which were discussed.””? The Department of Justice closed its investigation of 
Mr. Duncan without bringing any charges.” 


Allegation: In June 1999, Chairman Burton issued a press release accusing Defense 
Department officials of attempting to tamper with the computer of a Committee witness, 
Dr. Peter Leitner, of the Defense Threat Reduction Agency (DTRA), while he was testifying 
before the House Committee on Government Reform. The Chairman alleged, “While Dr. 
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Leitner was telling my committee about the retaliation he suffered for bringing his 
concerns to his superiors and Congress, his supervisor was trying to secretly access his 
computer. This smacks of mob tactics.” He further commented, “George Orwell couldn’t 
have dreamed this up.”” 


The Facts: Both the Committee and the Air Force Office of Special Investigations subsequently 
conducted investigations regarding the allegation of computer tampering. The Committee 
interviewed 11 DTRA employees, obtained relevant documents, and learned that the allegation 
was untrue. Instead, the incident was nothing more than a routine effort to obtain files in the 
witness's computer that were necessary to complete an already overdue project. 


When Dr. Leitner was on leave to testify before the Committee on June 24, 1999, his superior, 
Colonel Raymond A. Willson, had reassigned a task of Dr. Leitner’s to another DTRA employee. 
This reassignment -- responding to a letter from Senator Phil Gramm -- occurred because 
DTRA’s internal due date for the project was passed and Dr. Leitner’s drafi response was not 
accurate. As part of reassigning the task, Col. Willson asked the office’s technical division to 
transfer relevant files from Dr. Leitner’s computer. The transfer never occurred, however, 
because the employee to whom the task was reassigned did not need Dr. Leitner’s files to 
complete the task. Dr. Leitner’s computer was not touched.” 


On July 12, 1999, the Committee also learned that the Air Force Office of Special Investigations 
had completed its investigation and found that Col. Willson had done nothing improper. 


Allegation: In July 1999 testimony before the House Rules Committee, Chairman Burton 
stated that the House Committee on Government Reform had received information 
indicating that the Attorney General “personally” changed a policy related to release of 
information by the Department of Justice so that an attorney she knew “could help her 
client.””” 


The Facts: One year after Chairman Burton testified before the Rules Committee, the House 
Government Reform Committee took testimony from the relevant witnesses at a July 27, 2000, 
hearing. 


Chairman Burton’s allegations concerned efforts by a Miami attomey, Rebekah Poston, to obtain 
information for her client, who had been sued in a Japanese court for libel by a Japanese citizen 
named Nobuo Abe. The alleged statements at the heart of this lawsuit related to whether Mr. 
Abe had been arrested or detained in Seattle in 1963. Mr. Abe maintained that he had never been 
detained and that statements to the contrary made by Ms. Poston's client were defamatory.” In 
order to support her client's interests in this lawsuit, Ms. Poston filed Freedom of Information 
Act (FOIA) requests with several components of the Department of Justice in November 1994 
seeking records that established that her client's statement were true and that Mr. Abe had, in 
fact, been arrested or detained. 
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In response to Ms. Poston’s FOIA requests, the INS, Bureau of Prisons, and Executive Office of 
the United States Attorneys informed Ms. Poston that no records on Mr. Abe existed.” The 
Department of Justice, however, initially informed Ms. Poston that it was its policy not to 
confirm or deny whether the Justice Department maintains such files on an individual unless the 
individual authorizes such a confirmation or denial. After Ms. Poston appealed this decision 
and threatened litigation on the matter, the Justice Department reversed its decision and 
confirmed to her that no records on Mr. Abe existed. This decision to confirm the lack of records 
was legal and it was damaging to Ms. Poston’s client. The Justice Department official who 
directed this decision testified that he believed it was appropriate because it precluded potential 
litigation and did not deprive anyone of privacy rights because no release of records was 
involved.” 


Although the Chairman suggested that the Attorney General “personally” changed Department 
policy to allow release of information, the records produced to the Committee show that the 
Attorney General recused herself from the decision. John Hogan, who was Attorney General 
Reno’s chief of staff at the time of Ms. Poston’s FOIA request, testified before the House 
Government Reform Committee that the Attorney General “had no role in this decision 
whatsoever, initially or at any stage.”! 


Allegation: In August and September 1999, Chairman Burton alleged that Attorney 
General Reno had intentionally withheld evidence from Congress on the use of “military 
rounds” of tear gas, which may have some potential to ignite a fire, during the siege of the 
Branch Davidian compound in Waco, TX. Specifically, on a national radio news broadcast 
in August 1999, he stated that Attorney General Reno “should be summarily removed, 
either because she’s incompetent, number one, or, number two, she’s blocking for the 
President and covering things up, which is what I believe.” 


Further, on September 10, 1999, Chairman Burton wrote the Attorney General regarding a 
49-page FBI lab report that on page 49 references the use of military tear gas at Waco. He 
stated that the Department had failed to produce that page to the Committee on 
Government Reform during the Committee’s Waco investigation in 1995, and asserted that 
this failure “raises more questions about whether this Committee was intentionally misled 
during the original Waco investigation.” In a subsequent television interview, Chairman 
Burton stated, “with the 49" page of this report not given to Congress when we were 
having oversight investigations into the tragedy at Waco and that was the very definitive 
piece of paper that could have given us some information, it sure looks like they were 
withholding information.”'° 


The Facts: Evidence regarding the use of “military rounds” of tear gas was in Chairman Burton’s 
own files at the time he alleged that the Department of Justice had withheld this information. 
Within days after Chairman Burton’s allegations, the minority staff found several documents 
provided by the Department of Justice to Congress in 1995 that explicitly describe the use of 
military tear gas rounds at Waco on April 19, 1993.” 


Further, contrary to Chairman Burton’s allegations, the Department of Justice in fact had 
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produced to the Committee copies of the FBI lab report that did include the 49" page. Former 
Senator John Danforth, whom the Attorney General appointed as a special counsel to conduct an 
independent investigation of Waco-related allegations, recently issued a report that commented 
as follows on document production to congressional committees: 


[W]hile one copy of the report did not contain the 49" page, the Committees were 
provided with at least two copies of the lab report in 1995 which did contain the 49" 
page. The Office of Special Counsel easily located these complete copies of the lab 
report at the Committees’ offices when it reviewed the Committees’ copy of the 1995 
Department of Justice production. The Department of Justice document production to the 
Committees also included several other documents that referred to the use of the military 
tear gas rounds, including the criminal team’s witness summary chart and interview 
notes. The Special Counsel has concluded that the missing page on one copy of the lab 
report provided to the Committees is attributable to an innocent photocopying error and 
the Office of Special Counsel will not pursue the matter further." 


Allegation: In November 1999, Chairman Burton appeared on television and claimed that 
FBI notes of interviews with John Huang show that the President was a knowing 
participant in an illegal foreign campaign contribution scheme. According to the 
Chairman, “Huang says that James Riady told the President he would raise a million 
dollars from foreign sources for his campaign,” that “$700,000 was then raised by the 
Riady group in Indonesia,” and that “that money was reimbursed by the Riadys through 
intermediaries in the United States. All that was illegal campaign contributions.” He 
further stated: “|T]his $700,000 that came in — the President knew that James Riady was 
doing it. He knew it was foreign money coming in from the Lippo Group in Jakarta, 
Indonesia, and he didn’t decline it. He accepted it, used it in his campaign, and got 
elected.” 


The Facts: The FBI interview notes do not support the Chairman’s allegation. The FBI notes of 
interviews with Mr. Huang do indicate that Mr. Riady, who was a legal resident at the time, 

told President Clinton that he would like to raise one million dollars.'! The notes do not 
indicate, however, that Mr. Riady discussed the source of the contributions he intended to raise, 
and Mr. Huang told the FBI that he personally never discussed individual contributions or the 
sources of such contributions with the President.'"! 


In December 1999, John Huang appeared before the Committee. He testified that he had no 
knowledge regarding whether President Clinton knew of foreign money coming from the Lippo 
group to his campaign, and that he did not believe that the President knew about it. He further 
stated that he had no knowledge that Mr. Riady indicated to the President the source of the 
money he intended to raise." In addition, Mr. Huang testified that, as far as he knew, President 
Clinton had not participated in or had any knowledge of efforts to raise illegal foreign campaign 
contributions." 


Allegation: In December 1999, Chairman Burton alleged that the White House prevented 
White House Communications Agency (WHCA) personnel from filming the President 
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meeting with James Riady, a figure from the campaign finance investigation, at an Asia- 
Pacific Economic Cooperation (APEC) summit meeting in New Zealand in September 
1999. During a December 15, 1999, hearing entitled “The Role of John Huang and the 
Riady Family in Political Fundraising,” Chairman Burton showed the two tapes made by 
the WHCA personuel, and then showed a video filmed by a press camera. Of the third 
tape, the Chairman said: 


That shows a little different picture. The White House tapes don’t show it, but 
President Clinton really did pay some special attention to Mr. Riady. This White 
House is so consumed with covering things up that their taxpayer-funded 
photographer wouldn’t even allow a tape to be made of the President shaking Mr. 
Riady’s hand. No one minded the President meeting Mr. Riady. They just didn’t 
want anyone to know how warmly he was greeted because of the problems 
surrounding Mr. Riady.''* 


The Facts: President Clinton shook James Riady’s hand in a rope line in New Zealand in 
September 1999. One of the WHCA cameras filming the President from the side stopped filming 
as the President greeted Mr. Riady. The other camera, filming the President head-on, panned 
away from the President as he moved down the rope line and did not return to him until he 
moved past Mr. Riady. The third camera, the camera Chairman Burton claimed was operated by 
a member of the press, captured the whole exchange between the President and Mr. Riady. This 
exchange lasted approximately 10 seconds and consisted of a handshake and a brief, inaudible 
conversation. 


Committee staff interviewed Jon Baker, the person who operated the camera filming the 
President from the side, and Quinton Gipson, the person who operated the camera filming the 
President head-on. Mr. Baker told staff that no one instructed him not to film the President and 
Mr. Riady and he did not know who Mr. Riady was. Similarly, Mr. Gipson said he did not know 
who James Riady was and that he did not get any guidance about taping the event from anyone. 


WHCA policy is to film any remarks the President gives, but not necessarily to film every move 
the President makes. WHCA camera operators do not take direction from the White House about 
how to cover events. Mr. Baker told Committee staff that he stopped filming when he did 
because he had to pack up his equipment and rush to join the motorcade and it was a coincidence 
that neither he nor the other cameraman captured the full exchange between the President and 
Mr. Riady. 


Allegation: In July 2000, Chairman Burton said a videotape of a December 15, 1995, coffee 
at the White House indicates that Vice President Gore suggested that DNC issue 
advertisements be played for Democratic donor James Riady, who has been the subject of 
campaign finance probes. According to the Chairman, Vice President Gore “apparently 
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states: ‘We oughta, we oughta, we oughta show Mr. Riady the tapes, some of the ad 
tapes.’”!!5 


The Facts: Chairman Burton played the videotape at a July 20, 2000, hearing of the Government 
Reform Committee. However, it was not possible to determine what was said on the tape. 
Further, it was impossible to determine to whom the Vice President was speaking because he was 
not on camera during the alleged comment. A Reuters reporter describing the playing of the 
videotape at the hearing wrote, “Gore’s muffled words were not clear.’””?!° 


When Chairman Burton played the tape on Fox Television’s program Hannity and Colmes, the 
person whose job it is to transcribe the show transcribed the tape excerpt as follows: 


We ought to -- we ought to show that to (unintelligible) here, let (unintelligible) tapes, 
some of the ad tapes (unintelligible). 


Allegation: In October 2000, the House Government Reform Committee majority released 
a report claiming that the Committee’s investigation of White House e-mail problems had 
uncovered a scandal that exceeds Watergate. The majority report asserted: 


The implications of these revelations are profound. When the Nixon White House 
was forced to admit that there was an eighteen-and-a-half minute gap on a recorded 
tape, there was a firestorm of criticism. The “gap” created by hundreds of 
thousands of missing e-mails, and by a Vice Presidential staff decision to manage 
records so they could not be searched, is of no less consequence. If senior White 
House personnel were aware of these problems, and if they failed to take effective 
measures to recover the withheld information — or inform those with outstanding 
document requests — then the e-mail matter can fairly be called the most significant 
obstruction of Congressional investigations in U.S. history. While the White House’s 
obstruction in Watergate related only to the Watergate break-in, the potential 
obstruction of justice by the Clinton White House reaches much further.” 


The Facts: Several problems relating to the e-mail archiving system at the White House over the 
past few years prevented a subset of White House e-mails from being archived. These problems 
may have had some impact on White House document production, because the White House 
conducted searches of archived e-mails to respond to information requests from investigators. 
The Committee received no information that any White House official intentionally created the 
e-mail problems, made any attempt to impede investigation of the problems, or had any 
knowledge of the content of e-mails that may not have been captured. "'? 
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STATEMENT OF BETH NOLAN 
COUNSEL TO THE PRESIDENT 


Before the 
House Committee on Government Reform 
March 23, 2000 


I. Introduction 


Mr. Chairman, Congressman Waxman, and members of the Committee. My name is 
Beth Nolan. I am Counsel to the President of the United States. I have held this position since 


September 1999. I appear today to address the e-mail system used by the Executive Office of the 
President. 


As you know, this matter involves complex technical issues. Of course, my staff and I 
are lawyers with laypersons’ understanding of the technical complexities of electronic messaging 
and archiving. Accordingly, we have devoted a large part of the past several weeks trying to 
understand these issues and gathering information to help us understand the matter and how to 
address it. In the relatively short time that we have spent examining this matter, I have come to 
appreciate the challenges that these computer errors present. We have been learning additional 
information about these matters almost every day. Although the new information assists us in 
better understanding the problem, it can also alter previous assumptions, determinations, and 
conclusions. Therefore, although we have learned more about this matter over the past several 
weeks, we are still reviewing issues, exploring certain remedies, and probing some outstanding 
questions. For these reasons, I want to emphasize that my testimony today is based upon my 
current understanding of the information that we have gathered in the course of our initial 
review. Indeed, I have learned additional information since my letter to the Chairman less than a 
week ago. Where this statement differs from last week's letter, it reflects changes in my 
understanding of this matter. As our review progresses to completion, we may likely uncover 
information that alters or amends these preliminary findings. The Committee will be notified of 
significant changes. 


From the outset, I want to convey two important determinations we have made from our 
initial review. First, we have found no evidence that anyone in the Executive Office of the 
President (EOP) attempted to withhold or hide responsive e-mail records — from this Committee 
or any other investigative body. We have produced or identified to the Committee all responsive 
materials located. Indeed — to use just one investigation as an example — I understand that the 
EOP searched for and produced to this Committee alone approximately 7700 pages of e-mail 
records related to campaign finance matters. Second, to my knowledge, no one in the Counsel's 
Office — or the White House Office for that matter — was advised of allegations of threats 
surrounding this matter. 
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I now want to provide a brief overview of my statement today. I will begin by describing 
the EOP computer system. Second, I will explain our current understanding of the technical 
configuration errors that we have discovered with the e-mail archiving system used for the EOP. 
Third, I will describe how the White House Counsel's Office learned about these errors and what 
we have done to notify investigative bodies. Finally, I will address the steps we are currently 
taking to address the issues arising from these technical configuration errors. 


I. Computer System for EOP E-mail Records 


Before explaining the nature of the configuration errors affecting certain incoming e-mail 
records being captured by the Automated Records Management System (ARMS), I want to 
describe briefly how the Office of Administration's (OA) computer records management system 
for the EOP is designed to work for e-mail records. Whenever an e-mail is sent from a user 
within the EOP, that e-mail is read and stored on a server. The e-mail does not technically reside 
on the individual user's personal computer (PC), but on the server. As long as the user retains 
the e-mail on her PC, it remains on the server. Conversely, by deleting an e-mail, the user 
deletes it from the server as well as the PC. Because many individual users delete e-mail daily 
(and indeed users must delete some e-mails because the server does not have the capacity to hold 


all e-mails), the server is not a complete and accurate repository of e-mails sent to and from the 
EOP. 


ARMS is a management system that was installed following the Armstrong case. It is 
designed to capture e-mail records sent from or to EOP user accounts that it manages. I'll refer 
to these accounts as ‘““ARMS-managed accounts.” ARMS is the first keyword searchable e-mail 
records archive maintained by the EOP. Please note, however, that archiving e-mail records is a 
relatively novel concept. I am told that the ARMS system had to be custom built because at that 
time no appropriate system was commercially available. As far as we are aware, no other 
government entity — including Congress — maintains a similar on-line archival system. 


E-mails generated by ARMS-managed accounts are automatically recorded by ARMS as 
the user sends them. In addition, several times a minute, generally, ARMS scans the server and 
captures unrecorded e-mails residing on the server at the moment of scanning. To avoid 
repeatedly scanning an e-mail that continues to reside on the server over a period of time, once 
ARMS records an e-mail, it is coded so that ARMS will not needlessly scan it again. 


As the Committee is aware, ARMS was put in place in July 1994 and has managed e- 
mail records for most EOP offices since that time. Charles Ruff, then Counsel to the President, 
explained to the Committee in an October 1997 letter that ARMS was also managing 
reconstructed e-mail records for the period January 1993 through July 1994 as they were 
reconstructed, a process that was then ongoing. Reconstruction of these records was completed 
in 1999. 


Searches of ARMS records supplement the searches performed by individual users in 
response to subpoena requests. When responding to subpoena requests, the Counsel's Office 
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instructs individuals within the relevant EOP offices to search for responsive materials. This 
directive explicitly states that each individual should search computer records as well as hard 
copies. The head of each EOP office is also directed to certify that the individuals within the 
office have conducted a search of their files and the office's files, and have provided any 
potentially responsive materials to the White House Counsel's Office. In addition to these 
individual searches, Information System and Technology (IS&T) personnel, at the Counsel's 
Office direction, perform a computerized search of ARMS. IS&T staff work with White House 
Counsel's Office staff to identify keyword terms to use in searching ARMS records. As we have 
previously explained to your staff, because we use search terms, we cannot guarantee that every 
responsive e-mail is located. Nevertheless, we usually err on the side of using broad search 
terms, which sometimes yield large amounts of nonresponsive materials. 


These computerized searches are extremely time-consuming and costly. A search can 
take several days to complete, depending upon the number of offices and time period covered. 
Once a search is complete, it can take up to several days to print the search results. In addition, 
the Counsel's Office must manually review the printed search results for responsiveness. Indeed, 


on many occasions our staff has waded through thousands of pages of nonresponsive materials to 
locate the few responsive ones. 


The only other electronic records of the server consist of tapes made periodically when 
the server is "backed up.” The practice of backing up the server was not begun to facilitate 
searches but rather to permit IS&T personnel to recover certain files in the event of a system 
"crash." They are created periodically (generally daily, I am advised) and take a "snapshot" of 
whatever exists on the server at the current time. For example, if an e-mail were sent by an EOP 
user and then deleted between backups, it would not be captured on a backup tape but it should 
be captured by ARMS. Backup tapes are thus an inaccurate and incomplete compilation of what 
is on the system and serve as a last resort in cases of a system failure. At times when there has 
been a shortage of backup tapes, I am told that they have been reused. The backup tapes are not 
a part of ARMS, and are not easily searchable. For these reasons, the EOP does not search 
backup tapes when responding to subpoena requests. 


Iii. Configuration Errors Affecting ARMS 


Mr. Chairman, I now want to focus on two configuration errors that have affected ARMS 
management of e-mail records. 


ARMS, like all computer records management systems, is susceptible to problems, 
software programming errors, and "glitches" that are not easily detectable. Even when they are 
discovered, however, the nature, scope, and cause of the problems, as well as their effect on the 
system and users, may be difficult to ascertain. 


Although ARMS was intended to record all e-mails sent through the EOP e-mail network 
(currently the Lotus Notes system), two separate configuration errors have occurred which 
prevented certain incoming e-mails sent to ARMS-managed accounts from being recorded in 
ARMS for a period of time. In addition, as I will discuss later, in the course of examining this 
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problem | learned that e-mail records from the Office of the Vice President have not been fully 
managed by ARMS. 


A. “MAIL2" Error 


The first error, referred to as the "MAIL2” error, apparently occurred in August 1996, 
when IS&T and its outside contractor, PRC Litton, were performing routine maintenance to 
improve the system's performance. As part of the process, individual user accounts within the 
White House Office (WHO), and some accounts within OA and the Office of Policy 
Development (OPD), were moved to a new server, called "Mail2." During this process, "Mail2“ 
accounts were apparently mistakenly coded by computer technicians as "MAIL2," using all 
upper case letters, instead of "Mail2." The ARMS scanning process is case sensitive when 
identifying servers and did not recognize "MAIL2." Because ARMS did not recognize 
"MAIL2," the ARMS scanning process did not capture incoming e-mails (i.e., e-mails sent from 
non-ARMS managed accounts to ARMS-managed accounts) for these affected accounts. 


In January 1998, Daniel Barry, IS&T Records Projects Computer Specialist, was 
performing a keyword search of ARMS in response to a subpoena request and noticed a possible 
anomaly within ARMS. Mr. Barry found that on a particular day there were outgoing e-mails 
from an EOP user who seemed to be exchanging e-mails with an outside person, but there were 
no corresponding incoming e-mails. Thus, it appeared to him that some incoming e-mails might 
be missing from ARMS. Mr. Barry, with the assistance of John Spriggs, the IS&T e-mail 
contract administrator and an employee of outside contractor Northrop Grumman (N-G), 
examined the log of the FIREWALL system, through which e-mail created outside the EOP 
passes and is screened to ensure that messages do not include viruses. They determined that on 
the day in question, the EOP user had actually sent the outside person seven e-mails, while the 
outside person had sent the EOP user six incoming e-mails. 1 am informed that, at that time, Mr. 
Barry was unsure whether this was an isolated incident for this particular user on this particular 
day or whether it was a broader undetected systemic error. Indeed, minor glitches or "hiccups" 
are common to IS&T systems, as they are to all computer systems, and small pieces of data are 
often not easily retrievable as a result. Mr. Barry nonetheless notified his superiors and 
documented his finding. 


The full scope of the error causing the anomaly Mr. Barry noted was not understood until 
May or June 1998, when on-site N-G employees discovered on the server certain incoming e- 
mail messages that were coded as "unrecorded," signifying that the ARMS scanning process was 
not picking up these messages. The contractor notified IS&T personnel, who gathered a group 
of employees to investigate and repair the problem. 


N-G technical personnel working with IS&T staff discovered that the problem was due to 
miscoding "Mail2" as "MAIL2." I have been advised by OA that the miscoding affected 
approximately 526 ARMS-managed accounts from the following EOP offices: 
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Jy WHO (464 accounts) 
2. Office of Policy Development (58 accounts} 
a OA (4 accounts) 


As a result, certain incoming e-mail that these users had received since August 1996 had 
not been recorded by ARMS. As noted previously, the problem did not cover any e-mails 
generated by ARMS-managed accounts. Moreover, it would not have prevented a recording of 
the incoming e-mail if the affected EOP user forwarded it or replied to it "with history” (i.e., 
sending back the original e-mail). Additionally, incoming e-mail messages maintained on an 
individual user's PCs would also remain on the user's server space, and therefore would be 


subject to individual EOP user searches, as long as the individual recipient remained at the EOP 
and had not deleted the messages. 


By November 1998, the N-G and IS&T personnel had corrected the problem 
prospectively so that all future incoming e-mail to the affected users would be stored in ARMS. 
Thus, this configuration error affected these ARMS-managed accounts for the period August 
1996 through November 1998. Although the "MAIL2" error occurred in August 1996, some of 
these accounts were created well after that date. Thus, for example, a "Mail2" account that was 
created in June 1997 apparently would have been affected from that date forward. IS&T 
personnel also created backup tapes of the server to preserve the unrecorded e-mail existing on it 
as of November 20, 1998. By backing up the entire server, IS&T also necessarily captured word 
processing documents, rolodex files, and recorded e-mail records that also existed on the server 
at that time. After the prospective correction, ARMS resumed managing incoming e-mails and 
the creation of backup tapes of the server continued. 


OA then requested that N-G provide an estimate for studying the time and cost involved 
in restoring these e-mails to ARMS. In October 1998, N-G estimated that a feasibility study 
alone would cost about $600,000. OA informs us that, concurrent with the preliminary 
assessment of the costs to study the problem, OA was faced with the massive task of Y2K 
compliance of its entire system, including its mail systems. This task consumed IS&T resources 
throughout the remainder of 1998 and 1999. 


B. "Letter D" Error 


A second configuration error, referred to as the "Letter D" error, was discovered in April 
1999, when N-G technical personnel were testing the process in which ARMS interacts with the 
Lotus Notes system. When user accounts are created, they are assigned to a particular "view." 
Each view represents a section of the alphabet (e.g., ABC), and users are assigned to a view by 
the first letter of their first name (e.g., Mary Jones would be in the view that contains the letter 
"M"). The ARMS "viewer" scans the server on a "view" by "view" basis. 


During this testing process, the N-G computer specialists discovered that an error 
involving the ARMS views had been made. The letter "D" was inadvertently omitted from a 
view, and the letter "J" was included twice. As a result, incoming e-mail to ARMS-managed 
accounts with the first names beginning with the letter "D” had not been recorded by ARMS 
since November 1998. It appears that this error remained undetected until April 1999 because 
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the additional "J" led technical personnel to believe that the views contained all 26 letters of the 
alphabet. In fact, that was not the case. 


The effect of the "Letter D" error on the system was similar to the "MAIL2" error: 
Incoming e-mail sent to ARMS-managed accounts whose users’ first names begin with the letter 
"D" were not stored in ARMS. E-mails generated by ARMS-managed accounts were not 
affected by the problem. OA advises that approximately 200 ARMS-managed accounts from the 
following 10 offices within the EOP were affected: 


White House Office (42 accounts) 

Office of Policy Development (8 accounts) 

Office of Management and Budget (54 accounts) 
Council of Economic Advisers (1 account) 

Council on Environmental Quality (4 accounts) 
National Security Council (21 accounts) 

Office of Administration (32 accounts) 

Office of National Drug Control Policy (20 accounts) 
Office of Science and Technology Policy (6 accounts) 
0. White House Climate Change Task Force (3 accounts) 


BOON AARWNS 


As with the "MAIL2" error, e-mail maintained on these affected users' PCs remained on 
the server until deleted by the user, but were not captured in ARMS. 


By May 1999, the N-G employees corrected this problem prospectively. Thus, the 
"Letter D" configuration error affected these ARMS-managed accounts from November 1998 to 
May 1999. As with the "MAIL2" error, a backup tape of the server was created on June 1, 1999 
to preserve any unrecorded e-mail that existed on it at that time. 


Recent reports have cited various global effects of these configuration errors and 
speculated about the contents of the affected incoming e-mails. Below are our preliminary 
findings with regard to the "MAIL2" and "Letter D" errors. Please note, also, that, given the 


technical issues involved, we may need to modify or amend these findings as our review 
proceeds. 


1, These two configuration errors did not affect documents or e-mails created by 
ARMS-managed accounts. We understand that these two configuration errors did not affect e- 
mails from ARMS-managed accounts that were sent within or outside the EOP. These e-mails 
are automatically captured with a "bec" to ARMS when sent. The only e-mails affected by either 
configuration error described above were incoming e-mails, which ARMS would have to scan to 
record. If, however, an affected user received an incoming e-mail and forwarded it or replied to 


it with history (sending back the original incoming e-mail) then ARMS should have recorded the 
incoming e-mail. 


2. Absent a search of backup tapes, we cannot currently estimate how many e-mails 
were affected. Late Friday, March 17, 2000, N-G counsel provided OA with a document that 


appears to reflect that on June 18, 1998, an N-G employee reviewed the affected ARMS- 
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with it no longer work for the OVP, or even for the outside contractor. This has made the task of 
gathering facts more difficult. 


What we do know is that the OVP set up a server using commercially available software, 
which it used for the rest of 1993 and part of 1994. We are trying to determine whether OVP e- 
mails from that period were part of the 1993 and 1994 reconstruction of records to ARMS. 


Sometime in 1994, most OVP e-mail users were switched to Lotus Notes, which is 
currently used. Although these accounts were switched to Lotus Notes, they were apparently not 
managed by ARMS. We are still trying to understand the details of these technical issues and the 
degree, if any, to which OVP e-mail on Lotus Notes may have been captured by ARMS. It 
currently appears that much, if not all, of it was not captured. 


As with many other businesses and government agencies, when new employees begin 
work at the White House, they are given e-mail accounts. Starting sometime in early 1997, new 
OVP e-mail accounts were created in a way that allowed e-mail — except for e-mail coming into 
the OVP from outside the White House — to be captured by ARMS. Old OVP e-mail accounts, 
namely, those created prior to early 1997, apparently continued not to have e-mail captured by 
ARMS. As we understand it, the technical people believed there were problems associated with 
attempting to re-enter the old e-mail accounts as new ones, such as the difficulty of transferring 


files and e-mail from the old accounts to new ones in a way that did not cause a disruption in 
service. 


Today, we believe that there are 28 current OVP e-mail user accounts that were created 
before 1997 and are therefore not managed by ARMS. The Vice President's e-mail account is — 
not surprisingly — among those created before 1997. We have found no indication that those 
people producing documents were aware of this problem. Indeed, I am told that OVP Counsel 
personnel believed that all OVP e-mail was being managed by ARMS, and that the White House 
Counsel's Office shared this belief. Quite plainly, this understanding was not correct. 


When we became aware of these facts, we asked IS&T to take steps necessary to ensure 
that all OVP e-mail is captured by ARMS from this point forward. We have made it clear that 
this should be done as quickly as possible. IS&T is in the process of making this happen. 


Earlier I alluded to another fact concerning the OVP’s e-mail system, which is that e-mail 
coming into the OVP server from outside the White House apparently has not been captured by 
ARMS. We are in the process of determining the period for which this problem existed. Again, 
we have asked IS&T to take steps necessary to ensure that all incoming OVP e-mail is captured 
by ARMS from this point forward, and again, they are in the process of making this happen. We 
do not yet know how this problem occurred. 


This week, officials from the OVP, White House Counsel’s Office, Office of 
Administration, and IS&T met with a representative of the contractor who helped set up the OVP 
system. We are working with the company to piece together the manner in which the OVP 
computer system was put together, and how that system interacted with the EOP system, 
including ARMS. We have also reached out to former employees of the OVP who we believed 
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might be able to assist us with these issues, and the contractor has itself reached out to some of 
its former employees who are knowledgeable about the OVP system. 


The OVP system, like the EOP system, is periodically backed up to tape, and our best 
information is that approximately 550 backup tapes of the OVP server are now in the custody of 
the EOP Security Office. We are in the process of obtaining an estimate of the time and cost 
involved in reconstructing these tapes. 


Vv. Counsel's Office Awareness of the Configuration Errors 


Mr. Chairman, in your most recent letter to me, you asked when the Counsel's Office, and 
specifically when I, learned of these technical configuration errors, and what was done to notify 
various investigative bodies. In sum, while the Counsel's Office knew in June 1998 that a 
configuration error had existed, it believed that the problem was fixed and did not, until recently, 
understand the scope and possible effect on e-mail records searches of this error. 


Although, as stated above, IS&T and N-G personnel became aware of a possible anomaly 
affecting ARMS in January 1998, the discovery that ARMS was not capturing some incoming e- 
mail records did not occur until about May or June 1998. In June 1998 OA notified the Counsel 
to the President, as well as the Deputy Chief of Staff, of the "Mail 2" error. Thus, the Counsel's 
Office was unaware of this problem prior to June 1998. 


When then-Counsel to the President Charles Ruff was told by OA in 1998 that there were 
e-mails that may not have been captured in a previous search because of a technical glitch, he 
understood that OA would be collecting those e-mails so that any responsive e-mails that had not 
been produced could be produced. E-mails were provided to the Counsel’s Office, which 
compared them against previously produced documents and determined that they were 
duplicative. The Counsel’s Office believed that all necessary steps to make a complete search 


had been taken. They did not know that there was any remaining problem — prospective or 
retrospective. 


_ Thus, as Mr. Ruff understood the technical problem at the time, he did not think that the 
error had an effect on previous searches or that it might affect future searches of e-mail records. 


As a result, Mr. Ruff had no reason to believe there was any need to notify investigative bodies 
of this error. 


I was first informed of the two configuration errors affecting the ARMS system during a 
January 18, 2000 briefing OA gave me on some records management issues, as part of a pre- 
briefing for a meeting on numerous Post-Presidency Transition issues. At the time of the 
briefing, I was provided with general information about the “MAIL?” and “Letter D” matters as 
a possible Presidential Records Act issue. I understood from the briefing that these configuration 
errors were highly technical and had a historical impact on our archival system. I certainly did 


not understand that they had ongoing consequences — in particular, effects on document 
requests. 
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In any event, within several weeks I learned of the allegations involving this matter and I 
initiated a review. I want to assure the Committee that we have moved aggressively to 
understand the nature and scope of these issues, and to put solutions in place. 


VI. Steps Taken to Address this Matter 


With respect to informing various investigative bodies, we have initially focused on 
discussing this issue with entities that are currently conducting investigations. Soon after I 
became aware of these matters, I discussed with Independent Counsel Ray’s office what I knew 
of the matter, and informed him that we were reviewing the matter and would provide his Office 
with a written explanation of what we had learned. We provided that explanation last 


Wednesday, March 15. Last week my staff also discussed this matter with Independent Counsel 
Lancaster. 


Of course, the Justice Department's Civil Division became aware of these allegations 
because the Department has been representing us in the case in which they arose. In addition, on 
March 10, we received an inquiry from the Department of Justice Campaign Financing Task 
Force. We provided the Task Force with a written explanation this past Monday, March 20. 
Last week, we also informed the IC’s Office and the Justice Department of the preliminary 
information we had just received regarding the OVP e-mail. 


Finally, since this Committee's initial inquiry on February 6, 2000, we have made every 
effort to provide it with as much information as possible. We have facilitated the interviews of 
current and former EOP staff. This Tuesday, we made an initial production of approximately 
3400 pages of documents, including e-mail records. 


Concurrent with informing and responding to inquiries from investigative bodies, we 
have also taken immediate steps to address the possible effects of these errors. As you know, 
both the "Mail 2" and “Letter D" problems were corrected prospectively in November 1998 and 
May 1999 respectively. Over the past several weeks, we have been exploring ways to restore the 
backup tapes of previously unrecorded e-mail records, including those from the OVP, to a 
readily searchable format. We are ready to begin the restoration process and have already taken 
measures to achieve this objective. OA is making every effort to find the most expedient, cost- 
effective method that will permit us not only to search the e-mail records for any responsive 
information, but also to transfer them back to ARMS for archival purposes. 


I have been personally involved with obtaining additional technical expertise to assist us 
with this project and ensure that we are able to search the backup tapes more quickly than 
originally anticipated. I understand that OA is exploring a possible restoration method that is 
considerably cheaper and less time consuming than the estimate OA received in 1998, which I 
had conveyed to you last week. Sometime next week, I anticipate that OA will have a more 
definite sense as to whether this is possible. As soon as we make this determination, we will 
notify you. 


On a related point, you inquired in the letter you faxed to me on Sunday how it was that 
we conducted a search in 1998 if backup tapes were not keyword searchable. I understand that 


10. 
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the search for e-mail records in June 1998 was of e-mail records that existed on the server at that 
time, not of backup tapes. 


Of course, as you can imagine, our ability to respond to the Committee's most recent 
subpoena seeking e-mail records is contingent upon our ability to restore these records to a 
keyword searchable format. Once we determine how quickly we can begin searching records, 


my staff will coordinate with your staff a schedule for producing any responsive materials on a 
rolling basis. 


Finally, there have been several press reports recently that several N-G contractors have 
said they were threatened with incarceration or termination if they discussed these configuration 
errors. As I stated earlier, we had not previously been informed of any such allegations. 
Nonetheless, I have instructed the Associate Director of the Office of Administration's Security 
Division, Charles Easley, to conduct a complete and thorough review of these allegations, Mr. 
Easley's duties include conducting and approving background checks of prospective EOP 
employees and reviewing possible EOP security violations. Mr. Easley has begun his review. 


Once he has completed his review and informed me of his findings, I will take appropriate 
additional steps to resolve this matter. 


VIL Closing 
Mr. Chairman, in closing, I want to emphasize the following points: 


The computer glitches are the result of unintentional human error associated with an 
extraordinary electronic records archiving system. 


No one attempted to hide responsive information from this Committee or any other 
investigative body. The EOP has produced or identified to this Committee all responsive 


information that it located, including over 7700 pages of e-mail records in the campaign 
finance investigation alone. 


Until recently, the Counsel's Office was not aware of the scope and nature of these errors. In 
June 1998, the Counsel's Office thought the error was isolated to one search and had 
subsequently been fixed. The Counsel’s Office had no reason to believe that this error had 
any effect on its searches. Had it thought otherwise, it would have addressed the problem. 


The backup tapes of e-mail records are secure. As I mentioned earlier, we are quickly 
moving toward a solution that will enable us to search these records. 


Mr. Chairman, thank you for the opportunity to address the Committee, 


11. 
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EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTRATION 
WASHINGTON, D.C. 20503 


September 29, 2000 


Mr. James C. Wilson, Esquire 

Chief Investigative Counsel 
Committee on Government Reform 
2157 Rayburn House Office Building 
Washington, D.C. 20515 


Dear Mr, Wilson: 


Tam writing to follow-up on our September 14, 2000 briefing in connection with EOP’ ongoing Tape 
Restoration Project (TRP). During that briefing, your staff inquired regarding the funding for the project, 
and I promised to provide information in that regard. Please be advised that the House and Senate 
Appropriations Committees have approved $13.2 million in total funding for the TRP effort. These funds 
include $8.4 million in supplemental funding appropriated in June 2000 and $4.8 million in existiag 
funding which remained in a Capital Invesument Plan account originally earmarked for EOP’ Y2K. 
efforts, In approving the supplemental funding, our appropriators required that we submit a report from 
our independent validation and verification contractor assessing the initial and projected project costs. 
Our contractor, Vistronix, Inc., submitted this assessment of costs as of July 28, 2000 and projected that 
the TRP will require $11.7 million in funding. As of September 29, 2000, EOP will have 
committed/obligated or expended approximately $6.9 million of the $13.2 in available funding. 


Your staff also inquired regarding the reference to "additional requirements ranging from $5 to $30, 
million" in a May 25, 2000 letter from the Subcommittee on Treasury, Postal and General Government to 
Mr. Lindsay in relation to the TRP. The high end of this range anticipated the potential for forensic 
tequirements from law enforcement agencies which would have required the services of an outside 
contractor at enormous expense. EOP ultimately reached an agreement with the Office of the 
Independent Counsel and the Campaign Financing Task Force on a tape restoration process which is 
expected to require funding within the existing appropriation level, This agreement was communicated to 
EOP's appropriators before the supplemental funding was approved by Congress. 


As promised, I also forward with this leter a copy of our Tape Restoration Project Media Inventory 
(Binders 1 through 4) which identifies the 7,177 pieces of media contained in the inventory as of 
September 22, 2000. Please be reminded that we can provide sub-inventories, determined by date or 
other field, should that assist in your review of the inventory. 


Y will be happy to discuss the above with you. 


Sincerely yours, , 

Pao f ea A 
f ( Cv J 2 s 
NAN aK oa, g a “ 
Michael K. Bartosz 

General Counsel 


ce: Panl Weinberger, Minority Chief Investigative Counsel 
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Comer : (eto 
. CURRENT SCHEDULE FOR APRIL 29: : 


Los Angeles (q ó See W.N 


-DNC Luncheon in LA/Hacienda Heights: 1000-5000 head /150-200 people ` 


-Need Something Public > j i 
@-OTR at Atlas Bar and -Grill (Per VP)” iw : G $ 


San J osè : 7 
-Reception in San Jose _ i 150-200 guests/ticket price working out. 
-Need Somthing Public : 
: ; j F Ino 
i aN s5 - ; ern} tebe Piniol, 
SUGGESTIONS. a 3 ; : i = Freres 


amm 


i San. Francisco, CA 


i Cable Television Association’s Convention and International Exposition in LA 
{Per GS: should be part of our victory lap on the telecom bill and NCTA was VERY helpful) 


Fai 
PAST ‘ALIFORNIA TRIPS 1995-1 ne 


27 April l 995 

-PCSD 

-DNC Silicon Valley Lumch 
9-10 May 1995 

Los Angeles/Beverly Bills, CA 


-Constitutional Rights Foundation Event 
-DNC Breakfast 


-Industry Meeting (Family Conference Prep) _ IN va A 


-Community Empowerement Event 
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14 July 1995 


Los Angeles, CA: 
-Southwest Voter Leadership Education Project Dinner 
-Crime Event: Meeting/Roll Call/Tour Police Station 


9 August 1995 


Los Angeles/Santa Monica, CA 
-Clean Water Act Discussion, 


San Diego, CA 
-NTEU Convention 


21 September 1995 


San Francisco, CA 


The Vice President participated in an Educational Technology event at The Exploratorium. 
The Vice President and President attended a Clinton/Gore Luncheon in the afternoon. 
Los Angeles, CA 


The Vice President attended a Clinton/Gore Dinner with the President at the Century Plaza 
Hotel and.a Saxophone Club Fundraiser at the House of Blues. 
13 October 1995 


San Francisco, CA . 
The Vice President addressed the Commonwealth Business Club Council. The VP attended 
the California Democratic Party Reception. The VP attended the Garrett Family Trust Dinner. 


12 November 1995 


San Jose, CA 
The Vice President, attended several DCCC events. 


19 January 1996 
San Jose, CA 


The Vice President attended-an Education/Technology Classroom Event at Arundel 
Elementary School. 


EOP 056498 
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8-9 March 1996: 


Los Angeles, CA 

International Women’s Day Reception 

Private Meetings: Political-Klain 

Immigration Meeting/borders-Kamarck 

Meeting with Torres and Torres . 

Press Time with LA Times and Contra Costa Times 
Hispanic PAC Reception and Dinner 


Oakland, CA 
Concord, CA 
Joint event : Net Day 


EOP 056499 
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To: MARTINEZ_R @ 


Kimberly H Tiley ame, Julia M, Payne/@aliF, Karen Skelton A@ali, Elien L. Ochs AMIE, Wendy 
Hariman/@aF, Caren L. Solomon Agi, Dennis W, Alpet AP, David R Thomas/QM, Kim J. 
Hopkins/qaaP 

ce: 


Subject: Preliminary California Meeting 


As you know, the VP is going to San Jose and LA for DNC fundraising events on April 29. There 
are several ideas floating out there for the VP to do public events, extra stops, etc. We are going 
to have a meeting at 2:15 pm TOMORROW {Thursday} in Kim Tilley’s office (Rm 285) to discuss 
everything that is out there for this California trip. Thanks! Jackie, 51750 


EOP 053292 
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THE WHITE HOUSE 
WASHINGTON 


September 26, 2000 


BY FACSIMILE 


The Honorable Dan Burton 

Chairman 

Committee on Government Reform 
United States House of Representatives 
2157 Rayburn House Office Building 
Washington, D_C, 20515 


Dear Chairman Burton: 


I write in response to your letter of September 25, 2000. | first want to express my 
appreciation for your willingness to engage in an accommodation on the matters that have been 
the subject of correspondence between us over the past few days. The EOP has responded in 
good faith to the Committee’s prior requests for information. In fact, we have worked very hard 
to respond to the many requests that we have received from the Committee. To the extent the 
Conunittee believes that we have not done so, I believe that miscommunications, rather than 
actual disagreements, primarily are to blame. Once again, | reaffirm our willingness to work 
with the Committee to resolve any concems it may have. 


As my staff promised, we respond below to the questions posed in the letter you sent to 
me yesterday. Responses are provided to the questions under the headings “E-Mail Produced by 
the White House Counsel’s Office on Friday, Septernber 22, 2000,” “Transition Plan for the E- 
Mail Recovery and Production,” and “The ‘Eskew Request’ E-Mail.” As our staffs agreed, we 
will provide answers no later than the close of business on October 2, 2000 to the questions 
under the heading “The Chernomyrdin Document Subpoena.” Given the extremely short time 

- that we have had to prepare these responses, we reserve the right to amend or supplement the 
information provided below. 


1384 


The Honorable Dan Burton 
September 26, 2000 


Page 2 


QUESTIONS AND ANSWERS 


E-Mail Produced by the White House 
Counsel’s Office on Friday, September 22, 2000 


1: 


Were all of the e-mails produced to the Committee on September 22, 2000, 
produced to the White House at the same time? Ifso, when? If they were 
not produced at the same time, please answer the following: 


(a) When did the White House receive the first copy of any of the e-mails 
that were produced to the Committee on Friday, September 22, 2000? 


{b} When did the White House receive the last copy of any of the e-mails 
. that were produced to the White Housc on September 22, 2000? 


Response to Questions 1(a) and (t): The e-mail that was produced to the Committee was 
reconstructed by the Department of Justice Campaign Financing Task Force and the 
Office of Independent Counsel Robert Ray. In June of this year, the EOP provided those 
bodies with a number of backup tapes pursuant to an agreement authorized by Judge 
Lamberth as part of the Alexander litigation. The FBI took the tapes and conducted the 
technical work necessary to extract e-mail from them. That process took a period of 
months -- far longer than the investigative bodies seemed to have anticipated. 


On or about August 16, 2000, the actual review of e-mail began at the offices of the 
Department of Justice. Pursuant to the authorized agreement, the review is conducted 
electronically on a computer screen, with a team of FB] Agents and lawyers from the 
DOJ and OIC involved and EOP lawyers present. The e-mail is opened one message at a 
time and reviewed. The FBI agents, using criteria provided to them jointly by the DOJ 
and OIC (but which are unknown to the EOP), determine whether or not to print the e- 
mail based on their responsiveness to outstanding DOJ or OIC requests. If the e-mail is 
printed, it is control numbered and provided to the EOP, and thereafter to DOJ’s and 
OIC’s investigative teams, as appropriate. The first e-mail was printed on or about 
August 16. 


As we understand it, carly in the reconstruction process the FBI realized that the OVP 
tapes contained an interlocking series of data, and they therefore needed to unlock a 
series of OVP tapes at one time, Thus, the review of OVP tapes is progressing in groups 
or series of tapes. The last e-mail contained in our recent production to the Committee 
was printed on or about Sepiember 7, 2000, but review of that series of tapes continued 
until September 18, 2000, with no new e-mail being printed. We took the e-mail from 
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the series of tapes that were reviewed and compared it to the previous requests received 
from the Committee. We produced responsive materials four days after the conclusion of 
the DOJ/OIC review. (We assume that Question 1(b) refers to c-mail produced to the 
Committee, not the White House). 


2. Do you know of any reason why the Attorney General would not have 
had access by August 23, 2000, to ali of the e-mails produced tu this 
Committee on September 22, 2000? 


As noted above, e-mail was reviewed throughout the period August 16-September 18. 
We believe, therefore, that some, but not all, of the e-mail would have been available by 
August 23. 


3. E-mail E 8813 has the following communication between three members of 
the Office of the Vice President: “the DNC is requesting the VP host four 
coffces to spread throughout the months of May and June. I was 
misinformed that these could happen in the White House; turns out they 
need to be at NayObs.” 


(a) Do you know who “misinformed” Kimberley H. Tilley that the 
coffees could take place in the White House? If the answer is 
yes, please tell the Committee who that person was. If you do 
not, please make an effort to find out who that person was. 


(b) Why did Ms. Tilley come to the belief that the coffees could not 
be held in the White Hause? 


Response to Questions 3(a) and (b); We do not know the answer to thesc questions, and 
Ms, Tilley is represented by counsel with respect to these matters. Her counsel's name is 
Daniel Grove of the Washington, D.C. law firm of Winston & Strawn. 

(c) Why did the coffees “need to be at NavObs?” 


We are not aware of any reason that the coffees needed to be at NavObs. 


4. Has Araceli Ruano been interviewed by the Department of Justice at 
any time in the last four years? (A yes or no answer will suffice.) 


Not to the best of our knowledge. 
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5. 


Has Karen Skelton been interviewed by the Department of Justice at 
any time in the last four years? (A yes or no answer will suffice.) 


Nat to the best of our knowledge. 


Transition Plan for the E-Mail Recovery and Production 


1. 


Do you think you and your staff will be able to complete production of 
responsive e-mail to this Committee before a new Administration moves into 
the White House? 


We currently estimate that, by mid-November 2000, a database will be in place that is 
capable of accepting and searching data from the backup tapes for the Mail 2, Letter D 
and OVP anomalies. That database will allow for immediate broad searches of the data 
contained init. We expect to begin loading data into the database as soon as it is 
available, but the loading of data from the Mail 2, Letter D and OVP backup tapes is not 
projected to be completed until mid-February 2001, assuming a 24 hour-a-day, 7 day-per- 
week work schedule (EOP is currently reviewing a contract proposal to move to such a 
schedule). Searches of that database need not await the loading of all data, but can begin 
as soon as the database is ready, subject to the limitation that only the data in the system 
at the time of the search can be reviewed. That is, we can make rolling productions. 


Our briefing team explained to Committee staff on September 14, 2000, however, that as 
we await the development of that database, the EOP has designed a method to begin 
immediate targeted searches of backup tapes according to the priorities set by interested 
investigative bodies. This process enables us to conduct targeted searches now rather 
than wait until the database discussed above is ready. Using this process, we can perform 
three different types of targeted searches right away. First, with about three weeks of 
computer staff time, our system can produce for EOP lawyers’ review a search using 100 
tapes, 70 e-mail accounts and 70 search terms. With about two weeks of computer staff 
time, our system can produce for our lawyers” review a search using 50 tapes, 35 e-mail 
accounts, and 35 search terms. And within a few days, our system can produce for our 
lawyers’ review a search of a single tape ~- using all e-mail accounts -- using a single 
search term. On September 14, we invited the Committee staff to provide priorities 
regarding these searches, and we await the Committee’s indication of its investigative 
preferences. 
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What steps have been taken by you and your Office to provide for recovery 
and review of e-mails after a new Administration moves into the White 
House? 


What plan do you currently have in place to review e-mails and to provide 
responsive e-mails to Congress after 3 new Administration moves into the 
White House? 


Response to Questions 2 and 3: The transition issues raised by the e-mail restoration 
project are novel and complex. The House and Senate Appropriations Committees have 
approved funding for the contract governing the project through the fiscal year ending 
September 30, 2001. We have implemented the staffing, equipment, and space 
requirements that will be necessary to finish the task, and we continually reevaluate our 
technical approach in an effort to realize efficiencies wherever they can be achieved. In 
addition, we have opened discussions with the National Archives on this issue. A 
previously scheduled meeting with National Archives officials about this matter is 
expected to occur next week, and we will provide a status update to the Committee within 
the next two weeks. i 


Have you rejected the suggestion that a special master should be appointed to 
take charge of reviewing e-mail and producing responsive e-mail to 
Congress? 


If you have rejected this suggestion, why? 


Response to Questions 4 and 5: We do not believe that a special master is necessary or 
appropriate. The EOP is far along in this project and our technical staff is operating 
efficiently. A special master would have to start from scratch and re-invent a technical 
system roughly similar to what we have already done. Not only would time be wasted 
reinventing a system that we have slready put in place, but also significant and 
unnecessary costs and delay would be incurred recreating that system. Our experience 
with this project js that technical personnel unfamiliar with its intricacies often believe 
that its technica] challenges easily can be overcome. However, we have found that those 
overly optimistic predictions fade as technical personnel become more familiar with the 
actual task. In this regard, it is worth noting that Judge Lamberth, as part of the 
Alexander restoration, originally assigned the FBI the task of conducting searches of 
EOP tapes that the FBI was in the process of restoring. Subsequently, Judge Lamberth 
took that task away from the FBI and reassigned it to the EOP when the FBI was unable 
to reconstruct the tapes in a timely manner. EOP’s technical staff is now thoroughly 
versed in this project and has accumulated special expertise in this area. We strongly 
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believe that the appointment of a special master would slow down -- not speed up -- the 

tape restoration work. Finally, as noted above, the EOP has already opened discussions 

with the National Archives regarding the effect of the transition to anew Administration 
on the reconstruction project. 


The “Eskew Request” E-Mail 
1. One of the e-mails recently produced te the Committee (E 8701) is addressed to the 


Vice President. Options are laid out, and one is: “Give Carter [Eskew] your special 
e-mail address that Michael Gill had set-up earlier [.}” Did this happen? 


Nat to the best of our knowledge. 


Was the Vice President’s “special e-mail” account maintained on the OVP 
server? Was that account ARMS-managed? 


The Vice President has only one e-mai] account, and that account is maintained on the 
OVP server. For security reasons, the Vice President’s e-mail address does not appear on 
e-mails sent to outside users or that outside users send to him. But, e-mail he sends and 
receives is managed under his tre account name. As indicated in the e-mail, OVP staff 
believed that its e-mail was being ARMS-managed, but as we have previously reported to 
the Committee, that belief turned out to be largely incorrect. 


This e-mail suggests that “the only way not to have your e-mails backed up 
on government computers would be to get a Clinton/Gore computer in your 
office and sct it up for private e-mails.” Were any such computers set up in 
any Executive Office uf the President office? 


Yes. Under federal law, equipment in the White House that is dedicated for political 
purposes must be paid for by the appropriate political committee, not with official funds. 
This was done. As best we can determine, the Vice President did not have a 
Clinton/Gore '96 computer or Clintor/Gore ‘96 e-mail account in the White House. 
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4, If such computers were maintained in the EOP, were they searched by the 
White House in response to Committee subpoenas? 


Any search directive issued by the Counsel*s Office in response to a subpoena would 
bave instructed staff to search for responsive materials without limiting the scope of the 
search to official computers. Moreover, as best we can determine, the first campaign 
finance-related request was not received by the EOP until December 1996. Equipment 
such as the Clinton/Gore ’96 computers typically are removed soon after an election. 


Sincerely, 

Seal LUN 
Beth Nolan 
Counsel to the President 


ce: The Honorable Henry Waxman 
Ranking Minority Member 
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THE WHITE HOUSE 


WASHINGTON 
October 4, 2000 


By Facsimile and Regular Mail 


James Wilson, Esq. 

Chief Counsel 

Committee on Government Reform 
U.S. House of Representatives 
Washington, D.C. 20515 


Dear Mr. Wilson: 


On September 14, 2000, we briefed Committee staff on the status of the EOP e-mail 
restoration project. We indicated that we are now able to conduct targeted searches of non- 
ARMS-managed e-mail on backup tapes according to the priorities of investigative bodies, and 
we invited the Committee to provide us with input regarding its investigative preferences. This 
letter is to reiterate that invitation. 


As we advised, using a targeted search process we can conduct three different types of 
searches. Our technical staff can search 100 tapes for 70 e-mail accounts and 70 search terms in 
about three weeks. They can search 50 tapes for 35 e-mail accounts and 35 search terms in about 
two weeks. Finally, they can search all e-mail accounts on a single tape using a single search 
term within a few days. Once the work on the technical side is complete, the results would be 
available for lawyers’ review and production, if appropriate, to the Committee. 


As of today, over 1700 of the approximately 3400 backup tapes relevant to the Mail2, 
Letter D and OVP anomalies have been copied. Please keep in mind, however, that our offer to 
conduct targeted searches is not limited to the already-copied tapes and that a request to conduct 
a targeted search of other backup tapes can be accommodated. 


The Committee’s input is essential to resolve a number of important issues relating to 
these targeted searches. For example, we would need the Committee to identify which user 
accounts to search, which subpoenas should take priority, and which dates are of most 
significance. The Committee is clearly in the best position to answer these questions. With this 
information, we would work to both accommodate your interests and coordinate them with other 
search requests. On the other hand, we recognize that the Committee may prefer to await the 
point at which we will have a broader search capacity. 
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Thank you for your consideration of this matter. Please do not hesitate to call if I can be 


of assistance. 


ce: Paul Weinberger, Esq. 


Sincerely, 


l 


Lisa J. Klem 
Associate Counsel to the President 
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TRANSCRIPTION OF MARCH 29, 2000, HANDWRITTEN STATEMENT OF 
PAULETTE CICHON 


I, Paulette Cichon, was employed at the Executive Office of the President, Office of 
Administration, from approximately Oct, 1997 to Sept, 1998. 


My position was Deputy Director, Information Management, at the Office of 
Administration, reporting to Ada Posey. 


On or about late May or June in 1998, I had a meeting with Mark Lindsay where I was 
informed by Mark of a situation where e-mails were not being properly stored in the 
ARMS system. He asked me to meet with Betty Lambuth to understand technically the 
scope of the problem. 


Shortly thereafter, probably within a day, I met with Betty to understand the situation 
Mark + I had discussed. During that meeting, Betty was apprehensive or uncomfortable 
about discussing the situation with me. She asked me if we could bring Mark into the 
meeting to determine if it was permissable for her to talk me. I asked Mark to join the 
meeting, and explained the difficulty. He joined us, and said it was appropriate for Betty 
to continue the discussion and fully inform me of the situation: Mark stayed for a short 
period of time, and Betty + I concluded the meeting. Betty + I discussed the technical 
nature of the e-mail situation such that I could understand what needed to be done. 


At no time during this meeting did I perceive Mark threatening Betty or myself. At no 
time was a threat of jail mentioned or any other threat. If any threat were made I would 
have certainly remembered it and would have taken the appropriate action in response. I 
did not take part‘in any other meetings or conversations at which Mark or anyone else 
made any threats. 


I was aware from Mark Lindsay of the sensitive nature of the situation. I felt this was a 
reasonable concern because we did not have all the required facts and did not as yet fully 
understand the scope of the problem. By informing me of the situation, Mark understood 
I would have to involve the entire IT organization in determining a solution. 


After the meeting, I assigned the task to my IT deputy to understand the scope and nature 
of this problem. From the time that the project was assigned, it was diligently being 
worked. At the time of my departure in September, the issue was not resolved due to 
funding and contractual problems. ` ‘ 


I make this statement freely and based on my best recollection at this time. 


Paulette Cichon 
March 29, 2000 
Witnessed by John R. Tolle 
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Bata Systems and Services Givision 


NORTHROP GRUMMAN Northrop Grumman Corporation 
241t Duites Comer Park, Suite 800 


Hemdon, Virginia 2917 1-3430 


September 14, 1998 


in reply refer to: 
JFL-98-481 


Executive Office of the President 
Administration Procurement Branch 
ATTN: Dale Helms 

NEQB, Room 5001 

725 17th Street, N.W. 

Washington, D.C. 20503 


SUBJECT: Executive Office of the President 
Contract No. DTOS59-96-D-00418 


Dear Mr. Helms: 


I have recently been informed that in late May of this year, a dysfunction in the EOP e-mail system was 
detected by an employee of Northrop Grumman Corporation (the “Company”). The dysfunction 
involves the archiving of e-mail communications from the EOP e-mail system. In essence, it appears the 
e-mail system cannot reliably retrieve messages stored in the system. This dysfunction appears to have 
had its origin in the conversion of the EOP e-mail system to CC Mail in October 1996. 


- fam further informed that Company employees brought this dysfunction to the. attention of Laura 
Crabtree, EOP Branch Manager for Desktop Services, at the time of discovery in late May or early June 
1998. Ms. Crabtree directed the Company employees to evaluate the problem and undertake remedial 
action, without Northrop Grumman management involvement. Since that time, Company employees 
have studied the nature and extent of the dysfunction and have undertaken with some incomplete 
remedial efforts. 


Based on our review, the level of effort required to remedy the dysfunction will substantially exceed the 
scope of work contemplated under the referenced contract. As a consequence we dre not proceeding 
with our efforts to remedy the dysfunction until we have received further contractual direction. 


Director, ‘Contracts and Subcontracts 


NGL 00503 
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THE WHITE HOUSE 
WASHINGTON 


March 17, 2000 


BY FACSIMILE AND U.S. MAIL 


The Honorable Dan Burton 

Chairman, Committee on Government Reform 
U.S. House of Representatives . 

2157 Rayburn House Office Building 
Washington, D.C: 20515-6143 


Dear Chairman Burton: 


Pursuant to my March 10, 2000 letter to you, I am writing to provide you with a response 
to your request for information concerning e-mail records related to the Committee's subpoenas 
in the campaign finance, FALN, and Waco matters. 


AS you are aware, recent press reports have described certain configuration errors 
associated with the management system used for e-mail records within the White House and the 
Executive Office of the President (collectively "EOP"). Since ] became aware of the nature of 
this matter, my staff and'I have been working diligently to understand its scope and effect. Over 
the past several weeks, my staff has addressed with your staff the Committee's request for 
information about the general nature of these computer errors and the Committee's request for 
‘interviews of current and former EOP staff. I now want to provide you with more details about 
this issue and its effect, if any, on the Committee's subpoena requests. Of course, we are 
continuing to review this matter and may need to amplify or modify our findings as we gather 
more information. 


I. — Automated Records Management System 


_ A. Searches for E-mail Records 
Before explaining the nature of the configuration errors affecting certain incoming e-mail 
records being captured by the Automated Records Management System (ARMS),.I want to 
describe briefly how the Office of Administration's (OA) computer records management system 
for the EOP is designed to work for e-mail records. Whenever an e-mail is sent to or from a user 
within the EOP, that e-mail is sent directly to a server, where the recipient can read it. The e- 
mail does not technically reside on the individual user's personal computer (PC), but on the 
server, As long as the user retains the e-mail on her PC, it remains on the server. Accordingly, 
as you know, while individuals are instructed to search their own PCs in response to a subpoena 
request, a redundant search of the server is not conducted. Conversely, by deleting an e-mail, the 
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user deletes it from the server as well asthe PC. Because many individual users delete e-mail 
daily (and indeed users must delete some e-mails because-the server does not have thé capacity 
to hold al) e-mails), the server is not a complete and accurate repository of e-mails sent e and 
from the EOP, 


ARMS is a management system that was installed following the Armstrong case.. It is 
designed to capture e-mail records sent from or to EOP user accounts that it manages (“ARMS- 
managed accounts"). ARMS is the first t keyword searchable e-mail records archive maintained 
by the EOP: 


E-mails generated by ARMS-managed accounts are automaticaly recorded by ARMS as 
they are sent by the user. In addition, several times a minute, generally, ARMS scans the server 
and captures unrecorded e-mails residing on the server at the moment of scanning, To.avoid 

. repeatedly scanning an e-mail that continues to reside on the server over a period of time, once 
ARMS records an e-mail, it is coded so that ARMS will not needlessly scan it again. 


As then-Counsel to the President Charles Ruff explained in his Seen 11, 1997 letter 
to you, we notified your staff in the Spring of 1997 that ARMS was put in place in July 1994 and 
has managed e-mail records for most EOP offices since that time. (10/21/97 Letter from White 
House Counsel Charles Ruff to The Honorable Dan Burton). Mr. Ruff further explained that 
ARMS also manages reconstructed e-mail records for the period January 1993 through July 
1994, (id.). The e-mails were loaded into ARMS by Information Systems and Technology 
(S&T) personnel within OA beginning in July 1994 -- a process that was completed some time 
in mid-1999. Until reconstruction was completed, ele? limited e-mail records were searchable 
for the pre-July 1994 period. Ud). 


In response to a subpoena request, the individuals within the relevant BOP offices are 
instructed to search for responsive materials in any form. The head of each EOP office is 
instructed to certify that the individuals within the office have conducted a search of their files 
and the office's files, and have provided any potentially responsive materials to the White House 
Counsel's Office.. As a complement to these individual searches, a computerized search of 
ARMS is performed at our direction by IS&T personnel. (See 9/11/97 letter from White House 

_ Counsel Charles Ruff to The Honorable Dan Burton). IS&T staff work with White House 
Counsel's Office staff to identify keyword terms to use in searching ARMS for responsive 
materials. As.we have previously explained to your staff, because we use search terms, we 
cannot guarantee that every responsive e-mail is located. Nevertheless, we usually err on the 
side of using broad search terms, which sometimes yield large amounts of nonresponsive 
materials. 


These computerized searches are extremely time-consuming and costly. For example, a 
search can take several days to complete, depending upon the number of offices and time period 
covered. Once a search is complete, it can take up to several days to print the search results. In 
addition, our staff must manually review the printed search results for responsiveness. Indeed, 
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on many occasions our staff has waded through thousands of pages of nonresponsive materials to 
locate the few responsive ones. 


The only other electronic records of the server consist of tapes made periodically. when 
the server is "backed up." Backup tapes are not created or saved for archival purposes, are not a 
part of ARMS, and are not searchable, absent reconstruction and transfer to ARMS, using 
general keyword terms. For these reasons, the EOP does not search backup tapes when 
responding to subpoena requests. These tapes are created solely for recovery in the event of a 
system "crash" to allow IS&T personnel to recover certain files, They are created generally 
daily, and take a "snapshot" of whatever exists on the server at the current time. For example, if 
an e-mail were sent to an EOP user and then deleted between backups, it would not be captured 
on a backup tape. At times when there has been a shortage of backup tapes, they have been 
reused, Backup tapes are thus an inaccurate and incomplete compilation of what is on the . 
system and serve as a last resort only in cases of a catastrophic system failure. As noted below, I 
am also informed that reconstruction of files from backup ae is a costly and time-consuming 
endeavor. 


B, Configuration Errors Affecting ARMS 


ARMS, like all computer records management systems, is susceptible to problems, 
software programming errors, and "glitches" that are not easily detectable. Even when they are 
discovered, however, the nature, scope, and cause of the problems, as well as their effect on the 
system and users, may be difficult to ascertain. 


Although we have always understood that ARMS is designed to record all e-mails sent 
through the EOP e-mail network (currently the Lotus Notes system), two separate configuration ‘ 
errors have occurred which prevented certain incoming e-mails sent to ARMS-managed accounts 
from being recorded in ARMS for a period of time, The first error occurred in August 1996, 
when IS&T was performing routine maintenance to improve the system's performance. As part 
of the process, individual user accounts within the White House Office (WHO), and some. 
accounts within OA and the Office of Policy Development (OPD), were moved to a new server, 
called "Mail2." During this process, some of these users were apparently mistakenly coded by 
computer technicians as being on "MAIL2," using all upper case letters, instead of "Mail2." The 
ARMS scanning process is case sensitive when identifying servers and did not recognize 
"MAIL2." Because ARMS did not recognize "MAIL2," the ARMS scanning process did not 
capture incoming e-mails (i¢., e-mails sent from non-managed ARMS accounts to ARMS- 
managed accounts) for these affected ARMS-managed accounts. 


In January 1998, Daniel Barry, IS&T Records Projects Computer Specialist, was 
performing a keyword search of ARMS in response to a subpoena request and noticed a possible 
anomaly within ARMS. Mr. Barry found that on a particular day there were outgoing e-mails 
from an EOP user who seemed to be exchanging e-mails with an outside user, but there were no 
corresponding incoming e-mails. Thus, it appeared to him that some incoming e-mails might be 
missing from ARMS. Mr. Barry, with the assistance of John Spriggs, the IS&T e-mail contract 
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administrator and an employee of outside contractor Northrop Grumman (N-G), examined the 
log of the FIREWALL system, through which e-mail created outside the EOP passes and is 
screened to ensure that messages do not include viruses. They determined that on the day in 
question, the EOP user had actually sent the outside user seven e-mails, while the outside user 
had sent the EOP user six incoming e-mails. At the time, Mr. Barry was unsure whether this was 
an isolated incident for this particular user on this particular day or whether it was a broader 
undetected systemic error. Indeed, minor glitches or "hiccups" are common to IS&T systems, as 
they are to all computer systems, and small pieces of data are often not easily retrievable asa - 
result, Mr. Barry notified his superiors and documented his finding. ~ 


The full extent of the error causing the anomaly Mr. Barry noted was not discovered until 
June 1998, when on-site N-G employees discovered on the server certain incoming e-mail 
messages that were coded as "unrecorded" on the server, signifying that the ARMS scanning 
process was not picking up these messages. The contractor notified IS&T personnel. A group 
of employees was assembled to investigate and repair the problem. 


By the fall of 1998, N-G technical personnel working with IS&T staff discovered that the 
problem was due to miscoding "Mail2" as "MAIL2." They further determined that the 
miscoding affected 526 ARMS-managed accounts from the following EOP offices: 


1. WHO (464 accounts) 
2. Office of Policy Development (58 accounts) 
3. OA (4 accounts) 


. As a result, certain incoming e-mail that these 526 users had received since August 1996 had not 
been recorded by ARMS. As noted previously, the problem did not cover any e-mails generated 
by ARMS-managed accounts. Moreover, it would not have prevented a recording of the 
incoming e-mail if the affected EOP user forwarded it or replied to it "with history" (i.e., sending 
back the original e-mail). Additionally, incoming e-mail messages maintained on individual 
users' PCs would also remain on the user's server space, and therefore would be subject to 
individual EOP user searches, as long as the individual recipient did not delete them. 


By November 1998, the N-G and IS&T personnel had corrected the problem 
prospectively so that all future incoming e-mail to the 526 affected users would be stored in. 
ARMS. Thus, this configuration error affected these ARMS-managed accounts for the period 
August 1996 through November 1998. IS&T personnel also created backup tapes of the server 
to preserve the unrecorded e-mail existing on it as of November 20, 1998. By backing up the 
entire server, IS&T also necessarily captured word processing documents, rolodex files, and 
recorded e-mail records that also existed on the server at that time. After the prospective 
correction, ARMS resumed managing incoming e-mails and the creation of backup tapes of the 
server continued. 


As noted above, backup tapes are not in a readable or searchable format because they are 
not created for archival purposes. Thus, they cannot easily be reconstructed and placed on 
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ARMS. Consequently, OA requested that N-G provide an estimate for studying the time and 
cost involved in restoring these e-mails to a readable format. In October 1998, N-G estimated 
that a feasibility study alone would cost about $600,000. OA informs us that, concurrent with 
the preliminary assessment of the costs to study the problem, OA was faced with the massive 
task of Y2K compliance of its entire system, including its mail systems. This task consumed 
IS&T resources throughout the remainder of 1998 and 1999. 


A second configuration error was discovered in April 1999, when N-G technical 
personnel were testing the process in which ARMS interacts with the Lotus Notes system. 
` When user accounts are created, they are assigned to a particular "view." Each view represents a 
section of the alphabet (e.2., ABC), and users are assigned to a view by the first letter of their 
first name (e.g., Mary Jones would be in the view that contains the letter "M”). The ARMS 
"viewer" scans the server on a "view" by "view" basis. i 


During this testing process, the N-G computer specialists discovered that, in correcting 
the "MAIL2" programming error, another configuration error involving the ARMS "viewer" had 
been made. The letter "D" was inadvertently omitted from a view, and the letter "J" was 
included twice. As a result, incoming e-mail to ARMS-managed accounts with the first names 
beginning with the letter "D" had not been recorded by ARMS since November 1998. It appears 
that this error remained undetected until April 1999 because. the additional "J" led technical 
personnel to believe that the views contained all 26 letters of the alphabet. In fact, that was not 
the case, 


The effect of the "Letter D" error on the system was similar to the "MAIL2" error: 
Incoming e-mail sent to ARMS-managed accounts whose users’ first names begin with the letter 
"D" were not stored in ARMS, E-mails generated by ARMS-managed accounts were not 
affected by the problem,- Approximately 200 ARMS-managed accounts from the following 
offices within the EOP were affected: 


- White House.Office (42 accounts) 
Office of Policy Development (8 accounts) 
Office of Management and Budget (54 accounts) 
Council of Economic Advisers (I account) 
Council on Environmental Quality (4 accounts): 
National Security Council (21 accounts} 
Office of Administration (32 accounts) 
Office of National Drug Control Policy (20 accounts) 
Office of Science and Technology Policy (6 accounts) 
White House Climate Change Task Force (3 accounts) 


Saw Phe 


= Oo mM 
ove 


As with the "MAJL2" erfor, e-mail maintained on these affected users’ PCs remained on the 
server until deleted by the user, but were not captured in ARMS. 
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By May 1999, the N-G employees corrected this problem prospectively. Thus, the 
"Letter D" configuration error affected these ARMS-managed accounts from November 1998 to 
May 1999. As with the "MAIL2" error, a backup tape of the server was created on June 1, 1999 
to preserve any unrecorded e-mail that existed on it at that time. 


In the course of gathering these Drenai. facts conceming these cath eutaton errors, 
we were informed this week that e-mails on the server of the Office of the Vice President (OVP) 
have not been fully managed by ARMS. We are still in the process of determining the scope and 
time period involved. The OVP does maintain back-up tapes of its server. 


Of course, numerous e-mails to and from OVP users have been produced to the 
Committee over the years, which is consistent with OVP staff having searched their PCs for e- 
mail residing on the servers or in their hard-copy files, and with the large number of OVP e- 
mails that were captured by searches of ARMS during unaffected periods. We are doing our best 
to determine how searches for e-mails responsive to the Committee's requests were affected by 
these facts, We will promptly provide the Committee with this ran: when we complete 
our review. 


Il. Effect of Configuration Errors on the Committee's Subpoena Requests 


Recent reporis have cited various global effects of these configuration errors and 
speculated about the contents of the affected incoming e-mails. Below are our preliminary 
findings with regard to the "MAIL2" and "Letter D" errors. As noted above, we will provide 
further information as soon as possible about the OVP accounts. Please note, also, that, given 
the technical issues involved, we may need to modify or amend these findings as our review 
proceeds, $ 


A. Global Effects 


=~ .1. These two configuration errors did not affect documents or e-mails created by 
ARMS-managed accounts. We understand that these two configuration errors did not affect e- 


mails from ARMS-managed accounts that were sent within or outside the EOP. The only e- 
mails affected by either configuration error described above were incoming e-mails. Moreover, 
if an affected user received an incoming e-mail and forwarded it or replied to it with history. ` 
(sending back the original i incoming e-mail) then ARMS would have recorded the incoming e- 
mail, 

2. We do not know how many e-mails were affected.. OA and IS&T personnel 
understand that no one has estimated the number of e-mails that were unrecorded. If such an 
estimate was made, it was not provided to the EOP. Currently, I am informed that there is no 
way to make this calculation unless the backup tapes are ‘reconstructed. 


3, We do not know if any responsive information is contained in the unrecorded e- 
mails. News reports state that the e-mails contain information relevant to various subpoenas. 


Again, we have not been informed that anyone had the opportunity to review the contents of 
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these e-mails. Moreover, IS&T personnel currently cannot identify what kind of information is 
on the backup tapes because they have not been reconstructed. Without such restoration we 
cannot know the contents of the unrecorded e-mails. 


4. Affected incoming e-mail left on the server should have been captured by 
individual user searches. As you know, EOP staff are instructed to search their files, including 
computer records, for responsive information. Thus any incoming e-mails stil] on an individual's 
server space at the time a search was conducted should have been captured by individual user 
searches. 


5. The "MAIL2" and "Letter D" anomalies were technical errors. As explained 
above, these configuration errors were the sole resùlt of human mistakes and entirely 
unintentional. 


B. Effect on the Committee's Subpoenas 


Per your request, we have tried to determine what effect these errors had on the 
Committee's subpoenas related to campaign finance, FALN, and Waco matters. Please note that 
our preliminary findings are based upon our understanding of the Committee's subpoena 
requests, any agreed modifications to those requests, and the kind of e-mail search we performed 
to locate responsive material. 


1. Campaign finance related subpoena requests. As your staff is aware, since the 
Committee's first subpoena in early 1997, our staffs negotiated a global December 31, 1996 


cutoff date for all campaign finance related requests. Thus, incoming e-mails to the 526 affected 
ARMS-managed accounts for a five month period (August 1996 through December 1996) that 
were not forwarded or replied to with history would likely not have been captured by ARMS. E- 
mails remaining on an individual user's PC should have been captured. 


2, FALN related subpoena requests. The search in response to the Committee's first 
subpoena covered the period January 20, 1993 through August 1999. The search in response to 
the Committee's second subpoena covered the period January 20, 1993 through November 10, 
1999, Thus, these séarches would have encompassed botit time f priode affected by the two 
configuration errors. ; 


3. Waco related subpoena requests. On September 1, 1999, the Committee served a 
subpoena seeking materials related to the use of incendiary devices at the Branch Davidian 
compound, As you know, the relevant time period surrounding the Waco matter precedes 
August 1996, when the first configuration error occurred. Thus, we do not believe that these two 
errors would have affected a search of ARMS for e-mails responsive to this subpoena. 
Moreover, as our staff explained to your staff, we had recently conducted a broad search for 
Waco-related materials in response to a Court Order in the Andrade y. Chojnacki matter. Our 
staffs reached an accommodation whereby, in lieu of conducting another search that would likely 
encompass the same materials, we would produce to the Committee unsealed materials that were 
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produced to the Andrade Court. On January 28, 2000, we provided you with a copy of these 
materials. 


WX. Current Efforts to Explore Possible Reconstruction of Affected E-mail 


We ate working diligently to determine whether it is possible to reconstruct the backup 
tapes so we can load the unrecorded e-mails on to ARMS and perform keyword searches. We 
currently have obtained the following estimate. 


There are at lea 3400 backup tapes of the server relating to e-mail. As stated above, 
they are an incomplete and inaccurate collection of EOP computer records. The preliminary cost 
estimate we have received to reconstruct these tapes so that the information they contain could 
be placed on ARMS and searched using keywords is between $1.8 million and $3.0 million. 
This process is estimated to take approximately one to two years. 


The process may be performed in "batches"; i.e., several backup tapes at a time. If 
reconstruction were possible, we would likely begin the process with the November 20, 1998 and 
June 1, 1999 backup tapes (approximately 15 tapes total). This process would entail extracting 
the unrecorded e-mails from the backup tapes and putting them ona server. Then, computer 
technicians would need to develop a program that would "de-duplicate" the unrecorded e-mails 

‘so that ARMS would not record identical e-mails (as stated above, ARMS is designed not to scan 
identical e-mail messages). This estimate does not, however, include possible restoration of the 
OVP backup tapes, as well as the time and funds needed to perform other steps in the process, 
such as awarding a competitive contract, searching ARMS, printing the search results, manually 
reviewing them, and producing responsive materials. 


We are, of course, continuing to review this matter, As I learn more relevant 
information, we will keep your office informed. If you have any questions, please call me. In 
any event, I will call you next week. 


Sincerely, 


CA NG 


Beth Nolan 
Counsel to the President 


cc: The Honorable Henry Waxman 
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THE WHITE HOUSE 
WASHINGTON 


September 11, 1997 


By HAND 


The Honorable Dan Burton 

Chairman 

Government Reform and Oversight Committee 
U.S. House of Representatives 

2157 Rayburn House Office Building 
Washington, D.C. 20515 


Dear Mr. Chairman: 


As promised, I want to respond in detail to your September 2, 1997 letter 
regarding our recent production of documents to the Committee. I appreciate your inquiry and 
want to address your questions fully and explain the efforts this Office has undertaken to respond 
to the Committee’s requests for information. 


Since receiving the Committee’s initial subpoenas, we have attempted in good 
faith to search all records that may contain responsive documents. To this end, I sent out a 
directive to all relevant White House personnel to search their records thoroughly for responsive 
materials. My June 27, 1997, certification was the culmination of our efforts to provide all 
materials responsive to the Committee’s first seven subpoenas within a three-week period. As of 
that date, we had produced all responsive materials that we had been able to locate. 


Although the production completed in June represented the result of an intensive, 
good-faith search for all materials responsive to the Committee’s subpoenas, as I informed you at 
the time, I wanted to be doubly sure that all responsive documents had been located and directed 
my staff to take certain additional steps to that end. As a result, my staff has revisited various 
offices, including the Office of Records Management, to search for responsive documents, and 
we have instructed White House staff promptly to inform this Office ifthey discover any 
responsive documents that had been overlooked. I also directed my staff to inform me 
immediately of any such occurrences and to produce any newly located documents as soon as 
possible, 
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g troduction 


The following is a description of the circumstances surrounding the production of 
the materials about which you inquired: 


E Documents Relating to Fundraising Events 


The bulk of our supplemental production during August consisted of briefing 
memos concerning fundraising events, as well as annotated schedules from the Presidential 
Diarist. Briefing memos are typically prepared for official and political events that are attended 
by the principals. By June, we had produced all responsive briefing memos provided in response 
to our directive, but to ensure that our production was compleie, my staff reviewed again the 
briefing books for dates on which we knew that fundraising events had occurred but for which no 
briefing memos had been collected. When briefing memos were located, they were promptly 
produced. 


As to the annotated schedules, by June 27 we had provided the Committee with 
all of the responsive schedules we had received from the Diarist in response to my directive. As 
part of our ongoing compliance effort, my staff conducted an additional review of the schedules 
to determine whether any others contained responsive annotations. All schedules located 
through this process were likewise promptly produced. 


2. Electronic Messages 


The search for e-mail messages has been the most difficult element of the 
production process. This Office’s directives instructed White House personnel to search their 
files and computers for any responsive e-mail messages, and as we gathered these materials, we 
produced them to the Committee. As we explained to your staff this spring, however, messages 
not saved on an individual’s computer or messages created during the earlier years of the 
Administration are stored in a central archive, and a computer search of that archive is extremely 
time-consuming and costly. For example, it can take two to three days to perform a search of a 
month of archived e-mail messages of the White House Office alone, not including the other 
agencies of the Executive Office of the President. After a search is complete, even more time is 
required to print the e-mails and then manually search them for responsiveness. 


Accordingly, faced with similar document requests from several investigating 
entities, we have attempted to coordinate our e-mail searches so that they could be performed 
only once, encompassing as many document requests as possible. We directed the White House 
Information Systems and Technology ‘Division to combine several different requests and search 
the archived e-mails using general terms. We have been receiving hard copies of the e-mails that 
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were located as a result of this search and will continue to review and produce any additional 
responsive materials on an ongoing basis. 


3. Phone Logs 


As you note in your letter, we have produced responsive phone message slips of 
the First Lady’s Office, including Margaret Williams and other personnel. These and other 
phone messages were located in the Office of Records Management, which contains 
approximately 140 boxes of phone logs of various White House personnel. Like the archived e- 
mails, a search of these materials is labor intensive and time-consuming. For example, it takes 
an individual approximately four to six hours to review a single box of phone logs. 


When my staff met with Committee staff last May, they described these archived 
phone logs and indicated that they would, realistically, be unable to complete this search before 
the June 13 production deadline. Your staff indicated that they appreciated this situation. Since 
then, my staff has searched the phone logs of individuals identified as likely to contain 
responsive materials. I have attached a list of the boxes held in Office of Records Management 
that contain phone logs. A check mark beside an individual’s box indicates that this box has 
been searched. If your staff believes that there remains on that list an individual whose phone 
logs should be searched, please have them contact us, and we will, of course, conduct that search. 


4. Documents Relating To The Vice President 


The “call sheets” relating to the Vice President to which you refer are DNC 
documents that only recently have come into the possession of the White House and, we 
understand, have not otherwise been provided to the Committee. We produced them promptly 
upon receiving them and will continue the practice of producing similar documents received 
from third parties as part of our ongoing commitment to cooperate with the Committee’s inquiry. 


5: Documents Relating To Mack McLarty And Yah Lin Trie 


Your letter next refers to our production of materials related to Mack McLarty and 
Yah Lin Trie. With respect to the McLarty-related materials, some were inadvertently omitted 
from our initial production. When we realized that they had not been produced, we produced 
them within one week. The other documents belonged to a State Department employee who 
brought them with him when he recently joined the White House staff, and, thus, they were not 
in our possession at the time of our original search. 
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The Trie-related materials consist of three pages of non-substantive administrative 
routing documents and one other document that was recently located in Oval Office Operations. 
When they were discovered, we promptly produced them to the Committee. 


Current Production 


Except for the completion of the e-mail review described above, and any 
additional phone log searches the Committee wishes us to undertake, we do not anticipate any 
further production in response to the Committee’s first seven subpoenas. We are, of course, 
conducting searches with respect to the Committee’s more recent requests (for example, we 
expect to produce later this week materials responsive to the Committee’s August 21, 1997 
subpoena) and, if, in the course of those searches, we locate any additional documents that are 
responsive to the earlier subpoenas, we will produce them promptly. 


In addition, as you know, we have received numerous requests and subpoenas for 
documents from other investigative bodies. In the event that the materials gathered in response 
to those requests are related to the Committee’s requests, even if not technically responsive, we 
will produce them as part of our ongoing cooperation with the Committee. For example, we 
recently received a request from another investigative body related to U.S. policy concerning 
Guam. The search for those documents generated materials that were not within the scope of the 
Committee’s request as agreed on by our staffs, but we will be producing those documents to the 
Committee in the near future. f 


Mr. Chairman, during our conversations I have repeatedly expressed the 
seriousness with which I and my staff take our obligation to respond to the subpoenas we have 
received. We have endeavored to execute the President’s mandate to cooperate fully with the 
Committee’s investigation. Nonetheless, as we have discussed and as is reflected in the 
description of our compliance efforts in this letter, we will inevitably discover responsive 
documents in the course of other searches. I can assure you that we will produce any such 
documents promptly, and I reiterate my previous representation to you that, under no 
circumstances, will this Office ever manipulate our compliance efforts or our production 
schedule for any tactical advantage. Moreover, if the Committee has some special interest in 
particular documents or information, because it is preparing to interview a witness or for any 
other reason, we will endeavor to adapt our searches and production to the Committee’s needs. 
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Thank you again for giving me the opportunity to address your concerns about 
this matter. If you have any further questions, please do not hesitate to contact me. 
Sincerely, 
Charles F.C. Af 
Counsel to the President 


cc: The Honorable Henry A. Waxman 
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WoRLONETBAILY EXCLISNE 


ALL THE PRESIDENT'S SCANDALS 
Congress told of 


Project X in 1998 


Ex-White House official says 
she briefed House panel lawyer 


By Paul Sperry 
© 2000 WorldNetDaily.com 


WASHINGTON -- Hearings into missing White 
House e-mail took a surprise tum yesterday when a 
former White House computer manager said she told 
Congress about gaps in e-mail records almost two 
years ago. 


The federal court testimony undercuts GOP 
lawmakers’ claims that the White House never told 
them the subpoenaed e-mails were missing until this 
year. 


Sheryl Hall, a former branch chief in the White 
House's computer division, said she secretly briefed a 
House investigator in November 1998 about the 
records gap, known internally as "Project X." 


She says the Republican staff lawyer, who went on to 
work for the independent counsel, didn't follow up on 
her complaint. 


Haas, while 
‘pacing' in 
her office, 

told her and 

White House 
computer 
specialist 

Sharon 
Mitchell that 
he ‘feared for 
his life' and 
wanted to 
show a friend 
what he'd 
found while 
searching the 
trove of 
missing 
e-mail, Hall 
said. 
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The lawyer, Keith Ausbrook, told WorldNetDaily he 
doesn't recall talking about Project X with Hall. 


Hall was the leadoff witness in a new round of 

hearings into charges the White House has been 
blocking the production of evidence relevant to 
several investigations. 


She also suggested a White House computer 
contractor misled Congress when he testified he kept 
no secret files of e-mails tied to various scandals. 


Hall said Northrop Grumman e-mail expert Robert 
Haas told her and another witness in a late June 1998 
meeting in her office that he stored the files on a zip 
disk. He told Congress another story, she says, to 
save his White House job. 


Haas, while "pacing" in her office, told her and White 
House computer specialist Sharon Mitchell that he 
"feared for his life" and wanted to show a friend what 
he'd found while searching the trove of missing 
e-mail, Hall said. 


He said he'd stumbled onto e-mails tied to Chinagate, 
Filegate and other White House scandals, Hall 
recounted. 


Haas said the "results (of investigations) would be 
different and other people would go to jail" if 
investigators had the e-mails, she said. 


Though he has denied being afraid for his life, Haas 
has accused two White House officials of threatening 
him with jail if he didn't keep Project X secret. 


Hall's talk with Ausbrook also raises the question of 
what and when the independent counsel's office knew 
about Project X. 


He said he'd 
stumbled 
onto e-mails 
tied to 
Chinagate, 
Filegate and 
other White 
House 
scandals, Hall 
recounted. 
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Ausbrook joined the independent counsel's staff in 
February 1999 -- just over two months after Hall says 
she told him the White House didn't search all its 
e-mail records in response to subpoenas. 


Both Congress and Independent Counsel Kenneth 
Starr had issued subpoenas for White House e-mails. 


Starr's successor, Robert Ray, just this April launched 
a criminal probe to see if the White House tried to 
cover up the e-mail records gap. 


"If she had told me about it, 1 would have done 
something about it," Ausbrook said. 


Hall provided more details after the hearing. 


She said she met with Ausbrook at his House 
Rayburn Building office around 6 p.m. on Nov. 30, 
1998 -- about five months after a huge gap in mostly 
West Wing e-mail was discovered by Haas and other 
contractors. 


"I told him there was a computer mistake and over 
100,000 e-mails were missing,” she said. "And all 
these (subpoena) searches have been invalid lately." 


She also recalled describing the problem as "Project 
x." 


Hall said she tipped Congress off because she didn't 


Haas said the 
‘results (of 
investigations) 
would be 
different and 
other people 
would go to 
jail if 
investigators 
had the 
e-mails, she 
said, 
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know where else to turn. 


Ausbrook had interviewed Hall in 1996 as part of a 
House Government Reform Committee panel's probe I expected 
into charges the White House used a taxpayer-paid him to follow. 


n " es up and 
computer database called "WHODB" to solicit pursue it. I 


political donors. was surprised 
he didn't do 
In hearings this year, House Government Reform something 
Committee Chairman Dan Burton has blasted White like issue a 
House officials for failing to inform Congress about new 
the hole in e-mail records. subpoena... 
39 
Asked if he'd had any contact with Hall in 1998, = 
Ausbrook says he talked to her a "couple of times" 
se : i -- Sheryl Hall, 
and "might have met with her once. former branch chief 
in the White 
But he remembers discussing only WHODB-related MOUSSE tenure 


issues and nothing about Project X. 
"I have no recollection of that,” he said. 


After filling him in, Hall says Ausbrook told her he'd 
"think about it.” 


"I expected him to follow up and pursue it,” she said. 
"I was surprised he didn't do something like issue a 
new subpoena” for the missing e-mails. 


Ausbrook says that's exactly what he would have 
done -- if he'd known about it. 


"Even if Sheryl Hall did tell us,” he added, "it still 
wasn't the White House telling us." 


That's an issue a federal grand jury is weighing. 


White House witnesses have already been 
questioned. And Ray has issued grand-jury subpoenas 
to the National Archives for documents related to 
White House records-keeping practices. 


WorldNetDaily has learned that Ray has assigned 
several prosecutors and FBI agents to the case. 


So far they've taken depositions from Hall and 
another whistleblower, former Northrop Grumman 
contractor Betty Lambuth. She says White House 
officials threatened her and others with jail if they 
talked about Project X. 
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Investigators for Burton's committee have deposed 
another whistleblower, former White House 
computer division director Kathleen Gallant. 

They interviewed her at her Virginia offices more 
than a month ago. A staffer said she dropped some 
"bombshells." 

But Burton, who sent two scouts to yesterday's court 
hearing, hasn't called Gallant to testify in public 
hearings. His panel has been stretched thin since 
losing press secretary Mark Corallo to the Bush 
campaign. 

Gallant, however, will take the stand tomorrow as 
one of many witnesses government watchdog Judicial 
Watch plans to call to convince U.S. District Judge 
Royce Lamberth to take the e-mail search project 
away from the White House. 


Related stories: 


Mark Lindsay knew Project X's 'scope' 
Obstruction hearings ordered by Lamberth 
E-mail expert brunt of jokes 

Judge: White House withheld information 
White House defies judge in e-mail case 
Contractor searching for e-mail is green 
More Project X intimidation? 

White House tightens grip on e-mail project 
'They lied to the judge’ 


White House now uncertain when e-mail ready 


Another tech ‘error’ scrubs Gore e-mail 


Hillary must turn over e-mail 


Despite claims, Hillary e-mailed via staff 


Clinton's mystery e-mail 
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New cover-up: ‘Project PBX' 


Subpoena sparks burning question 


Did House panel fry good guy? 


Document backs cover-up charge 


Are e-mail tapes safe? 


Smoking gun in the e-mail? 


Inside job on e-mail 


‘The fix is in' on e-mail fix? 


Firm won't take hit for Project X fiasco 


Paul Sperry is Washington bureau chief for 
WorldNetDaily. 
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RICHARD OPARIL 
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Fax — (202) 223-2085 


CHICAGO 


l 


September 27, 2000 


By Hand 


Hon. Henry A. Waxman 

Ranking Minority Member 
Committee on Government Reform 
House of Representatives 

2157 Rayburn Office Building 
Washington, D.C. 20515-6143 


Re: September 26. 2000 E-Mail Hearing 


Dear Congressman Waxman: 


At yesterday’s hearing, I understanding that Chairman Burton released a letter to 


Judge Lamberth pertaining to representations that I made to the Court in the case filed by. 


Judicial Watch, Alexander v. FBI. 


The allegations in Chairman Burton’s letter are absolutely untrue, as outlined in 
the attached September 27, 2000 letter to Judge Lamberth. I would appreciate your 
including my response to those allegations in the record of the hearing. 


Please call me if you have any questions. Thank you for your assistance on this 
matter. 
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1200 Nineteenth Street, N.W. 


Washington, D.C. 20036-2432 


RICHARD J. OPARIL 


richard.oparil@piperrudnick.com 


www. piperrudnick,com Prone (202) 861-6257 


PHONE (202) 861-3900 
Fax (202) 223-2085 


CHICAGO 


September 27, 2000 


By Hand 


Hon. Royce C. Lamberth 
United States District Judge 
United States District Court 
for the District of Columbia 
333 Constitution Avenue, N.W. 
Washington, DC 20001 


Re: Alexander v. Federal Bureau of Investigation 
Civil Action No. 96-2123 (RCL) 


Dear Judge Lamberth: 


Together with Earl J. Silbert, I represent Northrop Grumman Corporation, a non- 
party witness subpoenaed on August 2, 2000 to produce documents to the plaintiffs. In a 
letter addressed to you dated September 26, 2000, Congressman Dan Burton alleges that I 
“intentionally misled the Court in stating that there had not been any contacts between 


Silbert and the White House regarding the e-mail matter.” For the record, that allegation is 
absolutely not true. 


While we do not have the transcript of the August 16 hearing, I recall representing 
that I had reviewed the Northrop Grumman file pertaining to the e-mail matter and did not 
find any written document reflecting communications with the White House Counsel’s 
Office in 1998. I also reported that Mr. Silbert had no recollection of speaking to Charles 
Ruff or anyone else in the Counsel’s Office pertaining to Northrop Grumman in 1998. 
Those representations were and are true. 


The billing records for the Northrop Grumman matter were not part of the client 
file that I reviewed. Billing records are maintained by the firm’s accounting department and 
I did not review those records prior to the August 16" hearing. 


Your Honor will recall that I undertook to determine whether any telephone 
messages existed reflecting communications between Mr. Silbert and the Counsel’s Office in 
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1998 pertaining to Northrop Grumman. On September 13, I reported to you and counsel 
of record on the results of that search. I provided, for in camera review, one telephone 
message slip and two billing entries. Congressman Burton’s letter fails to mention my 
September 13" letter and that we voluntarily provided the Court with the message slip and 
the billing entries. 


Thank you for your attention. 


ce: Hon. Dan Burton (by hand) 
Hon. Henry Waxman (by hand) 
Larry Klayman, Esq. (by fax) 
Elizabeth Shapiro, Esq. (by fax) 
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RICHARD J. OPARI, 


1200 Nineteenth Stycer N.W. 
Washington, D.C. 20036-2412 richerd.oparil@pipernadnick.com 
www piperrudnick,com PHONE (207) 61-6257 


Puone (202) 861-3900 
Fax (202) 223-2085 


CHICAGO 


September 13, 2000 


By Hand 


Hon. Royce C. Lamberth 
United States District Judge 
United States District Court 
for the District of Columbia 
333 Constitution Avenue, N.W, 
Washington, DC 20001 


Re: Alexander v, Federal Bureau of Investigation 
Civil Action No. 96-2123 (RCL) 


Dear Judge Lamberth: 


We represent Northrop Grumman Corporation, a non-party witness subpoenaed on 
August 2, 2000 to produce documents to the plaintiffs. When I appeared before you on 
August 16, I represented that we would search for any telephone message slips that existed 
and could be located reflecting communications between Earl J. Sibert, Esq. and the White 
House Counsel’s Office in 1998 pertaining to Northrop Grumman. 


We have conducted the search and have been able to locate the attached telephone 
message after September 11, 1998, when Mr. Silbert began representing Northrop Grumman 
in connection with this matter. We have also located two entries on the billing statement for 
Northrop Grumman. We are providing the message and redacted entries to you i camera 
and respectfully request that they not be produced to the patties. 


The billing statement entries should be deemed protected from disclosure under the 
attormey~client privilege. Portions of billing statements that reflect the specific namre of 
services provided, litigation strategy, ox clicnt communications are not discoverable. See, eg 
Clark v. American Commerce Nat'l Bank, 974 F.2d 127, 129-30 (9* Cir. 1992); Quim v Ingham, 
185 F.R.D. 296, 299 (D. Colo. 1997); Garvey v. Nat'l Grange Mut, Ins. Co., 167 F.R.D. 391, 396 
(E.D. Pa. 1996); Weeks v. Samsung Heavy Indus, Ltd, 1996 U.S. Dist. Lexis 7397 (N.D. I. 
May 30, 1996). The two billing entries at issue provided to the Court reflect specific services 
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performed for Northrop Grumman. Moreover, the billing statement was prepared for and 
was communicated to the client. These entries should not be disclosed to plaintiffs. 


Thank you for your attention. 
Vef truly yours, 


Enclosures 
ce: Larry Klayman, Esq. (w/o endl.) 
Elizabeth Shapiro, Esq. (w/o encl.) 
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FULBRIGHT & JAWORSKI L.L.P. 


A REGISTERED LIMITED LIABILITY PARTNERSHIP 
TELEPHONE: 202/662-0200 


i HOUSTON 
FACSIMILE: 202/6624643 80! PENNSYLVANIA AVENUE, N.W. WASHINGTON, D.C. 
AUSTIN 
NG ic. = 
STEPHEN M. McNape WaSHINGTON, D.C. 20004-2615 san ANTONIO 
PARTNER NEW YORK 
INTERNET ADDRESS: LOS ANGELES 
Pi MINNEAPOLIS 
smonabb@fuibright.com LONDON 
DIRECT DIAL! 202/662-4528 HONG KONG 
VIA HAND DELIVERY 
October 18, 2000 
The Honorable Dan Burton 


Chair, Committee on Government Reform 
United States House of Representatives 
2185 Rayburn House Office Building 
Washington, DC 20515-1406 


Dear Chairman Burton: 


Tam writing to correct certain false and misleading statements about my client, Sally Paxton, 
made inthe Committee on Government Reform’s report regarding e-mail issues at the White House. 
As you are aware, Ms. Paxton voluntarily agreed to provide an interview to the Committee. 
Although the interview was not transcribed, the Committee’s report misleadingly purports to quote 
Ms. Paxton and, in many respects, mischaracterizes her interview. 


For example, the report misstates the substance of the information Ms. Paxton provided about 
Mr. Barry’s deposition. Ms. Paxton did not state that she “in general” told Mr. Barry not to change 
the substance of his deposition testimony. Zd. 133. Rather, Ms. Paxton informed the Committee that 
she did not recall any conversations that she may have had with Mr. Barry about reviewing his 
deposition transcript. As Mr. Barry informed the Committee, he worked with Department of Justice 
lawyers to ensure that any errors in the deposition transcript were identified. 


Likewise, there is no basis for the suggestion that Ms. Paxton “likely learned” that e-mail 


issues “might have materially affected elements of Barry’s deposition.” Jd.n.750. Ms. Paxtonnever 
had any reason to believe anything in Mr. Barry’s deposition was inaccurate, incomplete, or untrue, 
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In short, Ms. Paxton did not have a “cavalier attitude towards the deposition process.” Id. 
Rather, the Committee’s report displays a cavalier attitude toward accurately describing Ms. 
Paxton’s professional obligations and the substance of the information that she provided to the 
Committee. 


Very truly yours, 


ShM 


SMM/kv 


ce: The Honorable Henry A. Waxman 
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U.S. Department of Justice 


Criminal Division 


Deputy Assistant Attorney General Washington, DC 20830-0001 


August i, 2000 


Steve Ryan, Esq. 

1501 M Street, N.W. 
Suite 700 

Washington, DC 20005 


Re: Daniel Barrie 


Dear Mr. Ryan: 


As you are aware, the Department of Justice’s Campaign 
Financing Task Force (“the Task Force”) is presently conducting 
an investigation into allegations that an affidavit signed by 
your client, Daniel Barrie, and submitted to the Court in 
connection with the civil case of Alexander v. Federal Bureau of 
Investigation, et. al., may have contained false information. 
The Task Force has interviewed your client about this matter. 
Please be advised that your client is not currently a target of 
that investigation. 


I am providing this information to you in anticipation of 
your client’s continued complete and truthful cooperation in this 
investigation. 


Sincerely, 


Alan Gershel 
Deputy Assistant Attorney Generar 


DAB 0017 
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Office of the Independent Counsel 


1001 Pennsylvania Avenue, N.W. 
Suite 490-North 

Washington, D.C. 20004 

(202) 514-8688 

Fax (202} 514-8802 


August 2, 2000 


Stephen M. Ryan, Esq. 

Pamela J. Marple, Esq. 

Manatt, Phelps & Phillips, LLP 
1501 M Street, N.W. , Suite 700 
Washington, D.C. 20005 


Re: Daniel A. Barry 
Dear Counsel: 


As you are aware, the Office of Independent Counsel conducted a joint interview of your 
client with members of the Department of Justice’s Campaign Finance Task Force on a variety of 
topics including the allegation that your client had filed a false affidavit in connection with the 
civil litigation, Alexander y. Federal Bureau of Investigation, et al. Please be advised that this 
Office does not consider your client a target of any criminal investigation within our jurisdiction 
at this time. 


I am providing this information to you in anticipation of your client’s continued complete 


and truthful cooperation with this Office. 
( incerely, (2 


Robert W. Ray 
Independent Counsel 


DAB 0020 
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U.S. Department of Justice 


Office of Legislative Affairs 


Office of the Assistant Attorney General 


Washington, D.C. 20530 


MAY 6 1999 


The Honorable David M. McIntosh 


Chairman, Subcommittee on 


National. Economic Growth, Natural 
Resources, and Regulatory Affairs 
Committee on Government Reform 


and Oversight 


U.S. House of Representatives 
Washington, DC 20515 


Dear Mr. Chairman: 


The Department has completed its review of your referral of 
criminal allegations involving Deputy Counsel to the President 
Cheryl Mills. After careful consideration and review of the 
material submitted with your letter of September 17, 1998, we 
have determined that further investigation is not warranted and 


have declined prosecution. 


Thank you again for your interest in this matter. 


cc: The Honorable Dan Burton 


Sincerely, 


M. Faith Burton 
Special Counsel to the 
Assistant Attorney General 


The Honorable Henry Waxman 
The Honorable John F. Tierney 
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U.S. Department of Justice 


Office of Legislative Affairs 


Office of the Assistant Attorney General Washington, D.C. 20530 


April 12, 2000 


The Honorable Dan Burton 
Chairman 

Committee on Government Reform 
U.S. House of Representatives 
Washington, D.C. 20515 


Dear Mr. Chairman: 


This responds to your letters of March 8, March 21, March 27, and March 30, 2000, to 
Attorney General Reno on the White House email retrieval matters. 


On March 23, in connection with a court filing, the Department disclosed that it was 
conducting a criminal investigation into whether the Executive Office of the President fully 
complied with subpoenas issued by the Campaign Finance Task Force (the Task Force), and 
whether persons were threatened with retaliation in order to prevent the existence of the affected 
emails from becoming known to the Task Force. In addition to this investigation, the Office of 
Independent Counsel, now headed by Robert Ray, is investigating the email retrieval issues, in 
coordination with the Task Force. At this stage, we are not in a position to comment about any 
particular actions that may be undertaken in the course of this investigation. The questions raised 
in your March 21 letter, regarding who at the Department may have known what and when about 
the various email retrieval issues, will be a part of this ongoing criminal investigation. 


The Department will follow the facts and the law wherever they may lead, and take 
whatever aciions are appropriate based upon the result of this investigation. Also, your letter of 
March 30, which raises several questions regarding a 1999 declaration filed in the Alexander 
case by Daniel A. Barry, has been forwarded to the Task Force for its review and consideration in 
connection with its investigation. 


Next, let me address the assertion, contained in several of your recent letters, that the 
Department operates under a conflict of interest where the Task Force conducts a criminal 
investigation into the email issues while the Civil Division continues to represent the FBI and the 
Executive Office of the President in the Alexander litigation. The Department often represents 
the interests of a governmental entity in civil litigation where an issue presented in that civil case 
touches upon a pending criminal investigation. If an aspect of an ongoing civil case threatens to 
duplicate or interfere with the conduct of an ongoing criminal investigation, the Department 
often seeks to stay that part of the civil case that might duplicate or interfere with the progress of 
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the criminal investigation. That is precisely the relief the Department sought in the Alexander 
case, in which the Department asserted that the lawyers in the Civil Division, who had been 
looking into the email issue, should not proceed with that investigation because it could duplicate 
or compromise the investigation by the Task Force and the Office of Independent Counsel. 


Finally, your letters of March 27 and March 30 raise the question of whether a Special 
Counsel should be appointed to investigate the email issues and/or the Barry declaration. As 
noted above, the Office of Independent Counsel already is investigating the email issues in 
coordination with the Task Force. 


The Department is carefully reviewing whether a second outside counsel should be 
appointed to investigate this matter. We will let you know the conclusion of that review 


promptly. 


Please do not hesitate to contact this me if you would like additional assistance regarding 
this or any other matter. 


Sincerely, 
obert Raben 
Assistant Attorney General 


ce: The Honorable Henry Waxman 
Ranking Minority Member 
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THE WHITE HOUSE 


WASHINGTON 
August 7, 2000 

VIA FACSIMOLE 

VIA U.S, MAYL 

The Honorable Dan Burton 


Chairman, Committee on Government Reform 
U.S. House of Representatives 

2157 Rayburn House Office Building 
Washington, D.C. 20515 


Dear Chairman Burton; 
This responds to your letter to me dated July 26, 2000. 


I first want to address your contention that the White House has failed to update the 
Committee with relevant information about the e-mail restoration project, I initially apprised the 
Committee of the details of the Mail? and Letter D errors in my March 17, 2000 letter to you. 
That same letter also informed you that, in the course of gathering facts conceming the Mail? 
and Letter D errors, we had learned that e-mail on the server of the Office of the Vice President 
(OVP) had not been fully ARMS-managed. Shortly thereafter, on March 23, 2000, I submitted a 
written statement in anticipation of my appearance before the Commitiee that expanded on those 
matters and provided the Committee with updated information. However, the Committee chose 
lo postpone my testimony for a week. When I appeared a week later, I provided the Committee 
with yet more information learned in the week since the submission of my written statement. 
And, daring my second appearance before the Committee on May 4, 2000, I again testified and 
provided the Committee with information about issues related to these subjects. 


Since my last appearance, we have provided the Committee with three updates regarding 
the EOP tape restoration project and records management issues. The first, on June 7, 2000, 
provided a detailed look at issues regarding the OVP e-mail system, including a discussion of the 
electronic records manapement practices followed by that office. The second, on June 29, 2000, 
forwarded a copy of an EOP bricf responding to discovery requests by the plaintiffs in the 
Alexander litigation. Appended to the brief were the declarations of Chief Warrant Officer Five 
Terrence J, Misich, Project Manager for the EOP e-mail restoration project, and Gregory A. 
Ekberg, Project Manager for the independent validation and verification (V&V) being 
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conducted by Vistronix, Inc. The letter covering those documents made cicar that they had been 
forwarded “[a]s part of our efforts to provide your Committee with information about our e-mail 
restoration efforts.” 


The EOP brief and the Ekberg Declaration, upon which the brief heavily relied, set forth 
details about the status of the EOP tape restoration project and the role of Vistronix, Inc. in. 
providing independent validation and verification of the processes being employed by the EOP, 
Both of these documents clearly explained that no reliable end-date for the project was available 
as of that time, June 2, 2000, due to unresolved technical issues and the possibility of equipment 
failures, (Sse EOP’s Response to Plaintiff's Supplemental Brief Regarding Non-Records 
Managed E-mail and Other Computer Documents [“EOP brief] at pages 3, 15; Ekberg 
Declaration at | 12.) In that regard, the opening statement of the EOP brief specifically 
referenced the fact that “the restoration project [was] still in too early an evolutionary stage for 
the IV&V team (or anyone else) to meaningfully estimate a project completion time” (EOP brief 
at page 3.) 


Similarly, Mr. Ekberg in his declaration stated that it was “not {then] possible to provide 
a meaningful estimate of the time to project completion” and that “[tJhere remain a number of as 
yet unresolved technical issues with the project, and other unknowns, such as the extent to which 
equipment breakdowns will occur, that can impact the time to completion.” (Ekberg Declaration 
al] 12.) Mr. Ekberg further stated that, “once a number of significant unresolved project 
planning and other technical issues have been more fully addressed, the [V&V team will be ina 
position to provide an estimate of a date by which data will start to become available, on a 
rolling basis, for searching.” Qd at { 13.) Although Mr. Ekberg reported that the then-current 
goal was “to complete testing and have the production capability ready to begin copying the first 
identified batch of tapes by mid-to-late Jime 2000” he also indicated that “a number of technical 
issues could require that this date be revised.” (Id. at ]20.) Finally, Mr. Ekberg also explained 
that depending on the forensic requirements of investigative authorities, “the data extraction 
process could become more technically complex and time-consuming, making it difficult to 
predict how quickly the process will proceed.” (Id. at 123.) The EOP brief and Mr. Ekberg’s 
declaration made amply clear that any estimated dates relating to tape copying or data searching 
were tentative at best. 


Tn light of this information, I am hard-pressed to understand your claims that we have 
failed to make good faith efforts to keep the Committee apprised of relevant information about e- 
mail restoration. Moreover, your suggestion that “the White House might have known of the 
inadequacy of even the 170-day timetable” set forth in my testimony before the Committee is 
puzzling. As an initial matter, you have incorrectly stated the date on which I gave testimony 
about the 170-day timetable: it was on March 30, 2000 — two months prior to the submission of 
the Ekberg Declaration in the Alexander litigation — and not on May 4, 2000, as your letter 
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states. At the time J gave testimony on that subject, the raw nature of the proffered timetable 
was clearly communicated to the Committes, I testified in relevant part as follows: 


... T want to emphasize that my testimony today is based on my 
curent understanding of the information that we have gathered in 
the course of our initial review. As our review progresses to 
completion, we will likely ancover information that alters or 
amends these preliminary conclusions. 


tek 


.., The contractor’s preliminary estimate — and I want to 
emphasize preliminary becanse these estimates are subject to 
amendment as the process proceeds and the contractor learns 
new information — the preliminary estimate suggests that the 
requisite equipment and other resources for the project will be in 
place, tested, aud ready tv go in approximately 70 days. We 
anticipate conducting the restoration in batches so that we can have 
a rolling production. The contractor estimates that this part will be 
completed in about 170 days from the beginning of the project, In 
other words, if... these initial estimates hold up, we could have 
the back-up tapes searched within 6 months. 


(Transcript of 3/30/00 at pages 25-26) (emphasis added). My March 30, 2000 testimony was 
very clear that the EOP contractor’s 170-day estimate was based on preliminary information and 
was likely subject to change. As noted above, that a change in circumstances had occurred was 
made clear in the BOP brief and Ekberg Declaration which were provided for the very purpose of 
updating the Committee about the e-mail restoration efforts.’ 


A third update was given to the Committee in my recent letter dated July 26, 2000, which 
set forth information relating to the National Security Counsel (NSC) classified e-mail system. 
Enclosed with my letter was a NSC memorandum describing the issue in detail. This 
information was again forwarded as part of our effort to keep the Committee informed of 
relevant developments. 


| By way of further update, { am advised thet, as of the writing of the instant letter, the EOP has now copied 85 
backup tapos, 57 of which have been verified as being byte by byte copies. Permission to copy using the : 
RATDirector duplication system was obtained from the Office of Independent Counsel Robert Ray and the Federal 
Bursan of Investigation on July 13,2000. Copying began that same day and, since July 19, 2000, has been 
accomplished an a 24 houraeday, 5 day-per-weck scheduls. 
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In light of this record, I trust you will agree that we have in good faith advised the 
Committee of significant developments in the e-mail restoration project. I can only assume that 


the overheated rhetoric of your letter was predicated on your misunderstanding of this extensive 
record. 


In sum, the EOP e-mail restoration project bas proven to be time-consuming and 
complex.. The EOP has endeavored to ensure that the project proceeds expeditiously. Yet, 
unanticipated requirements and technical issues have caused original timetables to shift. We 
have aimed to ensure that the Committee is kept abreast of key developments. 


Sincerely, 


ba W- 


Beth Nolan 
Counsel to the President 


ce: The Honorable Henry A. Waxman 
Ranking Minority Member 
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FRIDAY, APRIL 7, 2000 
Headlines 


a e-mail this story to a friend 
USA 
With White House e-mail, it's click now, repent later 


Francine Kiefer 
Staff writer of The Christian Science Monitor 


WASHINGTON 


In 1993, in one of the more famous examples of flame e-mails, Linda Tripp sent out a blistering 
message, calling senior members of her White House office "the three stooges.” 


It's hard to imagine that happening in today's White House, where "no trail, no trouble" is the 
unspoken mantra. Such caution prevails that one staffer used erasable magic markers during a 
strategy session, rather than risk a subpeona. 


White House staff chose their words carefully long before the advent of e-mail, And the Watergate 
tapes proved that conversations don't have to be written to be dangerous. But the point-and-click 
missives have added a new dimension to White House communication - one with implications 
ranging from front-page embarrassments to, perhaps, Al Gore's political future. 


As Congress and the Justice Department investigate the White House for a potential cover-up of 
perhaps 250,000 missing e-mails, many of which could have escaped subpoena dragnets, the probes 
reveal a unique, cautious culture of messaging at 1600 Pennsylvania Avenue. 


People outside the wrought-iron gates of the presidential compound might view e-mail as a private, 
informal way to talk. But the knowledge that everything they write could be scrutinized by both the 
media and investigators, has inspired an attitude of apprehension about e-mailing, especially among 
the president's legal advisers. 


lL of3 4/7/00 8:35 AM 
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“E-mails and anything else written was not only discouraged, people were 
living in fear that the wrong e-mail would lead to a prosecution, or at least 
several hundred thousands dollars of legal fees," says former counsel Lanny 
Davis. 


In fact, whenever a White House staffer clicks "send," a message reminds them 
that a copy of their missive is being sent to records management. 


When it comes to saving e-mails, the White House is held to a higher standard 
than the private sector, and even Congress. 


; i A Gna , CYBERSNAFU: 
Companies that have a policy of saving e-mails usually do so only for three to tintil a month ago, 


six months, according to records-management consultants. Many companies the vice president's 
consider them the same as phone calls, and don't archive them unless they are e-mail account 


equal in weight to a written communication. wasn't being 
captured by 

But the White House is different, It saves its records for posterity. After Siecuonic archives: 

President Clinton vacates his office next January, at least 30 million stored Aiki Bill Bradley 

e-mails will be deposited with the National Archives, an unfathomable Dec. 8. 

mountain of data ranging from "how about lunch?” to speech drafts, to perhaps DENNIS COOWAP 

more juicy communications. —— ee 


In the federal government, "retention of records tends to be driven by ... the need to inform a free 
society and the need to retain information of historical consequence. For most businesses, neither of 
those issues are on the radar screen," says Patrick Cunningham of Hewitt Associates, a management 
consulting firm in Lincolnshire, Ill. "Do we need to see Monica Lewinsky's e-mail messages to 
various Executive Office persona? Certainly, because they are material to an historical event - the 
impeachment of the president..." 


On Capito) Hill, e-mail archiving is at the discretion of the lawmaker. Ironically, the office of Rep. 
Dan Burton (R) of Indiana, who last week grilled White House counsel about the missing e-mails, 
stores its electronic messages for a mere week, then overrides them with new work, 


The White House, on the other hand, installed an e-mail archiving system in July 1994, after a court 
ruled that electronic records must be preserved in the same way as federal records, It was such a 
novel concept at the time that it had to be custom-built. 


Another former administration official says he used to hold back on sending something electronically 
because e-mails can be so easily copied. 


He cited an example of a White House directive electronically leaked to the media in 1998. It said 
certain words related to the first lady's pet millennium project were off limits to speechwriters, 
causing an employee to jokingly wonder if staffers could even say "21st century" in conversation. 


But he rejects the assumption that history is being lost in this antidocumenting atmosphere. 
According to the former official, a great deal still gets zapped around - including budget-related 
items, speech drafts, and the president's schedule. 


And because e-mails, even in the White House, so often mimic phone calls, they add a new 
dimension to White House archival history. "They're a treasure trove.” 


But they're also a challenge for the White House tech team. For example, unti! last month, about a 
third of the e-mail accounts in the vice president's office weren't being captured by the archiving 
system, White House counsel Beth Nolan testified. 

That includes the account of the technologically savvy vice president. Unlike the president and first 
lady, who don't even have personal e-mail accounts, Mr. Gore is a frequent user. In the past, he's 
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been under investigation for campaign-finance abuse, and potentially new, damaging material could 
surface as White House contractors attempt to restore his e-mails to an electronically searchable 
format. 


"If, as people expect, the retrieval process is finished sometime in mid- or late-summer, than the 
content of those e-mails could potentially be a very significant issue during the fall election,” says 
Viet Dinh, a law professor at Georgetown University and a former attorney with the Senate 
Whitewater Committee. 


According to counsel Nolan, e-mails coming into the White House went missing from August 1996 
through August 1998. The cause was capital letters. During computer maintenance, more than 500 
e-mail accounts were sent to MAIL2 (instead of Mail2), making it impossible for the archiving 
system to recognize e-mails sent to those accounts, In another archiving snafu, e-mails sent to 
staffers whose first name started with 'D' went astray. 


The counsel's office points out that some of the “missing” e-mails did make it to investigators 
because they showed up on searches of individual computers or were saved in internally forwarded 
messages. And they are now spending at least $3 million for contractors to restore all the missing 
e-mails from backup tapes. 


But as so often is the case, the crime, if there is one, lurks not in the mistake itself, but in its possible 
coverup. Two White House computer contractors say they were threatened by administration 
supervisors in June 1998 with losing their jobs and going to jail if they discussed the recently 
discovered errors with even their spouses. 


Other contractors at the meeting do not recall the threats of jail, and officials say they never issued 
such threats. 


Meanwhile, Representative Burton said last week that he would hold more hearings on why the 
computer glitches, which were discovered during the height of the Lewinsky matter, weren't 
immediately reported to investigators, "There's something here that's not washing," Burton said, 
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DANIEL A.. 
BARRY 
09/92/97 02:22:53 PM 
e 
Record Type: Record 
To: See the distribution list at the bottom of this message 


ce 
Subject: Search status. 


Mike; 


My understanding is that there are 12 boxes of paper in the EOP DC remaining to be delivered to complete 
the Grand Jury search. 


All of the search jobs for the "Huge search" on the pre Dec 1995 records are complete except for 

1994 Sep,Oct,Nov,Dec OVP and These are all running and expected to be complete by the end of 
the week. : 

OVP has completed on the POST Dec 1995 records. 

I am running 2 months per week. June and July of 1996 are running this week 


i will ron and concurrently with the 2° months per week. 


The estimated time of completion at the current pace is Oct 13 1997. I will starting printing the results 
starting next week. : 


Let me know if you have any questions about the above status. 
Later... Tony 


NON-RESPONSIVE MATERIAL 
***REDACTED*** 


Message Sent To: 


Michael X. Imbroscio/ Wi? 
Karen A. Popp/\ agai 

Mark F. Lindsay/ GEREN 
Charles D. Benjamin/ SSBR. 


DOERING N@ A 


E 7845 
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DANIEL A. 
BARRY 
07/27/98 02:36:40 PM 

0 w 


Record Type: Record 


To: Kar A. Racine : 
cc: Catherine 5. Anderson/@Qia@®, James B. Wrighta, Kathleen K Gallant (QP, Nellie vy. 


Doering! 
Subject’ Search estimate 


Kar; | 


l just got your interoffice mail this afternoon and here is the definition/estimate. Please reply back with 
your go-ahead on the search: 
Search definition: ; 


Search a VPO and on tine electronic records from Jan 1993 through June 1998 for the 
following phrases: . 


a7 

as 

Gb 
Search Estimate: 7 q7 - 


Setup 2 hours . 
Runtime: 1993 5 

~ 4894 10 

1995 30 

4986 50 

1997 70 

- 1998 70 

VPO 1993 

VPO 1994 

VPO 1995 

VPO 1996 

VPO 1997 

VPO 1998 

1993 

1994 

1995 

1996 

1997 

cave 1998 

TOTAL CPU time = -260hours = $156,000 


NON-RESPONSIVE MATERIAL 
*4*REDACTED*** 


WWI ABW WRN =A 


Print time = 4 hours $ 140 
è i E 7830 
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DANIEL A. q £ q 


BARRY 
03/06/2000 12:30:33 PM 


Record Type: Record 


To: Steven Reich/ aia 


ical James B. Wright, John H. ‘Youn: áM, Leanna F. Terre!|/ aa 
Subject: Search Definition, estimate and schedule 


Steve; 


Per our phone /E-mail conversations, Here is a search definition, estimate and schedule for the search we 
had discussed: 


Search Definition: 


Search alt OVP, , AND records created between Jan 20 1993 through Mar 31 1993 
(3 months) for the phrase 


Search Estimate: 


Search Setup/monitoring 2 hours @40 $ 80 
Search Runtime: ` ~ y 


r 


OVP (3X 0.5) = 1.5 


TOTAL 


$5,850 
Print time 1 hour @ 40 40 
Miscellaneous 50 
TOTAL Search cost A $6,020 


Search Schedule: 


| currently have a search running which will not be completed until the end of this week. 1 will be at training 
on Mon and Tue 3/13 - 3/14 and will start your search on Wed 3/15. The search will only take a couple 
of hours to run. J should have results by the end of next week. : 


Please confirm by return E-mail that | have all the parameters correct. 


Later... Tony 


NON-RESPONSIVE MATERIAL 
*44REDACTED*** E 7822 
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DANIEL A. 
BARRY 
07/28/98 02:35 PM 
= 
Record Type: Record 
To: Sandra L. Golas/ GUENED 
ce: See the distribution list at the bottom of this message 


Subject: The ARMS1 problem 


Sandy; 


In an effort to “right the wrong” caused by the processing of NOTES messages through ARMS1 to 
ARMS... | moved 1177 records from various buckets to DUA53:[ARMS1_FILES]. 


Each of these records will have to be processed as follows: 


1. Change each addresees/creator agency designation from "{ DEFAULT ] to whatever it should be i.e [ 
OA] or [OMB J etc. This should be available in the address book. remember that ONDCP is DON and 
OSTP is STP and WHCCTF is CEQ and OVP is VPO... 


2. Based on the agencies above post a copy of the message into the appropriate bucket of buckets. 


3. If the record is to be posted into WHO VPO OPD CEA or NPR buckets then its filename must be 
changed in that bucket to P_ instead of F_ in all other buckets. 

Also the "RECORD TYPE" designator on the very first line of the file should be changed to 
"PRESIDENTIAL" instead of FEDERAL. 


| think that is it. 


Later... Tony 


Message Copied To: 


Robert W. Haas/Qaaneaqyyyaaaa? 
Kathleen K. — 
James B. Wright/ 

Nellie W. Doering/Sasmemymtsgp 
Betty G. Lambuth/ Quan 
Stephen O. Hawkins/ GWENED 
John E. Spriggs aaa 
Laura Crabtree/ @HEMESEEDEEI” 


E 730) 
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Opening Statement by Chery! Mills 
Committee on Government Reform 
U.S. House of Representatives 
May 4, 2000 


Mr. Chairman, Representative Waxman, Members of the Committee on Government 
Reform: 


My name is Cheryl Mills. For almost seven years, I served in the White House Counsel’s 
Office under President Clinton. During my tenure, I served first as Associate Counsel 
and later as Deputy Counsel. When I arrived on January 20, 1993, I was 27 years old; I 
was 34 when I left last October. 


I came into government because I believed that the opportunity to serve this country was 
a valuable one. I believed that giving of my time, my energy, and even my soul, to try to 
make a difference was important. I believed that the gift of one’s labor and one’s love for 
this country was one of the purer things I, like other young people, had to give. 


When I left, it had become hard for me to believe anymore. I left increasingly cynical 
about Congress’ commitment to improving the lives of Americans. I left deeply troubled 
by the culture of partisanship in Washington that with each passing day was threatening 
the very essence of what is good, and what is right, and what is joyful about public 
service. When I left, it was no longer obvious to me that serving in government, with a 
Congress committed to oversight by investigation, was worth the high toll it exacted. 


And the greatness of that injustice, is not in its harm to me. I am but one person. Rather, 
it is the damage that it does to the ideals of all the young people who decide never to 
serve. The young people who decide that no one should have to love their country 
enough, to have their integrity, their service and their commitment to doing the best they 
can, impugned by some who sit in this body. The young people who decide that their 
desire to serve their country and a President, is not outweighed by the risks to their 
reputation, their livelihood and their family. The young people who decide that too many 
who toil in this body have forgotten that their exalted positions are but loaned to them by 
the young — on the understanding that they will seek what is best for our country, not 
what is least. 


I left because I knew that only distance and time would allow me to see again the many 
Members who serve honorably in Congress every day. Members who choose to work 
hard for their constituents on the issues that will enrich their lives. Men and women who 
get up each morning not thinking about how they can bring someone down, but about 
how they can lift us all up. 
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Mr. Chairman, I left because I was tired of playing a role in dramas like today, when so 
many issues that mattered to me that were not being addressed. You have held four days 
of hearings, and spent countless more dollars on depositions and document productions, 
but yet you have not chosen to use your oversight authority to hold one day’s worth of 
hearings about: 


aman who was shot dead by an undercover New York police officer while he was 
getting into a cab, after refusing to buy drugs from that officer; 


any of the 67 cases and counting that have been overturned because officers in 
Los Angeles Police Department planted guns and drugs to frame people, shot an 
unarmed man, and quite possibly shot another man, with no criminal record, 10 
times -- killing him; 


why African American youths charged with drug offenses are 48 times more 
likely than white youths to be sentenced to prison. 


Not to mention all the other ways in which you could spend your time making the lives of 
the individuals you serve better, as opposed to tearing down the staff of a President with 
whose vision and policies you disagree. You could choose from a myriad of issues ~ 
health care, prescription drug benefits, family medical leave, education reform, social 
security, judicial reform. Nothing you discover here today, will feed one person, give 
shelter to someone who is homeless, educate one child, provide health care for one 
family, or offer justice to one African American or Hispanic juvenile. You could do so 
much to transform our country — but instead you are compelled to use your great 

authority and resources to address . . . e-mails. 


The energy your staff will spend poring over hearing transcripts to create a perjury 
referral for you to send to the Justice Department could be spent poring over the latest 
statistics in the Justice Department’s report on the unequal treatment African American 
and Hispanic juveniles receive before the law. And the resources that the Justice 
Department will expend reviewing your allegations ~ causing those public servants and 
their families considerable pain -- could instead be spent investigating why America’s 
justice system unfortunately is still not blind. 


I know I say all this at some personal peril, as my words here today will no doubt make 
me an even greater target of your ire. But when I got your letter last week about 
attending this hearing -- despite having advised you of my long scheduled commitments 
—a letter in which you simply dismissed my prior engagements, stating that you would 
not “indulge my schedule,” I got tired and mad all over again. 


And if I had not had the chance to attend a dinner that night in honor of the Robert F. 
Kennedy Memorial Foundation, I probably would still be mad. Because, I would not 
have had the chance to have my faith renewed by the example of what other men with 
your power have chosen to do throughout history to enhance the lives of others. I would 
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not have been reminded of how Robert Kennedy’s work on behalf of issues like race, and 
justice, and poverty, embodied the true spirit of his greatest words: 


It is from numberless diverse acts of courage and belief that human history is 
shaped. Each time a man stands up for an ideal, or acts to improve the lot of 
others, or strikes out against injustice, he sends forth a tiny ripple of hope; and 
crossing each other from a million different centers of energy and daring, those 
ripples build a current, which can sweep down the mightiest walis of oppression 
and resistance. 


Had I not gone to that dinner, 1 would not have been reminded that the smallness of any 
person, can never overshadow the greatness of those whose acts are bigger than life. I 
would not have been reminded that today, too, will pass. And, that we who love our 
government are strong enough, and not too weary. We can outlast a culture of 
investigation and intimidation and idleness on behalf of issues that can truly improve the 
lives of Americans.. 


Mr. Chairman, I believe in your humanity, and in that of those who serve on your staff. 
That each of you has good and bad days; make good and bad judgments, render good and 
bad decisions. Won’t you believe in the humanity of others with whom you disagree? 
Won’t you believe that as with your mistakes, they too can make mistakes that are not 
conspiratorial? That they too can make a bad judgment, without that judgment being 
pemicious? That they too can do their best each day and expect more than a biased shake 
or a perjury referral from this Committee? That they too can be human, without this 
body using its awesome power to exploit their humanity for political gain? Can Tony 
Barry, a man who has served his government since 1992, expect that? 


I give my last quotation to Robert Kennedy because to me, it is particularly fitting today. 
He said: 


The Constitution protects wisdom and ignorance, compassion and selfishness 
alike, But that dissent which consists simply of sporadic and dramatic acts 
sustained by neither continuing labor or research—that dissent which seeks to 
demolish while lacking both the desire and direction for rebuilding, that dissent 
which, contemptuously or out of laziness, casts aside the practical weapons and 
instruments of change and progress—that kind of dissent is merely self- 
indulgence. It is satisfying, perhaps, only to those who make it. 


I decided that smallness in government cannot win. And that it will not be the weapon to 
defeat my ideals. That it is not powerful enough to alter my belief in the good that so 
many Members who serve in this body do. 


I decided, that in the final analysis, I am not too tired to stand up for all of those who 
believe, even through the drama, that public service is worth the price. 


t## 


ADDITIONAL VIEWS OF HON. DAN BURTON 


The committee’s investigation into the failure to produce both 
White House Office and Office of the Vice President (OVP) e-mails 
is ongoing and active. Since the draft of this report was submitted 
on October 2, 2000, for Members’ consideration, events have contin- 
ued to unfold and new evidence has continued to come to light. In 
the last 2⁄2 weeks, committee members interviewed Attorney Gen- 
eral Janet Reno regarding a number of subjects, including her De- 
partment’s investigation into the e-mail matter. Committee staff 
also re-interviewed Northrop Grumman employees Robert Haas 
and Joseph Lucente, and attempted to interview former White 
House lawyer Lanny Breuer. The White House has produced addi- 
tional relevant documents following the committee’s vote on the re- 
port, and several developments arose from parallel proceedings in 
the civil FBI files case, Alexander v. FBI. 


I. FURTHER EVIDENCE THAT NORTHROP GRUMMAN EMPLOYEES 
WERE THREATENED INTO SECRECY ABOUT THE E-MAIL PROBLEM 


As explained in the report, White House employees threatened 
the Northrop Grumman employees who discovered the e-mail prob- 
lem. The motivation for the White House officials to threaten the 
contract employees into secrecy likely grew out of the fear that the 
e-mail problem would become public during the height of a criminal 
grand jury investigation of the President. Revelations that docu- 
ment searches conducted by the White House had been signifi- 
cantly incomplete would likely have rekindled virtually every one 
of the countless administration scandals of the previous 6 years. 
Thus, it was in the interest of the White House, first, to keep the 
e-mail archiving problems hidden and, second, to avoid recon- 
structing the e-mails from backup tapes for as long as possible. The 
efforts to achieve the first objective assisted in accomplishing the 
second because the secrecy constraints imposed by Mark Lindsay 
and Laura Callahan prevented the problem from being fixed. 


A. ROBERT HAAS TOLD JOSEPH VASTA ABOUT THE THREATS 


Further evidence of the threats against Northrop Grumman em- 
ployees was developed recently when committee staff re-inter- 
viewed Robert Haas on October 11, 2000. Haas explained that the 
reason he, Sandra Golas, and John Spriggs asked to meet with 
Deputy Program Manager Joseph Vasta in late August 1998 was 
that the e-mail reconstruction had not yet begun, and they felt that 
they could not get the problem solved with the secrecy restraints 
under which they had been placed.! He said they needed to “break 
this rule down because it is ridiculous. Without removing the rule, 


1Interview with Robert Haas, Lotus Notes administrator, Northrop Grumman, in Washington, 
DC (Oct. 11, 2000). 
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we could not get it fixed.”? Haas’ contact with Vasta led to the 
meeting between the Northrop Grumman employees and Northrop 
Grumman counsel in September 1998. After this meeting, Haas felt 
free to tell Vasta everything about the e-mail problem, including 
the threats that were directed at him by White House staff.? 

Haas corroborated Spriggs’ account of the meeting with Vasta. 
Haas stated that the group was trying to make him understand 
that there was a serious problem, but was hesitant to share the de- 
tails of the problem with him.* Like Spriggs, Haas said that the 
goal of the meeting with Vasta was to get the “higher-ups” at Nor- 
throp Grumman involved.® Haas also recalled that Spriggs took 
Vasta’s handwritten notes of the meeting away from Vasta. When 
asked why the notes were confiscated, Haas said that the group’s 
standard practice at meetings discussing the Mail2 problem was to 
make copies of the notes necessary to conduct the meeting and 
then to tear them up and place them in a “burn bag.” ® Haas’ recol- 
lection is also consistent with what Spriggs said.” Haas added that 
he maintained a Mail2 burn bag separate from the standard burn 
bags used at the Executive Office of the President (EOP) for docu- 
ments with individual’s names or other private information.® Ac- 
cording to Haas, their practices with regard to Mail2 notes were 
pursuant to the instructions from Laura Callahan and Mark Lind- 
say not to keep notes related to the e-mail archiving problem.? This 
also corroborates Betty Lambuth’s testimony with regard to keep- 
ing notes.1!° 


B. NORTHROP GRUMMAN DIRECTOR OF CONTRACTS JOSEPH LUCENTE’S 
LETTER TO THE CONTRACTOR WAS PROMPTED BY THE ALLEGATIONS 
OF THREATS 


As explained in the report, Northrop Grumman’s director of con- 
tracts, Joseph Lucente, sent a letter to the Contracting Officer on 
the White House facilities contract, Dale Helms, on September 14, 
1998.1! The letter explained that Northrop Grumman management 
was aware of the e-mail archiving problem and that the dysfunc- 
tion prevented the retrieval of messages stored in the system.!2 
The letter also said that Northrop Grumman was aware that Laura 
Callahan had “directed the Company employees to evaluate the 
problem and undertake remedial action, without Northrop Grum- 
man management involvement.” 13 In his first interview, Lucente 
was asked about the ambiguity in that statement.!4 Read one way, 
the statement could mean that Callahan directed the Northrop 


27d. 

31d. 

47d. 

5 Id. 

6 Td. 

7See “The Failure to Produce White House E-mails: Threats, Obstruction, and Unanswered 
Questions,” House Committee on Government Reform, at sec. III.A.4.f. (hereinafter, “e-mail re- 
port”). 

8 Interview with Robert Haas, Lotus Notes administrator, Northrop Grumman, in Washington, 
DC (Oct. 11, 2000). 

9 Td. 


10 See e-mail report at sec. III.A.2. 

11 Northrop Grumman document production NGL 00503 (exhibit 64). 

12 See id. 

131d. 

14 Interview with Joseph Lucente, director of contracts and subcontracts, Northrop Grumman, 
in Washington, DC (May 1, 2000). 
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Grumman employees and did so while merely neglecting to involve 
their managers. Read another way, it could mean that she had spe- 
cifically instructed the employees to do their work in such a way 
as to conceal it from their managers. In response, Lucente indi- 
cated that he understood at the time that Callahan had specifically 
directed the employees not to tell their superiors about the prob- 
lem.!5 He further indicated that he thought it was fundamentally 
unfair for the government to place his company’s employees in that 
position.!® When asked if allegations of threats were an inspiration 
for sending his letter, Lucente replied affirmatively.1” In his second 
interview, conducted on October 17, 2000, Lucente was asked to ex- 
plain in what way the letter had been inspired by allegations of 
threats.18 However, Lucente was prohibited from providing any fur- 
ther explanation by his counsel, who claimed that such information 
was privileged.19 Lucente did confirm, however, that the allega- 
tions of threats were, in fact, an inspiration for the letter.2° 


C. EARL SILBERT’S LAW FIRM HAS ADDITIONAL DOCUMENTS RELATED 
TO HIS CONTACTS WITH THE WHITE HOUSE AND REPRESENTATION 
OF NORTHROP GRUMMAN 


The report outlines how former Watergate prosecutor Earl 
Silbert was hired by Northrop Grumman as outside counsel on the 
contract dispute arising out of the e-mail matter and how Haas tes- 
tified that during a September 11, 1998, conference call he told 
someone referred to as a “gray beard”?! about being threatened.?2 
The report also explains that Silbert’s billing records indicate that 
he had a teleconference with a Northrop Grumman employee on 
September 11, 1998, and then on two other occasions had telecon- 
ferences with someone in the White House Counsel’s Office.23 
Silbert’s contacts with Northrop Grumman employees and the 
White House raise the likelihood that White House lawyers were 
informed about the e-mail problem and the threats against Nor- 
throp Grumman employees by Earl Silbert. 

This already compelling circumstantial evidence has been bol- 
stered further by revelations in Federal court that Silbert’s law 
firm, Piper Marbury Rudnick & Wolfe, is in possession of even 
more documentary evidence regarding Silbert’s work on the matter. 
On October 3, 2000, Piper Marbury provided a privilege log in the 
Alexander case listing 18 documents relating to Silbert’s work on 
the e-mail matter, many of which it withheld under claims of attor- 
ney-client and work-product privileges.24 Among the documents de- 
scribed in the log are undated, handwritten notes by Earl Silbert, 


157d. Given that Lucente has never spoken to Haas without counsel present, this knowledge 
presumably comes from communications he witnessed during meetings between Haas, his col- 
leagues, and corporate counsel. See id. (Oct. 17, 2000). 

ae (May 1, 2000). 


18 Td. (Oct. 17, 2000). 
19 Id. 


20 Td. 

21During his second interview with the committee, Joseph Lucente also stated that Northrop 
Grumman counsel had referred to a “gray beard’s” involvement in the matter. Interview with 
Joseph Lucente, director of contracts and subcontracts, Northrop Grumman, in Washington, DC 
(Oct. 17, 2000). 

22 See e-mail report at sec. III.A.4.g. 

23 Td. 

24Response of Non-Party Witness Piper Marbury Rudnick & Wolfe LLP to Subpoena at ex- 
hibit A, Alexander v. FBI (D.D.C. Oct. 3, 2000) (CA 96-2123) (exhibit AV-1). 
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four drafts of Joseph Lucente’s letter to Dale Helms, a fax 
coversheet with a copy of the Drudge report from December 5, 
1998, and two fax coversheets with handwritten notes of Earl 
Silbert and copies of the Insight article “Computer Glitch Leads to 
Trove of Lost E-mails at White House.” 25 The volume of documents 
in Silbert’s possession confirms that Silbert did perform sub- 
stantive work on Northrop Grumman’s behalf in the e-mail matter. 
Unfortunately, Northrop Grumman has aggressively asserted privi- 
leges, preventing the public from learning what Silbert told the 
White House. 

Judge Lamberth has indicated that these or other documents yet 
to be released may lend even further credibility to allegations of 
threats. During a status conference in Alexander v. FBI on Friday, 
October 13, 2000, Justice Department lawyer Thomas Millet was 
cautioned by Judge Lamberth in the following exchange: 


Millet: In fact, this whole threat issue has been blown out 
of proportion. Remember what Mr. [Haas] said 


The Court: Before you go too far there, you have to recog- 
nize I have some documents in camera on that subject; I 
ordered full briefing on it. But you better not get too far 
out on a limb about what you think happened.?® 


Of particular interest among the documents being withheld by 
Northrop Grumman are the earlier drafts of Joseph Lucente’s Sep- 
tember 14, 1998, letter to Dale Helms. In his first interview, 
Lucente explained that he knew of at least two earlier drafts of his 
letter, both of which were longer than the final version.2’ In his 
second interview with committee staff, Lucente said that he had 
destroyed all copies of the earlier drafts as per an instruction to do 
so by corporate counsel.28 However, Lucente did not know until 
told by staff at the interview that his letter had been reviewed and 
edited by Earl Silbert.29 Therefore, he was unaware that corporate 
counsel for Northrop Grumman had provided a draft to Silbert, 
that Silbert had suggested changes, or that Silbert’s firm, Piper 
Marbury, had retained copies of the earlier drafts.3° Given that 
Lucente has admitted that the allegations of threats were the in- 
spiration for the letter, it is imperative that the drafts be reviewed 
to determine whether they describe more specifically the threats 
made by White House staff. If the discussion of threats was de- 
leted, it would raise the critical question of who deleted the infor- 
mation and why. 


25 Td. 

26 Transcript of Evidentiary Hearing, Alexander v. FBI at 19 (D.D.C. Oct. 13, 2000) (CA 96- 
2123). 

27 Interview with Joseph Lucente, director of contracts and subcontracts, Northrop Grumman, 
in Washington, DC (May 1, 2000). 

287d. (Oct. 17, 2000). 

29 Transcript of Evidentiary Hearing, Alexander v. FBI at 91 (D.D.C. Oct. 3, 2000) (CA 96- 
2123); interview with Joseph Lucente, director of contracts and subcontracts, Northrop Grum- 
man, in Washington, DC (Oct. 17, 2000). 


30Td. 
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D. A TELEPHONE MESSAGE SLIP CONFIRMED CONTACT BETWEEN EARL 
SILBERT AND SPECIAL COUNSEL TO THE PRESIDENT LANNY BREUER 
IN DECEMBER 1998 


The report details testimony from Mark Lindsay in Federal court 
regarding a conversation he had with Special Counsel to the Presi- 
dent Lanny Breuer about Ear] Silbert’s involvement in the e-mail 
matter. Lindsay vaguely recalled being contacted by Breuer to dis- 
cuss a conversation Breuer had with Silbert regarding the contract 
dispute arising from the e-mail archiving problem.?! While it was 
unclear from Lindsay’s testimony what the substance of Silbert’s 
conversation with Breuer entailed and exactly when it occurred, a 
new document has surfaced since filing the report which clarifies 
at least one of those issues. The document is a telephone message 
slip from Silbert’s client file and indicates a call from Lanny Breuer 
on December 30, at 11:27 a.m.32 Silbert’s billing records already in- 
dicated that he called the White House Counsel’s Office on Decem- 
ber 30, 1998.33 This message slip indicates that Lanny Breuer was 
the individual at the White House with whom Silbert spoke. Thus, 
it corroborates Silbert’s billing records as well as Lindsay’s testi- 
mony that Breuer relayed to him a conversation with Silbert. 

Only after several meritless assertions of privilege in an attempt 
to avoid the interview entirely did Silbert reluctantly agree to be 
questioned by the committee on his contacts with the White 
House.?4 As explained in the report, Silbert claimed to recall nei- 
ther the identity of the person at the White House with whom he 
spoke nor anything whatsoever about the substance of the con- 
versation—except of course that it was properly billable to Nor- 
throp Grumman.#5 


E. EARL SILBERT WAS NOT NORTHROP GRUMMAN’S NATURAL CHOICE 
FOR OUTSIDE COUNSEL ON A CONTRACTS MATTER 


Some have attempted to minimize the significance of Earl 
Silbert’s involvement in the matter, attempting to portray it as the 
ordinary involvement of a lawyer in a dispute between the White 
House and Northrop Grumman regarding the scope of the contract 
between the two parties. However, the committee has learned that 
Silbert’s involvement was highly unusual. Joseph Lucente informed 
committee staff that Northrop Grumman usually turned to an at- 
torney named Neil O’Donnell with disputes regarding the scope of 
its contracts.26 Lucente had never worked with Silbert before.?” 
Furthermore, Lucente said he had never heard of Earl Silbert 
working on scope of contract issues for Northrop Grumman in the 
past.38 Thus, it is far more likely that Northrop Grumman in-house 
counsel would have consulted Silbert about whether they had an 


31 See e-mail report at sec. III.C.3. 
32 Letter from Richard J. Oparil, partner, Piper Marbury Rudnick & Wolfe, to Larry Klayman, 
chairman and general counsel, Judicial Watch (Oct. 4, 2000) (message slip attached) (exhibit 


33 See e-mail report at sec. II.A.4.g. 

347d. 

35 Td. 

36 Interview with Joseph Lucente, director of contracts and subcontracts, Northrop Grumman, 
in Washington, DC (Oct. 17, 2000). 

37 Td. 


38 Id, 
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obligation to disclose the “jail cell” comment than about the finer 
points of government contracting. It is also likely that they would 
have consulted with Silbert about whether they had an obligation 
to disclose the existence of the e-mail problem itself and the fact 
that ongoing document searches were incomplete. 


F. LANNY BREUER’S RECOLLECTION OF THE CONTACT WITH EARL 
SILBERT 


Since it became fairly well-established that Lanny Breuer was 
the White House lawyer with whom Silbert spoke at least on one 
occasion in December 1998, the committee attempted to interview 
him to determine whether he had any recollection of the conversa- 
tion. Through his counsel, he was scheduled to be interviewed on 
October 6, 2000, the day after the committee voted on the report. 
He later canceled this interview and rescheduled for Monday, Octo- 
ber 16, 2000, just before the deadline for these additional views. On 
the day of the interview, however, he again canceled and sought to 
reschedule the interview after his testimony in the FBI files litiga- 
tion and the deadline for filing these additional views.39 

On October 19, 2000, Breuer testified in the Alexander case that 
he might have had telephone conversations with Earl Silbert in 
1998, but could not remember any specifics.4° Breuer said there 
could have been occasions for Silbert to have called him at the 
White House.*! Breuer also recalled that Silbert was counsel for 
James Riady and Erskine Bowles, and he and Silbert were profes- 
sional friends.42 Also, Breuer rather implausibly suggested that 
perhaps Silbert might have contacted him because Silbert might 
not have known who else to contact at the White House.4* Accord- 
ing to Breuer, he possibly could have passed Silbert along to Mark 
Lindsay if a contract item came up in a telephone call.44 And, 
Breuer suggested that maybe he and Silbert might have even 
talked about unrelated matters.4° Breuer made it clear that he 
does not remember having specific telephone conversations with 
Silbert regarding the issues of e-mail problems, contracts, or 
threats in 1998.46 He stated that if Silbert would have have raised 
the issue of threats, Breuer would have reported it to Charles 
Ruff.47 He also stated that he took “very, very” few notes while 
working at the White House.48 


G. LUCENTE CONFIRMED THE EXTRAORDINARY NATURE OF OA 
DIRECTOR ADA POSEY’S “SPECIAL TASK ORDER” REQUEST 


As detailed in the report, Northrop Grumman Program Director 
Jim DeWire told committee staff that shortly after learning from 


39 See letter from Mark H. Lynch, partner, Covington & Burling, to David A. Kass, deputy 
counsel & parliamentarian, Committee on Government Reform (Oct. 16, 2000). See also letter 
from David A. Kass, deputy counsel & parliamentarian, Committee on Government Reform, to 
Mark H. Lynch, partner, Covington & Burling (Oct. 16, 2000). 

40 Evidentiary Hearing, Alexander v. FBI (D.D.C. Oct. 19, 2000) (CA 96-2123). 

417d. 

42 Td. 

43 Id. 

441d. 

45 Id. 

46 Id. 

47 Id. 

48 Id. 
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Program Manager Steve Hawkins that his employees were working 
on some sort of secret project, DeWire received a call from the Di- 
rector of the Office of Administration, Ada Posey.49 Posey then pro- 
ceeded to seek permission from DeWire to have government per- 
sonnel direct the private contractors on a special project without 
disclosing the nature or subject matter of the project.5° DeWire 
agreed, requiring only that Posey orally assure him that the project 
was legal and within the scope of the contract.5! DeWire described 
this as a “special task order.” 52 

When asked if he was aware of the “special task order,” Lucente 
said he was not.53 He further said that it would not have been the 
normal way to operate.54 Even though she was the Director of the 
Office of Administration (OA), Ada Posey was not the authorized 
agent for the government on the contract. The authorized agent 
was the contracting officer, Dale Helms. Lucente said that if 
DeWire had asked his advice on the matter he would have rec- 
ommended consultation with in-house counsel, the chief operating 
officer, or the president of the company rather than merely accept- 
ing Posey’s assurances and failing to ensure that the contracting of- 
ficer was at least informed.55 Finally, asked if he would have ad- 
vised DeWire against approving Posey’s request, Lucente said he 
would. Lucente was the director of contracts and subcontracts for 
about 12 years and thus his perspective on this issue is valuable. 
It appears that both Posey’s request and DeWire’s acquiescence to 
it may have been improper. The net effect of both was to allow the 
e-mail problem to remain secret from Northrop Grumman man- 
agers throughout the summer of 1998, delaying the ultimate recon- 
struction and production of relevant subpoenaed e-mail records. 


II. NORTHROP GRUMMAN’S RECENT FAILURE TO COOPERATE WITH 
THE INVESTIGATION 


A. NORTHROP GRUMMAN’S SPECIOUS ASSERTIONS OF PRIVILEGE 


As part of the committee’s investigation into possible obstruction 
of justice regarding the White House’s e-mail problems, the com- 
mittee has been investigating Northrop Grumman’s retention of 
Earl Silbert and his efforts on the company’s behalf. As the report 
notes, Silbert was a former Watergate prosecutor who Northrop 
Grumman hired as outside counsel specifically to deal with the 
White House on the e-mail matter. As the report also noted, the 
significance of Silbert’s contacts with the White House is compel- 
ling. Such contacts might severely undermine the White House’s 
current claims that it did not contemporaneously appreciate its e- 
mail problem. 

In the report, the committee describes evidence suggesting that 
on September 11, 1998, Robert Haas met with Northrop Grumman 
counsel, during which time Haas recounted to Northrop Grumman 


49 See e-mail report at sec. III.D.1. 
Id. 


51 Yd. 

52 Td. 

53 Interview with Joseph Lucente, director of contracts and subcontracts, Northrop Grumman, 
in Washington, DC (Oct. 17, 2000). 

547d. 


55 Id, 
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counsel and Silbert that he had been threatened by White House 
staff.56 The committee’s report also describes how, during Silbert’s 
interview with committee staff, Silbert wholly failed to recall with 
whom he spoke at the White House or the subject matter of his 
communications with the White House Counsel’s Office, which took 
place after Haas apparently spoke to him. And, when his recollec- 
tion was not failing him, Silbert refused to answer questions posed 
by committee staff on the basis of attorney-client privilege and the 
work-product doctrine. Silbert did essentially the same when he 
testified in the recent evidentiary hearings in Alexander v. FBI. 

In those proceedings, Silbert recalled that he was retained by 
Northrop Grumman in September 1998, to represent it “on a mat- 
ter involving government contracts between Northrop Grumman as 
the contractor and the Executive Office of the President as the cus- 
tomer.” 57 Silbert also recalled that the matter for which Northrop 
Grumman retained him regarded a “scope of contract” issue and 
“some instruction given to employees of Grumman.” 58 He even re- 
called having heard that instructions were given to the employees 
not to discuss matters regarding non-archived e-mail outside the 
group.°2 However, Silbert maintained that his communications 
with the White House Counsel’s Office were privileged.®° Under ei- 
ther the attorney-client privilege or work-product doctrine, Silbert’s 
claims are facially without merit. 

Recently, on October 11, 2000, committee staff interviewed Rob- 
ert Haas. At that interview, committee staff attempted to probe 
facts surrounding his conversations with Earl Silbert. During that 
interview, Haas recalled having met with Northrop Grumman in- 
house counsel in Herndon, VA.®! Also, Haas recalled that, in addi- 
tion to in-house counsel, Spriggs, Golas, several contract specialists 
and possibly Jim DeWire, Northrop Grumman’s program manager, 
attended the meeting.®? 

However, when committee staff attempted to question Haas 
about his discussions with Silbert, Haas’ counsel, John M. Bray, of 
King & Spalding, instructed Haas not to tell committee staff who 
attended the meeting via speakerphone, citing attorney-client privi- 


56 See e-mail report at sec. III.A.4.g. 

57 Transcript of Evidentiary Hearing at 37, Alexander v. FBI (D.D.C. Oct. 3, 2000) (CA 96- 
2123). 

587d. at 41. 

59Td. at 89. Interestingly, when Silbert was asked whether he was told that the reason Haas 
could not discuss the problem was because he would go to jail, Silbert left the door open. He 
stated, 


I think in a sense I’ve tried to answer that question. I have no recollection of that, and 
the predicate for your question means to me you may have misconstrued my answer. 
I did not say—I was not, in answering your question, saying this was what the em- 
ployee told me. What I was answering or trying to answer was my understanding of 
an issue that Northrop Grumman’s management was confronting and how to deal with 
it. Id. at 90 (emphasis added). 


60 Td. at 57. 

61Interview with Robert Haas, Lotus Notes administrator, in Washington, DC (Oct. 11, 2000). 
In other words, Haas misspoke when he testified in Alexander v. FBI, the FBI files civil suit, 
in which he identified the location as “Reston.” 

627d. Haas clarified that when he testified in Alexander regarding whether he repeated his 
story to the “gray beard,” the word “recanted” in the transcript should read “recounted.” See 
also Transcript of Evidentiary Hearing at 56-57, 60, Alexander v. FBI (D.D.C. Aug. 14, 2000) 
(CA 96-2123) (original testimony reading “recanted”). 
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lege.63 Even after committee staff reminded counsel that the mere 
fact of someone’s participation in a communication or even his 
identity are not “communications” subject to privilege, counsel in- 
structed Haas not to answer.®4 Later in the interview, counsel di- 
rected Haas not to answer questions intended only to refresh his 
recollection as to his prior testimony in Alexander.© It is troubling 
that counsel would claim privilege over issues previously discussed 
in a public proceeding.66 

In the committee’s October 17, 2000, interview with Joseph 
Lucente, Lucente’s counsel, Ann M. Hart, also from King & Spald- 
ing, continued interposing expansive objections that prevented the 
committee from obtaining needed information. For example, she re- 
peatedly invoked attorney-client privilege over numerous non-privi- 
leged matters, including (1) non-communications, (2) mere facts un- 
derlying the purportedly privileged communications, and (3) facts 
needed to establish the existence of a privilege.°” With regard to 
the latter, counsel saw fit to ignore even the threshold requirement 
in privilege law that only communications between an attorney and 
his client are privileged.68 She stated that, in her view, even dis- 
cussions between two non-lawyers regarding the need for getting 
legal advice was confidential under the attorney-client privilege. In 
fact, at the interview, counsel maintained that “we are putting the 
umbrella [of privilege] over the whole legal advice issue.” ©? Such 
a position either reflects a surprising misunderstanding of basic 
privilege law or an unacceptable failure to cooperate with the Con- 
stitutional prerogative of this committee to exercise its investiga- 
tive oversight function. 

Examples of those questions to which counsel instructed her cli- 
ent not to answer on the basis of privilege included the following: 


e Did either Jim DeWire or Joe Cunningham (Northrop Grumman 
managers who are not lawyers) indicate to you in conversations 
without counsel present why Haas and the others were seeking 
advice from counsel? 


63 Interview with Robert Haas, Lotus Notes administrator, in Washington, DC (Oct. 11, 2000). 
Although Haas and the other Northrop Grumman witnesses are being represented by King & 
Spalding, the cost of their representation is being paid by Northrop Grumman. 

64 

oof 

66 See Transcript of Evidentiary Hearing, Alexander v. FBI (D.D.C. Aug. 14, 2000) (CA 96- 
2123) (Hass’ original testimony). 

67 Jt is beyond dispute that the attorney-client privilege protects only communications between 
a client and the attorney. See Upjohn Co. v. US 449 U.S. 383 (1981). See also id. at 395 (“The 
privilege only protects disclosure of communications; it does not protect disclosure of underlying 
facts by those who communicated with the attorney . . . .”). To claim attorney-client privilege, 
the claimant must provide sufficient information to demonstrate that each element of the doc- 
trine or privilege is satisfied, including the date of communication; the names of the author(s), 
if it’s a document; the recipient and/or all persons given copies of the communication, if it’s a 
document; the identity of those party to the communication, if it’s oral; and a description of the 
subject matter of the document with information sufficient to demonstrate the existence of the 
privilege. See, e.g., 24 Charles Alan Wright, Kenneth W. Graham, Jr., “Federal Practice and Pro- 
cedure” §5507 (2000 pocket part) (RR 503) (citations omitted). Some courts have required the 
claimant to state further whether the primary purpose of the communication withheld on the 
basis of privilege was to seek or provide legal advice or services; whether the communication 
was transmitted in confidence; a statement that the privilege has not been subsequently waived; 
and, if documents, the Bates numbers of the withheld records. See, e.g., US v. Exxon Corp., 87 
F.R.D. 624, 637 (D.D.C. 1980); Vaughn v. Rosen, 484 F.2d 820 (D.C. Cir. 1973), cert. denied, 
415 U.S. 877 (1974). 

68 See, e.g., Alexander v. FBI, 186 F.R.D. 21, 27 (D.D.C. 1998) (holding that information is pro- 
tected by attorney-client privilege only if it relates to a fact conveyed between client and lawyer). 

69 Interview with Joseph Lucente, director of contracts, Northrop Grumman, in Washington, 
DC (Oct. 17, 2000). 
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e Did either DeWire or Cunningham indicate that Northrop 
Grumman employees were seeking legal advice for themselves? 


e To what extent did threats inspire sending your September 14, 
1998, letter? 7° 


e How did Haas go up the chain-of-command in obtaining the ad- 
vice of in-house counsel? 


e If threats were indeed an inspiration of the letter, why did the 
letter not actually include reference to threats? 


e Did earlier drafts of the letter mention threats? 


e To what extent did your concerns about the secrecy instruction 
give rise to sending the letter? 


e Did you believe that Haas, Spriggs, and Golas were seeking 
legal advice? 


e Did they say or do anything to indicate that rather than seek 
legal advice, they were merely seeking to disclose information so 
that counsel could provide legal advice to the corporation? 


e Did legal counsel explain to them that they represented the cor- 
poration’s interests and not the employee's interests? 


e Did legal counsel explain to them that they were interviewing 
them only in order to obtain information for use in providing 
legal advice to the corporation and not to provide legal advice 
to them as individuals? 


e Did legal counsel instruct them that they were to keep the com- 
munication during the meeting confidential? 


e Did legal counsel instruct them specifically about with whom 
they could share the details of the meeting? 


As suggested above, even if counsels’ claims of privilege regard- 
ing Haas’ communications are valid—and they plainly are not—the 
privilege might have nonetheless been waived through disclosures 
by Northrop Grumman employees. Generally, attorney-client privi- 
lege is waived if the client discloses the protected communication 
to a third party.71 Even though a client might not have intended 
to waive the privilege, once the confidential information is disclosed 
to a third party, there is no further need to conceal the information 
to protect the attorney-client relationship; so, the privilege is 
waived.”2 

As described in section III of the report, Haas was the Northrop 
Grumman contractor to whom Laura Callahan directed her com- 
ment that, if he revealed the Mail2 problem to anyone, “there 
would be a jail cell with your name on it.” Joseph Vasta, Northrop 
Grumman’s former deputy project manager on the facilities con- 
tract, stated that when the contractors, including Haas, met with 


70 To this question, Lucente’s attorney cited in-house counsel’s participation in drafting the let- 
ter as a basis for disallowing any questioning as to why the letter was written. She stated, “Joe 
didn’t write the letter in a vacuum.” Interview with Joseph Lucente, director of contracts, Nor- 
throp Grumman, in Washington, DC (Oct. 17, 2000). 

71Thomas R. Mulroy Jr. & W. Joseph Thesing Jr., “Confidential Concerns in Internal Cor- 
porate Investigations,” 25 Tort & Ins. L.J. 48, 53 (1989). 

72Ross G. Greenberg, Jordan Klingsberg & Deidre Mulligan, “Attorney-Client Privilege,” 30 
Am. Crim. L. Rev. 1011 (1993) (citing generally Michael E. Prangle, “The Inadvertent Waiver 
of Privilege,” 28 Tort & Ins. L.J. 637 (1991)). 
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him in August 28, 1998, Jim Webster (Betty Lambuth’s replace- 
ment) had been meeting with OA staff without the contractors.73 
So, he noted that the contractors were concerned that Webster’s 
having done so “might get them in trouble.” 74 Vasta further noted 
that “to enable the employees to meet with an attorney to freely 
discuss their concerns, Jim DeWire [the program director] sched- 
uled a meeting among the team and Ralph Pope [from in-house 
counsel’s office] on September 9, 1998.” 75 Also, Joseph Lucente con- 
firmed that he understood that, when Haas came in to see in-house 
counsel, Haas was in fact seeking legal advice.”6 So, the evidence 
suggests that when Haas and the other contractors met with in- 
house counsel, they were seeking legal advice for themselves. 

Central to the question as to who may waive an attorney-client 
privilege is the issue of who actually bears the privilege. If Haas 
or the other employees who sought the meeting with in-house coun- 
sel bear the privilege, it is theirs to waive. However, if the corpora- 
tion bears the privilege, the analysis becomes more complex. Cer- 
tainly, a corporation’s directors and officers can waive the privilege. 
However, a corporation might seek, as Northrop Grumman appar- 
ently does here, to have the privilege expanded to capture commu- 
nications involving employees outside the “control group.” In such 
a case, a reviewing court might well not allow Northrop Grumman 
to enjoy the benefits of an expanded attorney-client privilege with- 
out likewise accepting the consequences that the privilege could be 
waived by a lower-level employee like Haas—someone outside the 
“control group.” 77 In order to evaluate the claim, however, the com- 
mittee needs to have its questions regarding the merits of Northrop 
Grumman’s privilege claim answered.78 


73 Interview with Joseph Vasta, former program manager, Northrop Grumman, in Wash- 
ington, DC (June 28, 2000). See also Joseph Vasta document production (exhibit 155) (docu- 
menting Aug. 28, 1998, and Sept. 3, 1998, meetings with contractors). 

74Interview with Joseph Vasta, former program manager, Northrop Grumman, in Wash- 
ington, DC (June 28, 2000) (emphasis added). 

75 Joseph Vasta document production (exhibit 155) (emphasis added). 

76 Interview with Joseph Lucente, director of contracts, Northrop Grumman, in Washington, 
DC (Oct. 17, 2000). Counsel for the Northrop Grumman employees have consistently maintained 
that Haas and the other contractors do not bear the privilege. Presumably, they are arguing 
that when they met with in-house counsel, they were seeking legal advice for the corporation. 
However, such a position is subject to question. Indeed, the contractors were low-level employ- 
ees, who were in no position to seek legal advice for the company. And, even if they did—such 
that they could be deemed within Northrop Grumman’s “control group”’—they (as members of 
the company’s control group) would have had the authority to waive the privilege on the com- 
pany’s behalf. 

77There appears to be some authority on point. See, e.g., Jonathan Corp. v. Prime Computer, 
Inc. 114 F.R.D. 693 (E.D.Va. 1987) (“Prime seeks protection through the attorney-client privilege 
on a legal communication made to individuals outside of Prime’s ‘control group.’ Then, Prime 
claims that while it is entitled to the benefits of the privilege on this communication, it is not 
responsible for any waiver of the privilege on the communication by one of these individuals 
outside the ‘control group.’ In other words, [Prime claims] the privilege can be created for the 
benefit of legal communications with employees at all levels but cannot be waived or destroyed 
by these employees. This proposition is inconsistent with a joint reading and the holdings [of 
the Supreme Court] in Weintraub and Upjohn Co.”). 

78“The precedents of the Senate and House of Representatives, which are founded on Con- 
gress’ inherent constitutional prerogative to investigate, establish that the acceptance of a claim 
of attorney-client or work product privilege rests in the sound discretion of a congressional com- 
mittee regardless of whether a court would uphold the claim in the context of litigation.” See 
Morton Rosenberg, “CRS Report for Congress: Investigative Oversight—An Introduction to the 
Law, Practice and Procedure of Congressional Inquiry” 43 (1995). However, a committee may 
consider and evaluate the strength of a claimant’s assertion in light of the potential unavail- 
ability of the privilege to the claimant if it were raised in a judicial forum. Id. at 44. See also 
Exxon Corp., 87 F.R.D. at 637 (“This court has recognized the necessity of asserting the attor- 
ney-client privilege in a manner specific enough to allow the court to adjudicate the merits of 
its invocation. [citation omitted] A mere assertion of privilege [without more] is insufficient.”) 
(citing SEC v. Dresser Industries, Inc., 453 F.Supp. 573, 576 (D.D.C. 1978)). As stated above, 
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Under any analysis, Haas might very well have waived the privi- 
lege. For example, in Haas’ most recent interview, Haas told com- 
mittee staff of a conversation he had with Northrop Grumman Dep- 
uty Program Manager Joseph Vasta following his meeting with cor- 
porate counsel in September 1998.79 The discussion took place in- 
formally “by the coffee pot.” 8° Haas said he told Vasta about the 
threats because he expected that Vasta would have been briefed 
about the threats and that he “no longer had to worry about going 
to jail.” 8t Asked specifically if he told Vasta about his discussions 
with Northrop Grumman counsel, Haas replied, “yes.” 82 Vasta did 
not attend that meeting and is not an attorney. Furthermore, the 
committee has found no evidence that Haas was authorized by the 
managers at the meeting to disclose to Vasta the details of his pur- 
portedly privileged communications with counsel. 


B. NORTHROP GRUMMAN’S REFUSAL TO WAIVE ATTORNEY-CLIENT 
PRIVILEGE 


As indicated above, Northrop Grumman’s assertions of privilege 
are disturbing. Its baseless assertions of privilege have been made 
despite the fact that counsel had been informed that Congress need 
not recognize the attorney-client privilege. Northrop Grumman’s re- 
fusal simply to waive the privilege is equally disturbing. Early in 
the committee’s investigation of Earl Silbert’s efforts on Northrop 
Grumman’s behalf, Northrop Grumman indicated that it did not in- 
tend to waive attorney-client privilege. On September 21, 2000, the 
committee informed Northrop Grumman chairman, president, and 
CEO, Kent Kresa, of its intent to issue a subpoena for his appear- 
ance before the committee to explain the company’s decision to as- 
sert the privilege. Kresa responded on the next day simply saying 
that “[w]e believe that who [Silbert] contacted and for what pur- 
pose, and what information that he chose to report back to the 
Iclompany are protected by the attorney-client privilege, and we 
simply will not waive that privilege.” 83 

However, to date, the committee has interviewed or taken testi- 
mony from several Northrop Grumman witnesses who recounted 
being subjected to threats and intimidation to work on the Mail2 
project in secret and without direction from their Northrop Grum- 
man managers. Those facts are already out in the open. When 
they—including Haas—originally gave the committee their ac- 
counts, none of them asserted any privileges, and Northrop Grum- 
man cooperated with the committee. But now, for whatever reason, 
they have begun claiming privileges. Northrop Grumman’s change 
of attitude is disappointing, and has prevented the committee from 
gathering necessary facts. 


courts have required privilege claimants to state, among other things, whether the primary pur- 
pose of the communication withheld on the basis of privilege was to seek or provide legal advice 
or services. See, e.g., US v. Exxon Corp., 87 F.R.D. 624, 637 (D.D.C. 1980). 

79 See interview with Robert Haas, Lotus Notes administrator, Northrop Grumman, in Wash- 
ington, DC (Oct. 11, 2000). 

80 Jd. 


81 Jd. 

827d. 

83 Letter from Kent Kresa, chairman, president and chief executive officer, Northrop Grum- 
man, to the Honorable Dan Burton, chairman, Committee on Government Reform (Sept. 22, 
2000). 
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Northrop Grumman’s lack of cooperation was also evident in the 
questioning of Earl Silbert in the Alexander case: when asked 
about various documents which he claimed were privileged, Silbert 
conceded that he had not looked at them since he originally gen- 
erated them in September 1998. 


Q. All right. Given your involvement in this controversy, 
how is it that you never bothered to look at [those docu- 
ments]? 


A. [T]he reason I did not look at the notes is that I was 
concerned that if I did look at the notes and, in fact, 
they—that if I did look at the notes, then there would be 
a basis for you to claim a waiver of the attorney/client 
privilege, and I believe there is case law in the District of 
Columbia, a 1980 decision by a District Court Judge, to 
that effect. I tried to be very careful, again, to comply with 
the rules of professional conduct and the instructions of 
my client. 


Q. You’re saying that simply by looking at your notes, 
which you claim an attorney/client privilege and work 
product—— 


A. Yes. 


Q. that just by looking at them you would waive your 
privileges? 


A. There was, in my view, a risk that that would happen, 
and I believe there is some case law to support that.84 


The lengths to which Silbert went in order to preserve the privi- 
lege were in response to an instruction from Northrop Grumman 
General Counsel W. Burks Terry to “observe the privilege, honor 
the privilege.” 85 Needless to say, this is quite troubling. As Judge 
Lamberth noted, 


General Counsel of Northrop Grumman called Mr. Silbert 
and told him to claim the attorney-client privilege to the 
maximum extent possible; that was the instruction he had 
when he came down here. And he didn’t review one note 
that might be attorney-client privilege, so he wouldn’t acci- 
dentally tell anything that he really knew, that his mem- 
ory could be refreshed from.®6 


Silbert’s rather tortured justification for not having looked at even 
a single document for which he claims privilege, prior to the sub- 
mission of the privilege log by Northrop Grumman counsel, is—at 
the very least—indicative of the lengths to which Northrop Grum- 
man is willing to go to assert the privilege. At the most, it reflects 
an intent by Silbert to keep relevant information from a judicial 
tribunal. 

After Silbert testified in Alexander, Judge Lamberth suggested to 
the Justice Department, which is representing the White House, 


84Transcript of Evidentiary Hearings at 50, Alexander v. FBI (D.D.C. Oct. 3, 2000) (CA 96- 
2123). 

85 Id. at 55-56. 

867d. at 21. 
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that the White House ask Northrop Grumman simply to waive the 
privilege. 
It would be important for the White House to say to Nor- 
throp Grumman, “Why don’t you waive your attorney-cli- 
ent privilege?” I mean, Northrop Grumman feels under 
some compulsion to claim this attorney-client privilege on 
these important matters. I don’t understand why your cli- 
ent couldn’t suggest to Northrop Grumman [that] they 
waive it and allow the facts to be produced, rather than 
hiding behind the privilege.” 


He continued, “[the] White House can sit back and let Northrop 
Grumman do that and make no comment, if that’s the posture that 
the White House wants to be in, but I suggest it would be in 
everybody’s interest for the facts to come out.”88 The Judge ob- 
served, “It’s very curious that Northrop Grumman feels so com- 
pelled to go to such great lengths to tell Mr. Silbert to come down 
and invoke [the privilege] the way he invoked it. It’s just a little 
odd to me.” 89 “But I just find it very odd that Northrop Grumman 
wants to prevent the facts from coming out.” 9° 

It appears that the Justice Department and the White House 
are, in fact, content with permitting Northrop Grumman to claim 
privilege over these matters, preventing the public from learning 
what really happened. It also appears that Northrop Grumman is 
intent on covering up actions taken by White House staff to threat- 
en and intimidate Northrop Grumman employees. It is surprising 
that Northrop Grumman does not have greater concern for either 
the welfare of its employees, or the public’s interest in a matter of 
national significance. 


C. NORTHROP GRUMMAN’S FAILURE TO PROVIDE DOCUMENTS IN A 
TIMELY MANNER 


At the outset of the committee’s investigation, a generalized doc- 
ument subpoena was sent to Northrop Grumman Corp. Pursuant 
to this March 9, 2000, subpoena, Northrop Grumman produced to 
the committee 608 pages of documents numbered NGL 00001 
through NGL 00608 on March 20, 2000.9! Through 4 days of com- 
mittee hearings held between the end of March and the beginning 
of May and throughout the summer of 2000, the committee re- 
ceived no further document productions from Northrop Grumman. 
Then, on August 14, 2000, committee staff learned—only through 
monitoring the related evidentiary hearings being held in the Alex- 
ander litigation—that Northrop Grumman had produced in that 
proceeding documents bearing apparently the same numbering 
scheme but higher than NGL 00608. One document mentioned in 
particular, NGL 00795, was a page of handwritten notes reading 
in part, “Instructed never to commit to paper. Each person on 
Mail2 registered from a list.” Northrop Grumman failed to produce 


87Td. at 20. 
88 Td. 
89 Td. 
90 Td. at 22. 


91 Letter from H. Lowell Brown, assistant general counsel, Northrop Grumman, to James C. 
Wilson, chief counsel, Committee on Government Reform (Mar. 20, 2000). 
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this clearly responsive document to the committee for more than 5 
months. 

On August 29, 2000, committee counsel wrote to the vice presi- 
dent and assistant general counsel of Northrop Grumman and re- 
quested that the document be produced as required by the March 
9, 2000, subpoena. The letter also requested, “All records that have 
been provided to the court in Alexander v. FBI. This includes all 
materials bates numbered above NGL 00608. . . . If documents are 
produced pursuant to Alexander in the future, please provide them 
to the Committee.” 92 The following day, August 30, 2000, Richard 
Oparil responded in detail to the letter and provided 658 additional 
pages of responsive documents. However, since that date, he has ig- 
nored the committee’s unambiguous, continuing request to provide 
all documents produced pursuant to Alexander in the future. For 
example, to this date Oparil has not produced to the committee a 
copy of the Lanny Breuer message slip numbered NGL 01398, 
which indicates contact with Earl Silbert. Presuming that the in- 
tervening numbered documents, NGL 01268 through NGL 01392, 
were also produced to the Alexander court, then Oparil has also 
failed to provide the committee with another 126 pages of re- 
quested documents. Additionally, on the day of Earl Silbert’s testi- 
mony before Judge Lamberth, Oparil produced a privilege log and 
documents numbered up to NGL 01405. Ordinarily, any one of 
these shortcomings would be dismissed as inattention to detail or 
a simple oversight. However, taken together and in combination 
with the specious claims of privilege discussed above, the group of 
lawyers associated with Northrop Grumman appears to be doing 
everything possible to prevent the American people from learning 
the complete truth about the White House e-mail archiving prob- 
lem. The question is “why?” 


II. FURTHER EVIDENCE OF THE INSUFFICIENCY OF THE TEST 
SEARCH AND THE UNRAVELING OF THE “DISCONNECT” DEFENSE 


A. THE ATTORNEY WHO PERFORMED THE COMPARISON CHANGED HER 
STORY 


As discussed in section II.C of the report, Associate White House 
Counsel Michelle Peterson was tasked with comparing a stack of 
e-mails to documents that had already been produced to the inde- 
pendent counsel in the Lewinsky investigation. The purpose of the 
comparison was to determine if there was a problem with prior doc- 
ument productions. Peterson, Cheryl Mills, and other witnesses 
told the committee that the results of the comparison test were 
identical and that the White House Counsel’s Office therefore con- 
cluded that there was no problem with prior searches or produc- 
tions. However, Peterson’s story recently began to unravel. On Sep- 
tember 28, 2000, Peterson submitted an affidavit to the Alexander 
court indicating that Peterson’s earlier testimony to the court, and 
by implication, her statements to this committee, were inaccurate. 
Peterson testified that during the course of her testimony to the 
grand jury convened by the Independent Counsel’s Office to inves- 


92 Letter from James C. Wilson, chief counsel, Committee on Government Reform, to H. Lowell 
Brown, assistant general counsel, Northrop Grumman (Aug. 29, 2000). 
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tigate the e-mail matter, it appeared from the documents shown to 
her that she “may have been mistaken with respect to one or pos- 
sibly two e-mails.” 93 After the committee voted on the report, new 
evidence regarding her testimony came to light that further under- 
mined Peterson’s claim that the two stacks were identical. 

It now appears that even Peterson’s affidavit that was submitted 
to correct her earlier misstatements understated the extent of her 
error, in that she had not described the missing 69-page index. In 
an October 5, 2000, letter written to Peterson’s attorney and cour- 
tesy copied to Judge Lamberth, the deputy independent counsel ex- 
plained that Peterson did not fully correct her misstatements: 


While I appreciate Ms. Peterson disclosing to the Court by 
way of her declaration the existence of the index and the 
fact that it was not produced to this Office, I believe that 
her attempt to suggest that the index was not required to 
have been produced to this Office, at least in June 1998, 
is both inaccurate and misleading. Her declaration (para- 
graph 10) states that the index “appeared to be a docu- 
ment that was created after the date of the subpoena,” 
presumably because the index which she reviewed had not 
been printed onto paper until June of 1998 in conjunction 
with the test run. By that reasoning neither the index, nor 
any of the e-mails, were required to be produced, inasmuch 
as they were not printed onto paper (or “created” to use 
her term) until after the date of the subpoena. The fact is 
that the index, like the e-mails, was required to have been 
produced to this Office because it existed in electronic form 
prior to the issue date of the subpoena.94 


Not only did Peterson inaccurately tell this committee that the 
two stacks were identical, she also testified to the same in Federal 
court. As the Independent Counsel’s Office pointed out in its letter, 
Peterson’s testimony before Judge Lamberth on August 28, 2000, 
included statements such as “[elverything that was in the stack 
that Ms. Mills gave me was also contained in the stack that we had 
already produced to Independent Counsel Starr;”%> and “[t]he fact 
that all of these documents had been produced meant that I didn’t 
have to write a letter or make a call explaining there were addi- 
tional documents that hadn’t been produced.” 9° Those statements 
were clearly false. It is telling that the Office of Independent Coun- 
sel found Peterson’s testimony so troubling that they felt obliged to 
inform the court of all of the information Peterson left out of her 
affidavit. 

Given the foregoing, the assertions by White House officials that 
they could reasonably rely on the test search to conclude that there 
was no problem with e-mail productions become much less tenable. 
Indeed, the entire theory of the “disconnect” rests on the White 
House’s reliance on the increasingly faulty comparison test. As 


93 Third declaration of Michelle Peterson at 16, Alexander v. FBI (D.D.C. Sept. 27, 2000) (CA 
96-2123). 

94 Letter from Jay Apperson, deputy independent counsel, Office of the Independent Counsel, 
to the Honorable Royce C. Lamberth, U.S. District Judge, District of Columbia 5 (Oct. 5, 2000) 
(referring to attachment 3, pages 1-2) (exhibit AV—3) (emphasis in original). 

95 Td. 


96 Td. 
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Michelle Peterson’s claim that the e-mail stacks were identical con- 
tinues to unravel, the White House’s already flimsy “disconnect” 
defense becomes even less plausible. 


B. MARK LINDSAY FAILED TO ACT AFTER LEARNING OF THE 
COMPARISON RESULTS 


The validity of the “disconnect” defense is further eroded by testi- 
mony from Mark Lindsay. Prior to his August 23, 2000, testimony 
in the Alexander case, Lindsay told the committee that, in briefing 
his superiors of the e-mail problem, he needed to “try to collect the 
information as soberly and deliberately as we could and then 
present that information.” 97 He further stated that once he deliv- 
ered the memo outlining the e-mail problem to his superiors, he 
“could put a bit of a sigh of relief, because, frankly, we had con- 
veyed it, and then it was up to them to provide the—particularly 
the legal folks—to provide the legal analysis based on the informa- 
tion, the evidence, and the materials that they had which I didn’t 
have access to at that particular time.” 9° However, as his testi- 
mony in Alexander that follows shows, the memo that went to Po- 
desta and Ruff was not the end of Lindsay’s communications with 
the White House Counsel’s Office concerning the ARMS system. 


Q. And the search confirmed that, in fact, there were e- 
mails that had not been archived that were responsive to 
subpoenas of the Independent Counsel in the Lewinsky 
matter? 


A. That was not my understanding. Quite the opposite. 
My—I think that it is accurate to say that I was concerned 
about what the nature of this result was going to be. When 
it went to them, the information that I got back was that 
the information was 100 percent duplicates of information 
that had already been provided. 


Q. Who did you talk to who said it was duplicates? 


A. I don’t remember specifically who it was. But there 
were numerous people I talked to in the counsel’s office. 


Q. But you say you don’t remember specifically. Who ge- 
nerically was it? 


A. It may have been Mr. Ruff. It may have been Lanny 
Breuer. It may have been Shelly Peterson. I don’t know 
which one, but someone in the counsel’s office who is in a 
position who knew something about this matter said to 
me, it wasn’t anything.99 


97“ Missing White House E-mails, Mismanagement of Subpoenaed Records,” hearings before 
the Committee on Government Reform, 106th Cong. 237 (Mar. 23, 2000) (testimony of Mark 
Lindsay, Assistant to the President for Management and Administration, the White House). 

987d. at 238. 

99 Transcript of Evidentiary Hearing at 145, Alexander v. FBI (D.D.C. Aug. 25, 2000) (CA 96- 
2123). It should be noted that Lindsay told the committee at the Mar. 23, 2000, hearing that 
he heard word back that the test showed duplicates, but he did not say that he received this 
information from someone in the White House Counsel’s Office. “Missing White House E-mails, 
Mismanagement of Subpoenaed Records,” hearings before the Committee on Government Re- 
form, 106th Cong. 259 (Mar. 23, 2000) (testimony of Mark Lindsay, Assistant to the President 
for Management and Administration, the White House). 
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This testimony greatly undermines the “disconnect” defense. As 
described in sections III.C.5 and III.E.1 of the report, Lindsay was 
told repeatedly by Kathleen Gallant and others on his staff that 
there was a problem with the ARMS system. Gallant also told the 
committee that she forwarded e-mails from Tony Barry to Lindsay 
when he was OA Counsel. Although Gallant did not recall which 
e-mails she specifically forwarded to Lindsay, one of Barry’s e-mails 
in that time period read, “I feel that the records must be recreated 
and any searches need to be reperformed if the requestors feel it 
is necessaryl.] . . . This seems like a daunting proposition, but I 
do not see any other alternative.” 100 And as Gallant wrote in re- 
sponse to this e-mail, “I also agree with Tony about the new 
searches that will have to be done. We need direction from OA 
Counsel on that front.” 101 

In essence, it is virtually impossible that Lindsay did not know 
that there was an ongoing problem with e-mail searches. The dif- 
ficulties his staff were facing in curing the e-mail problem were 
communicated to him by Gallant at weekly meetings. When he 
heard from someone at the White House Counsel’s Office that there 
was a match between the two stacks, he must have known that ei- 
ther the White House Counsel’s Office was mistaken, or that his 
staff were mistaken. It is simply illogical that Lindsay would allow 
the staff at OA to continue to struggle through the “fixing the 
bleeding” phase of the ARMS project if he was confident that the 
White House Counsel’s Office had determined that there was not 
a problem with e-mail searches. In sum, Lindsay should have in- 
formed the White House Counsel’s Office that they were mistaken. 
That he apparently did not is further evidence that Lindsay may 
have been involved in obstruction of justice. 


IV. THE JUSTICE DEPARTMENT’S QUESTIONABLE HANDLING OF THE 
E-MAIL MATTER 


A. EXAMPLES OF ADVOCACY IN ALEXANDER V. FBI THAT UNDERMINE 
CONFIDENCE IN THE PURPORTED CRIMINAL INVESTIGATION 


As discussed in detail in section V of the report, the Justice De- 
partment has an inherent conflict of interest in its investigation of 
the White House e-mail problem. The Justice Department is on 
both sides of the same case. The Department’s criminal investiga- 
tion of the e-mail matter—if conducted properly—would entail Jus- 
tice Department lawyers investigating the actions of the Justice 
Department lawyers who are currently defending the White House 
in the Alexander v. FBI case. As a threshold matter, a proper 
criminal investigation would have to look into the role of Justice 
Department lawyers, including James Gilligan, Allison Giles, and 
others, in the submission of Daniel Barry’s false affidavits and his 
false deposition testimony to the court in Alexander. It is problem- 
atic that the Justice Department has already sent Barry a letter 
indicating that he is not a target of the e-mail investigation. 


100 White House document production E 0999 (exhibit 52). 

101 White House document production E 1002 (exhibit 40). This response to Barry’s e-mail 
demonstrates that Gallant most likely communicated to Lindsay the need to re-perform the 
searches when she pulled him aside at the weekly meetings. 
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At a September 26, 2000, hearing, the committee attempted to 
gather facts necessary to understand the nature of the Justice De- 
partment’s criminal investigation. Committee members sought for 
basic facts from Alan Gershel, deputy assistant attorney general. 
Gershel refused to answer almost all of the committee’s questions, 
including how many attorneys were working on the criminal inves- 
tigation.1°? The refusal of Justice Department officials to disclose 
even the most basic facts leads to the conclusion that it will be dif- 
ficult, if not impossible, to determine whether the Justice Depart- 
ment has properly investigated the role of its own attorneys in the 
Alexander case. However, as is discussed in section V of the report, 
the evidence strongly suggests that the Department is not con- 
ducting a vigorous investigation and has therefore most likely not 
adequately probed the role of its own attorneys in covering for pos- 
sible obstruction of justice by the White House. 

In that context, the aggressive advocacy of the White House posi- 
tion by Justice Department attorneys is particularly troubling. Fol- 
lowing the “no target” letter being sent to Barry, Justice Depart- 
ment attorneys made several arguments to the court in the Alex- 
ander case that appeared to be nothing more than a recitation of 
White House spin. In attempting to have the court end its inquiry 
into possible obstruction of justice, Justice Department attorney 
Thomas Millet heavily relied on the “disconnect” defense put forth 
by the White House. Millet even invoked Mark Lindsay—the very 
person at the center of the alleged obstruction of justice—as the au- 
thority for the defense. Several examples follow: 


Millet: [I] think the underlying question that the Court 
had, again, is why weren’t you told sooner. I think Mr. 
Lindsay gave you your answer on Wednesday. The answer 
was frankly: 


Court: That he passed the buck. He said it’s White House 
Counsel’s problem, not his. 


Millet: In part. 
Court: That’s all he did was pass the buck. 


Millet: In part, but I think he also was very candid with 
Your Honor in saying that at the time he and the other 
higherups who are responsible for making these decisions 
either didn’t understand or didn’t appreciate what he 
called the people who were doing the real work doing these 
searches actually knew, and that they did perform a test. 
It wasn’t a perfect test, but it was a test. And when he fin- 
ished it, they thought they had the problem solved that it 
wasn’t really a problem. There was clearly a disconnect be- 
tween the people doing the work and the people making the 
decision. I think that’s the answer to the Court’s question 
that if we want to go forward with more witnesses and 
more evidence—— 


102 See “Contacts Between Northrop Grumman Corporation and the White House Regarding 
Missing White House E-mails,” hearings before the Committee on Government Reform, 106th 
Cong. 40 (Sept. 26, 2000). 
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Court: It never dawned on any of them to tell any lawyer 
in the Justice Department about this test or any of that 
other information? See it’s really a notion that is not akin 
to the Court’s own experience in how real life works. They 
do a little test like that to see whether this works and they 
never tell any of the lawyers working on case? 


Millet: Your Honor, if we go forward with more evidence 
and were required to put the Justice Department attor- 
neys on the stand and have them testify, which frankly to 
me is a very big step that the Court should not undertake 
lightly and I don’t [sic] the Court should undertake on the 
basis of this record, you're going to hear that inquiries were 
made and the answer that you heard from Mr. Lindsay 
was the answer that came back to the Justice Department. 
I can represent that to the Court. I have interviewed my 
colleagues. That is the answer. We can go through that 
processes, but it is the same answer that you heard from 
Mr. Lindsay on Wednesday|.] 1? 


x x ok x x 


Millet: [S]ometimes lawyers and technical people don’t al- 
ways understand each other, don’t always use the same 
language, don’t always use the same words to mean the 
same things. I think, again, on Wednesday Mr. Lindsay 
put his finger on the problem as being that kind of dis- 
connect between the lawyers and the technical people just 
perhaps not understanding each other and not appre- 
ciating what they were being told as being the real core of 
what happened here[.] 104 


x x ok x * 


Millet: You have your answer. I think Mr. Lindsay gave 
you your answer. I can’t express it any better than he did. 
There was a breakdown between technical people and the 
higherups. The higherups thought the problem was ad- 
dressed. As Mr. Lindsay said, they didn’t know or under- 
stand what the people who were doing the real work knew, 
and that was the—— 


Court: To decide the question though of whether it was 
negligent, reckless, or deliberate, would I not need to 
know—have more evidence about what the testing was or 
how that conclusion was reached? 


Millet: I don’t think so, Your Honor. I think you’ve heard 
in the record—for that matter you can look—for that point, 
you can look at the congressional testimony, particularly 
Mr. Ruffs. You can see—as the people who actually pulled 
the documents did appear before you, they told you what 


103 Transcript of Evidentiary Hearing at 10-11, Alexander v. FBI (D.D.C. Aug. 25, 2000) (CA 
96-2123) (emphasis added). 
104 Tq. at 15 (emphasis added). 
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they did, what they did with the documents, and what 
happened with them. I think between—between what Mr. 
Lindsay said, I think it would be appropriate to look at the 
congressional testimony. Between what’s in there, you'll see 
that that’s the answer.1° 


Another Justice Department lawyer, Elizabeth Shapiro, came to 
the personal defense of White House lawyers Michelle Peterson and 
Sally Paxton in a representation to Judge Lamberth: 


I want to say one last thing and may be somewhat out of 
turn. When the Court spoke about White House Counsel 
who worked on this case, I just wanted to make it clear 
that we are not—this is not the apt’s [sic] case. I don’t 
know the experience of that case, but I can speak to the 
experience in this case. That’s Ms. Paxton and Peterson 
have acted in every way as diligently any [sic] agency coun- 
sel I have ever encountered. They have worked long and 
hard and produced thousands and thousands of documents 
and engaged in long periods of discovery I have with ex- 
treme diligence. I would want to say that on their behalf. 1° 


This kind of overzealous advocacy by the Justice Department on 
behalf of the White House indicates why the Justice Department 
cannot be counted upon to conduct a thorough investigation of this 
matter. It is difficult to believe that the Justice Department would 
conduct a serious criminal investigation of a White House lawyer 
such as Peterson while, at the same time, a Justice Department 
lawyer provides such a glowing character reference for her in court. 


B. THE ATTORNEY GENERAL’S FAILURE TO ALLOCATE ADEQUATE 
RESOURCES TO THE E-MAIL INVESTIGATION 


The advocacy and overreaching of Justice Department attorneys 
is especially troubling in light of the apparent lack of a serious in- 
vestigation of the e-mail scandal on the part of the Justice Depart- 
ment’s Campaign Financing Task Force. The Justice Department 
seems willing to devote more attorneys and resources to the de- 
fense of the White House than to the investigation of it. Deputy As- 
sistant Attorney General Alan Gershel’s refusal to disclose even a 
ballpark estimate of the number of attorneys working on the crimi- 
nal investigation does nothing to allay those concerns. 

Perhaps even more revealing are recent statements made by At- 
torney General Reno during an interview with committee staff. The 
Attorney General was asked to give an estimate of the number of 
attorneys working on the e-mail investigation because of the con- 
cern in hearing that only one part-time attorney was on the 
case.107 The Attorney General failed to provide an estimate.!°8 The 
following exchange then took place between committee counsel and 
the Attorney General: 


Counsel: If there were for a period of weeks no attorneys— 
and we know there are FBI agents but if there were no 


105 Jd. at 29 (emphasis added). 

106 Tq. at 99 (emphasis added). 

107 Transcript of interview with the Honorable Janet Reno, Attorney General, Department of 
Justice, in Washington, DC, at 9 (Oct. 5, 2000). 

108 Jd. 
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Department of Justice attorneys devoted full-time to this 
matter, would you answer that to be a sufficient number 
of attorneys devoted to this matter? 


Reno: If there were sufficient attorneys devoted to the 
matter, I would consider it to be sufficient. 


Counsel: But would zero be sufficient? 


Reno: Your question was whether there would be sufficient 
people if there was not a full-time attorney devoted to it. 
How I devote attorneys I think should be an executive 
function and I think based on everything that I have been 
advised—as to which I have been advised, there are suffi- 
cient. 


Counsel: Okay. And we are not going to go too much fur- 
ther but I did want to get back to my original question, 
which is if there were zero attorneys, would that be in 
your view in this situation sufficient? 


Reno: If there were zero attorneys what? 
Counsel: Devoted to full-time staffing of the—— 


Reno: Yes, it could be possible that if you had different at- 
torneys devoted to [it] less than full-time.!°° 


From this exchange, the Attorney General apparently conceded 
that in her opinion having no full-time Justice Department attor- 
neys working on the e-mail investigation could be sufficient. While 
the Attorney General refused to actually confirm that there are no 
full-time attorneys working on the e-mail investigation, such a con- 
clusion is consistent with information obtained by the committee. 
This underscores the inherent conflict of interest of the Justice De- 
partment in the e-mail matter. The problems with Justice Depart- 
ment attorneys investigating their colleagues are exacerbated when 
the time and resources devoted to the investigation are apparently 
far less than those devoted to the defense of the White House. 


V. THE CRITICS OF THE INVESTIGATION HAVE UTTERLY FAILED TO 
ADDRESS THE FACTS ON THEIR MERITS 


A number of criticisms have been made of the committee’s inves- 
tigations. Some of these criticisms are simply inaccurate. Others 
have taken the form of baseless attacks against the committee. All 
of the criticisms, however, clearly demonstrate that the White 
House, and its allies in Congress want to keep the public from 
knowing what happened. 


A. RESPONSE TO THE MINORITY STAFF REBUTTAL 


Following the release of the committee’s report, the minority cir- 
culated a “rebuttal” to the news media. Unfortunately, the minority 
rebuttal is riddled with errors and misleading statements. 


109 Td. at 9-10. 
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The Spin: “The number of e-mails affected by the Mail2 problem 
is relatively small compared to the total number of e-mails properly 
recorded in ARMS.” 110 


The Truth: 


e The precise number of e-mails affected is not the point. To pre- 
vent the production of even one subpoenaed document through 
threats and intimidation is serious misconduct. The point is that 
the White House knew that a number of messages were not 
searched. It knew that the number of unsearched messages was 
significant. Yet it failed to either search the messages or inform 
Congress that it could not. 


e The number of records properly recorded in ARMS in 1994 was 
1.7 million. In 1997 it was 4.1 million. By the end of 2000, it 
is estimated that it will record 30 million.111 Even a small per- 
centage of such large numbers would be significant. For exam- 
ple, the Mail2 problem alone affected all of 1997, when 4.1 mil- 
lion records were recorded in ARMS. If only a “relatively small” 
number of those records—say 10 percent—were affected by the 
Mail2 error, that would mean 410,000 records were not 
searched. That would represent only 1 year during only one of 
the several archiving errors. In fact, the audit prepared by Rob- 
ert Haas on June 18, 1998, shows that, as of that date, 246,083 
e-mails were not recorded in ARMS.11!2 


The Spin: “These e-mail problems are highly technical. All of 
them were inadvertent.” 118 


The Truth: 


e The net effect of the problems is not technical or difficult to 
comprehend. A large universe of documents was not 
searched.!!4 The White House was clearly told as much, but 
failed to inform those who had subpoenaed documents from 
them.115 


e The OVP decision to manage e-mail solely by backup tapes and 
avoid archiving in ARMS was not inadvertent. It was inten- 
tional.116 


The Spin: “Mr. Haas found a few Lewinsky-related e-mails that 
turned out to have already been previously provided to Inde- 
pendent Counsel Kenneth Starr.” 117 


The Truth: 


e Haas found more than “a few” Lewinsky-related e-mails. In fact, 
the White House produced to the committee 832 pages of e- 
mails found by Haas and used by the White House Counsel’s Of- 


110 Rebuttal prepared by minority staff. 

111“The Budget of the Executive Office of the President,” hearings before the Treasury, Postal, 
and the Executive Branch Subcommittee of the Committee on Appropriations, 105th Cong. (Mar. 
12, 1998) (testimony of Ada Posey, Director, Office of Administration). 

i12 E-mail report at sec. IJI.B.1, IV.A.2. 

113 Rebuttal prepared by minority staff. 

114 E-mail report at sec. II. 

115 Jd. at sec. III.C.1. 

116 Jd. at sec. II.C, III.D.3.c. 

117 Rebuttal prepared by minority staff. 
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fice to argue that the e-mail did not affect document produc- 
tion. 118 


e Michelle Peterson, the lawyer who compared Haas’ e-mails to 
those already produced to the independent counsel, filed a Sep- 
tember 27, 2000, affidavit in the FBI files litigation stating that, 
during her grand jury testimony, she was shown documents 
which indicate that she may have been mistaken in concluding 
that the two stacks of e-mail she reviewed were identical.119 


e The e-mail provided to the Counsel’s Office in order to perform 
the comparison included a 69-page index, which itself was with- 
held from the independent counsel even after Peterson’s com- 
parison.!2° Petersons “mistake” was far from merely over- 
looking a one or two pages, and the two stacks of e-mail were 
far from identical. 


e White House Counsel Charles F.C. Ruff conceded that his belief 
that using the Lewinsky production as a tool to determine 
whether there was a problem with the White House’s subpoena 
compliance ability was erroneous.!2! And in fact, it was. 


The Spin: “The evidence regarding alleged jail threats is incon- 
clusive and contradictory. In total, eight individuals were present 
at meetings when the alleged threats were made. Of those eight 
witnesses, two deny making any jail threats; three have no recol- 
lection of any jail threat; one recalls a jail threat being made in re- 
sponse to a ‘flippant’ question; and one recalls the word ‘jail’ being 
mentioned but cannot remember who said it.” 122 


The Truth: 


e Other than Laura Callahan—the person accused of making the 
threat—there were five people present at the meeting at which 
Robert Haas claims he was threatened. Of those five, three re- 
call the jail threat (Robert Haas, Betty Lambuth, and Sandra 
Golas). And a fourth, John Spriggs, believed he was threatened, 
though he did not specifically recall the word jail: “Were they 
threatening to me? Yes, they were threatening to me, in—in a 
narrow context.” 123 


e Robert Haas contemporaneously repeated his allegation to mul- 
tiple witnesses, including Northrop Grumman employees Steve 
Hawkins, Joe Vasta, and Joseph Lucente.!24 He also told IS&T 


118 Letter from Beth Nolan, Counsel to the President, the White House, to the Honorable Dan 
Burton, chairman, Committee on Government Reform (May 2, 2000). See also e-mail report at 
sec. IV.B.3. 

119 Td, 

120 See letter from Jay Apperson, deputy independent counsel, Office of the Independent Coun- 
sel, to the Honorable Royce C. Lamberth, U.S. District Judge, District of Columbia 5 (Oct. 5, 
2000) (referring to attachment 3, pages 1-2) (exhibit AV—3). Attachment 3 to Apperson’s letter 
to Judge Lamberth is letter from Apperson to Mark Lynch, counsel for Michelle Peterson, in 
which Apperson describes Peterson’s affidavit as “both inaccurate and misleading” in its sugges- 
tion that the index was not required to have been produced to the independent counsel in June 
1998. Id. 

121 Jd. at sec. III.C.2. See also id. at n.347—348 and accompanying text. 

122 Rebuttal prepared by minority staff. 

123 “Missing White House E-mails, Mismanagement of Subpoenaed Records,” hearings before 
the Committee on Government Reform, 106th Cong. 100 (Mar. 23, 2000) (testimony of John 
Spriggs, senior engineer, Northrop Grumman). See also e-mail report at sec. III.A.5. 

124 Td. at sec. III.A.4.a, III.A.4.e-g. 
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Director Kathleen Gallant, as well as his wife and several mem- 
bers of his family.125 


Those who did not recall hearing the jail threat did not question 
the credibility of those who did. In fact, neither did Ranking Mi- 
nority Member Henry Waxman. As he stated at the March 23, 
2000, hearing: “Mr. Haas, who seemed credible to me, clearly 
believed he had been threatened with jail by Ms. Callahan.” 126 


Golas took the threat so seriously that she risked her job in try- 
ing to comply with the warnings not to tell anyone.!2” Also, the 
other contractors took the threats so seriously that they felt the 
need to hold their meetings out of the office at a local park and 
at a Starbucks. 128 


The Spin: “(T]he individuals who allegedly made the jail threats 
were not even White House employees: both worked in the Office 
of Administration (OA), which provides support services to the 
White House, and one was a career civil servant. There is no evi- 
dence that White House officials had any knowledge of—or partici- 
pated in—any threats.” 129 


The Truth: 


OA is an entity within the Executive Office of the President. 
While the OA is not within the physical building of the White 
House, it is disingenuous and misleading to argue that Mark 
Lindsay and Laura Callahan were not White House employees. 
OA employees are responsible to the White House, and they ul- 
timately answer to the Assistant to the President for Manage- 
ment and Administration. Moreover, Mark Lindsay was ele- 
vated to the high position of Assistant to the President—work- 
ing in the White House—after the e-mail problems occurred but 
before they became public. Also, Mark Lindsay was a political 
appointee in OA at the time he allegedly threatened Northrop 
Grumman contractors. It should also be noted that Laura Cal- 
lahan continues to work for the Clinton administration at the 
Department of Labor. 


It is also illogical to assume that the very persons who allegedly 
threatened contractors would inform their White House superi- 
ors of such heavy-handed and possibly illegal tactics, unless 
their superiors were complicit in the misconduct. 


The Spin: “There is no evidence that Mr. [Earl] Silbert was 
aware of, or communicated information about, threats or subpoena 
compliance—issues that were peripheral, if not irrelevant, to the 
contractual matter at stake.” 130 


The Truth: 


The committee questioned Earl Silbert—former Watergate pros- 
ecutor and friend of then-White House Counsel Charles F.C. 
Ruff—about his contacts in late 1998 with Northrop Grumman 


125 Id. 

126 Jd. at sec. III.A.5. 

127 Td. at sec. III.A.4.b. 

128 Td. at sec. III.A.4.d. 

129 Rebuttal prepared by minority staff. 
130 Id. 
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(NG) and the White House Counsel’s Office. When asked specifi- 
cally about the discussion of threats with White House counsel, 
Silbert claimed he had no recollection of such discussions and 
at the same time asserted attorney-client privilege.13! On Octo- 
ber 3, 2000, the committee also learned through his testimony 
in Federal court that Silbert took notes of his conversations 
with NG counsel and a NG employee.!°2 These notes have not 
yet been reviewed by the committee. Until Mr. Silbert either ex- 
plains the substance of the meeting or produces the notes, it is 
simply premature for the minority to claim that “[t]here is no 
evidence” related to Mr. Silbert’s communications concerning 
threats or subpoena compliance. This claim by the minority also 
appears to be premature when considering the testimony of Rob- 
ert Haas on August 14, 2000, in the FBI files case. Haas testi- 
fied that he recounted the threats to an outside counsel de- 
scribed to him as a “gray beard.” 133 This evidence, coupled with 
Silbert’s billing records, strongly suggests that Earl Silbert is 
the “gray beard” with whom Haas spoke. 


e The claim that threats were peripheral or irrelevant to the con- 
tractual matter at stake completely ignores the testimony of the 
persons involved in the meetings between NG employees, NG 
Director of Contracts Joseph Lucente, and NG counsel Ralph 
Pope in September 1998. In that meeting, NG employees dis- 
cussed threats with Lucente and Pope.!%4 Lucente in turn draft- 
ed a letter that went to the White House on September 14, 
1998, stating that NG would not move forward on the con- 
tract.155 It was recently learned in court that Silbert had direct 
involvement in the review and editing of this letter.126 Lucente 
told the committee that the threats were an inspiration for 
sending the letter.137 


The Spin: “In the course of responding to committee inquiries 
regarding the Mail2 problem, the White House also discovered 
other e-mail problems including . . . a problem that prevented e- 
mail in the Office of the Vice President from being backed up from 
the end of March 1998 through early April 1999.” 138 


The Truth: 
This is merely one of the many problems in the Office of the Vice 
President (OVP). The minority failed to mention the others: 


e The OVP decided in 1994 not to connect its e-mail system to 
ARMS, thereby ensuring that its e-mail would not be 
archived.!°9 But the White House Counsel’s Office claims not to 


131 E-mail report at sec. III.A.4.g. 

132 Transcript of Evidentiary Hearing at 47, Alexander v. FBI (D.D.C. Oct. 3, 2000) (CA 96- 
2123). 

133 E-mail report at sec. III.A.4.g. 

134 Jd. 


135 Td. at sec. III.E.1.b.ii. 

136 Transcript of Evidentiary Hearing at 91, Alexander v. FBI (D.D.C. Oct. 3, 2000) (CA 96- 
2123). When informed of this testimony, Lucente was surprised to learn that his letter had been 
reviewed by Silbert and that Silbert had provided corporate counsel with edits. Interview with 
Joseph Lucente; director of contracts and subcontracts, Northrop Grumman (Oct. 17, 2000). 

137 J A 

138 Rebuttal prepared by minority staff. 

139 E-mail report at sec. II.C, III.D.3.c. 
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have been aware of this decision.14° ARMS searches that were 
represented as including OVP records in fact did not, and no 
one searched the OVP backup tapes in response to sub- 
poenas. 141 


In April 1999, when responsibility for the OVP server was 
transferred to IS&T, backup tapes were ordered to be recycled 
on a rotating 3-week basis. This occurred at a time when the 
OVP was still not participating in ARMS. In the words of Senior 
Engineer John Spriggs, “Every three weeks they overwrite the 
existing tapes. And so if the OVP is doing records management 
with tape backups, then they have a problem.” 142 


The Spin: “So far, between 130,000 and 150,000 e-mails have 


been reconstructed and reviewed. Of those, only 55 were responsive 
to this committee’s subpoenas, and many of those had already been 
produced in similar form. None of these 55 e-mails provided signifi- 
cant new evidence.” 143 


The Truth: 


The first batch of responsive e-mails produced to the committee 
on September 22, 2000, include a document regarding political 
advisor Carter Eskew sent directly to Vice President Gore stat- 
ing “Reminder: All internet e-mails are recorded on the White 
House computers. According to Michael, the only way not to 
have your e-mails backed up on government computers would be 
to get a Clinton/Gore computer in your office and set it up for 
private e-mails. QUESTION: How would you like to proceed on 
this?” 144 This e-mail goes to the Vice Presidents knowledge of 
the archiving of his e-mail messages that this committee is in- 
vestigating. 

The September 22, 2000, production also includes an e-mail 
from the person “desking the VP’s trip to CA on 4/29,” stating 
that the Vice President was committed to do a fundraising event 
in Los Angeles on April 29, 1996. The e-mail was drafted on 
April 9, 1996, and the only event in Los Angeles as of that date 
was a luncheon at the Hsi Lai Temple. This information is sig- 
nificant because as of April 9, 1996, the Hsi Lai Temple event 
was considered a fundraiser, and there is no mention of an 
event at another venue—a direct contradiction of representa- 
tions that a separate fundraising event had been scheduled and 
then canceled at the last minute.145 


Finally, it is troubling that the minority has attacked the credi- 


bility of the majority by citing an allegation from a newspaper arti- 
cle as if it were from the committee. The Democrats’ rebuttal en- 
deavors to correct a statement from the March 29, 2000, edition of 
the Washington Times concerning a computer disk containing 
Lewinsky-related e-mail.146 While it is comforting to know that the 


140 Jd. at sec. II.C. 


141 Įd. at sec. III.D.3.c. 

142 Td. at sec. II.C. 

143 Rebuttal prepared by minority staff. 
144 E-mail report at 74. 

145 Td. at sec. III.D.3.b. 

146 Rebuttal prepared by minority staff. 
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minority is chasing down inaccuracies in the newspapers, such 
charges have little to do with the committee’s work. 


B. JUDGE TODD CAMPBELL’S COMMENTS ON THE REPORT 


In an article published in the Tennessean on October 19, 2000, 
Federal Judge and former Counsel to the Vice President Todd 
Campbell was quoted as calling Chairman Burton “a zealot who 
has no regard to the reputation of others. And he has no credi- 
bility.” It is surprising to see such language from a sitting Federal 
judge. Even more surprising is that Judge Campbell’s intemperate 
remarks were made in response to purely factual assertions in the 
committee’s report of which he was the source. These facts suggest 
that Judge Campbell’s ire is more likely the result of his relation- 
ship with Vice President Gore and the Presidential election season 
than it is of any unfair statement in the committee’s report. 

Judge Campbell’s name is mentioned in the report as the deci- 
sionmaker in the Office of the Vice President (OVP) on the issue 
of whether the OVP would participate in a system-wide White 
House e-mail archiving system. Committee staff interviewed him 
by telephone on August 18, 2000. Judge Campbell was cordial and 
candid, which was appreciated. However, he has mischaracterized 
the substance of the report as well as Chairman Burton’s motives. 
He was also quoted as saying: 


The Office of the Vice President was in full compliance 
with the Presidential Records Act in two ways: One, we 
had backup tapes of all the e-mail, and two, the staff was 
instructed to keep hard copies of all documents that were 
responsive to the Presidential Records Act. In 1994, it was 
not even clear that you had to have backup tapes.!47 


The report does not claim that the OVP failed to comply with the 
Presidential Records Act. In fact, the Presidential Records Act 
(PRA) is not even mentioned in either of the two sections dealing 
with the OVP. Rather, the committee’s concern is that the Vice 
President's e-mail was managed in such a way as to avoid sub- 
poena compliance. 

Judge Campbell also said that the report was released “for par- 
tisan purposes to influence the outcome of the presidential elec- 
tions.” 148 This is perhaps the Judge’s most absurd statement. The 
portion of the report devoted to the Vice President’s Office e-mail 
problems comprises only about 6 percent of the total report and the 
conclusions are qualified as being preliminary. It is disappointing 
that a sitting judge would not be more concerned that an office at 
the Executive Office of the President had failed to comply with a 
number of subpoenas because of a decision he had made. That deci- 
sion, and the resulting failure of the OVP to comply with the com- 
mittee’s subpoenas, is the committee’s concern—and it should be 
Judge Campbell’s as well. 


147 Rob Johnson, “Former Gore Legal Counsel Dragged into E-mail Inquiry,” the Tennessean, 
Oct. 19, 2000. 
148 Jd. 
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C. CHERYL MILLS’ OPENING STATEMENT AT THE COMMITTEE'S MARCH 
4, 2000 HEARING 


In her opening statement before the committee on March 4, 2000, 
former Deputy Counsel to the President Cheryl Mills demonstrated 
utter contempt for the committee’s legitimate oversight authority 
by smugly dismissing its core function as, essentially, a waste of 
her time. 

The Weekly Standard described her statement as follows: 


At last week’s House Government Reform Committee hear- 
ing on the suppression of subpoenaed White House e- 
mails, Mills took the stand and immediately rebuked the 
committee’s members, while current and former Clinton 
aides in attendance nodded their heads in vigorous assent. 
“Nothing you discover here today,” the allegedly impres- 
sive lady intoned, “will feed one person, give shelter to 
someone who is homeless, educate one child, provide 
health care for one family, or offer justice to one African- 
American or Hispanic juvenile.” 


In other words: Favored Democratic social policies are the 
test of all government work. A man has committed mur- 
der. Should he be sent to prison? Will sending him to pris- 
on “feed one child?” The answer being no, the murderer 
must go free.149 


It is telling that Mills’ view was contradicted later that day by her 
more seasoned and respected former boss, former Counsel to the 
President Charles F.C. Ruff: 


Mr. HUTCHINSON. How would you have failed if in your de- 
fense of the President you had requested certain docu- 
ments from the Congress or from other body and then you 
had come to find out that they were never produced? 


Mr. RuFF. [I] think the point you make is an absolutely 
solid and important one. This committee has every obliga- 
tion to inquire into the circumstances surrounding those 
events in order to determine, first, whether indeed there 
was any impropriety—and I am firmly of the belief that 
there was none; second, to determine whether there’s a 
systemic problem that needs to be corrected; and, third, 
whether the White House is responding appropriately to 
the committee’s concerns. I view all of those as entirely le- 
gitimate inquiries, and we’re doing our best to try to re- 
spond to them.15° 


While Mills dismissed the investigation as wholly illegitimate, Ruff 
described it as “entirely legitimate.” 151 Moreover, he said the com- 
mittee had not merely a legitimate interest; it had “every obliga- 
tion” to inquire. This contrast with Mills’ position could not be 
more stark. 


149“Mills on the Hill,” the Weekly Standard, May 15, 2000, at 2. 

150“Missing White House E-mails, Mismanagement of Subpoenaed Records,” hearings before 
the Committee on Government Reform, 106th Cong. 115-116 (May 4, 2000) (emphasis added). 

151 Jd. 
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Mills’ failure to divert attention from the issue at hand was illus- 
trated by the reaction of Congressman Christopher Shays: 


Mr. SHAys. [W]hen I read your statement, Ms. Mills, be- 
fore you even delivered it, I became so incensed by the 
focus on you and not about getting at this issue that I’ve 
written out a statement, and I’ve written out the state- 
ment so I don’t say more than I need to say. So, Ms. Mills, 
you're not the only one disillusioned by this process. I have 
been pushed from disappointment to anger to outrage by 
the pervasive ethical and moral minimalism of this White 
House. Among the important issues you omitted from your 
list is respect for law and the affirmative obligation of 
sworn officers of the court to disclose material facts to 
properly constituted authorities. As much as you might not 
like it, this committee is such a properly constituted au- 
thority. While undoubtedly deeply felt, your statement con- 
veyed to me a profound lack of respect for this constitu- 
tional process, and Pll say unlike the profound respect that 
I thought you showed to the Senate. It’s not enough for 
those in the White House you defend to say no evidence 
has been found that anyone intentionally sought to hide 
the e-mail system problems. That’s far too low a bar to set 
for yourselves, to convince yourselves prematurely the 
problem was minimal, to hide behind the expense and dif- 
ficulty of the reconstruction project, to delay any disclosure 
of a problem until forced by negative publicity. All bespeak 
an ethical opportunism that allows by omission, if not by 
commission, the obstruction of justice. 


x x x x ok 


Now, I also remember some people at the White House. I 
remember Billy Dale and John Drellinger . . . They were 
in the White House and they got fired, and then to defend 
their being fired the FBI and the IRS had to take a good 
look at them. 


And I was looking at an old article, and this may have 
been said in jest, Mr. Ruff, I know it was said in jest, but 
it has an eerie feeling of strength to it. You were inter- 
viewed by Bob Woodward|.] Pll read what Mr. Woodward 
saysl:]. . . If called to testify some day at such an inquiry 
. . . Ruff says he knows just what he would do, “I'd say, 
gee, I just don’t remember what happened back then and 
they won’t be able to indict me for perjury and that maybe 
that’s the principal thing I’ve learned in 4 years, I just in- 
tend to rely on that failure of memory.” I know you said 
it in jest, but the words you used to respond to questions: 
“I don’t recall,” “I don’t remember,” “I understood this is 
an issue” and so on and “[I] don’t remember if I was at a 
meeting.” The meeting: Mr. Lindsay, on June 19th, how 
many people were at that meeting when you spoke to Mr. 
Ruff? 
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Mr. LINDSAY. I don’t recall, sir.152 


In essence, that is the story of this investigation. 
[The exhibits referred to follow:] 


152“Missing White House E-mails, Mismanagement of Subpoenaed Records,” hearings before 
the Committee on Government Reform, 106th Cong. 80-82 (May 4, 2000). 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


CARA ALEXANDER, et al, 
Plaintiffs, 
vs. Civil Action No. 96-2123 (RCL) 


FEDERAL BUREAU OF 
INVESTIGATION, et al., 


. Defendants. 


RESPONSE OF NON-PARTY WITNESS -7 
PIPER MARBURY RUDNICK & WOLFE LLP TO SUBPOENA 


Non-party witness Piper Marbury Rudnick & Wolfe LLP (“PMRW”) objects to the 
subpoena served by plaintiffs for the following reasons; 

L PMRW objects to the subpoena as not providing a reasonable time for 
compliance. 

2. PMRW, as the law firm representing non-party Northrop Grumman 
Corporation (“Northrop Grumman”), objects to plaintiffs’ document demands, definitions, 
instructions and requests as improper and unduly burdensome to the extent that they 
improperly seek the disclosure of information protected by the amorney-client privilege, or 
attorney work-product doctrine. Such responses as may hereafter be given do not include any 
information protected by such privileges or doctrines. PMRW asserts this privilege objection on 
behalf of Northrop Grummen and pursuant to its instructions. A privilege log is attached 
herero as Exhibit A. 

3. PMRW objects to plaintiffs’ document demands, definitions, instructions and 


requests to the extent that they are overly broad and seek discovery of information that is 


: EXHIBIT. 


‘AVS 
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neither relevant to the subject marter of this litigation, nor is reasonably calculated to lead to 
discovery of relevant or admussible evidence. 

4. PMRW objects to plaintiffs’ Instruction No. 8, document demands, definitions, 
instructions and requests co the extent that they are overly broad and seek discovery of 
information that is neither relevant to the subject matter of this litigation, nor is reasonably 
calculated to lead to discovery of relevant or admissible evidence. Plaintiffs’ motion to call 
Silbert as a witness was grounded on his alleged 1998 contacts with the White House pertaining 
to Northrop Grumman. Motion at 45. PMRW therefore objects to producing any documents 
mot pertaining to the work performed in 1998, and PMRW’s production is limited to that 
representation, 

For the information of the Court, in December 1998, Silbert completed his 
representation ef Northrop Grumman on the government contract matter, Approximately one 
year later, Northrop Grumman re-cngaged Silbert ro represent the company in responding to 
inquiries by Congress, the Executive Branch, and, most recently, this very case. Documents 
from this ongoing representation are outside the scope of plaintiffs’ motion to this Court and are 
not being produced. 

5. PMRW objects to plaintiffs’ document demands, definitions, instructions and 
requests as improper and unduly burdensome to the extent that they purport to impose 
obligations broader than those set forth in the Federal Rules of Civil Procedure. 

As to the specific numbered requests for categories of documents, PMRW hereby 


responds; 
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E See General Objections. PMRW further objects to this request on the grounds 
that it is vague, ambiguous, overly broad, seeks discovery of information that is neither relevant 
to the subject matter of this litigation aor is reasonably calculated to lead to discovery of relevant 
or admissible evidence, and seeks discovery of information protected from disclosure by the 
attorney-client privilege and/or work product doctrine. Subject to the foregoing objections, 
PMRW will produce responsive non-privileged documents related ro the 1998 engagement ro the 
extent that they exist and can be located. 

2 See General Objections. PMRW further objects to this eae on the grounds 
that it is vague, ambiguous, overly broad, seeks discovery of information that is neither relevant 
to the subject matter of this litigation nor is reasonably calculated to lead to discovery of relevant 
or admissible evidence, and seeks discovery of information protected from disclosure by the 
attorney-client privilege and/or work product doctrine. Subject to the foregoing objections, 


there are no responsive non-privileged documents that exist or could be located. 


Richard J. Oparil (D.C. Bar No. 409723) 

PIPER MARBURY RUDNICK & WOLFE LLP 
1200 Nineteenth Street, N.W, 

Washington, DC 20036 

{202} 861-3900 


Counsel for Non-Party Wirness 
Piper Marbury Rudnick & Wolfe LLP 


10/05/00 11:41 FAX 202 wa 
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CERTIFICATE OF SERVICE 
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I hereby certify that, on October 3, 2000, the foregoing was served by hand on the 


following: 


P83 4422 


Larry Klayman, Esq. 
Judicial Watch, Inc. 
501 School Street, SW 
Suite 725 

Washington, DC 20024 


Elizabeth Shapiro, Esq. 

Trial Attorney 

Federal Programs Branch 
Civil Division 

Department of Justice 

901 E Street, N.W., Room 988 
Washingron, DC 20530 


David E. Kendall, Esq. 
Williams & Connolly 
725 12" Street, N,W. 
Washington, D.C. 20005 
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Dain Systome ong Gorvicog Blviston 
Nonnrep Grumman Corporation 


NORTHROP GRUMMAN 2411 putsa Corner Park, Sulte 840 


Hemdon, Virginia 20171-3430 


September [4, 1998 
In reply refer to: 


JFL-98-481 


Executive Office of the President 
Administration Procurement Branch 
ATTN: Dale Helms 

NEOB, Room $001 

725 17th Streat, N.W. 

Washington, D.C, 20503 


SUBJECT: Executive Office of the President 
Contract No. DTOS59-96-D-00418 


Dear Mr. Helms: 


[have recently been informed that in late May of this year, a dysfunction in the EOP e-mail system was 
detected by an employee of Northrop Grumman Corporation (the “Company”). The dysfunction 
involves the archiving of e-mail communications from the EOP e-mail system. In essence, it appears the 
email system cannol reliably retrieve messages stored in the system. This dysfunction appears to have 
had its origin in the conversion of the EOP e-mail system to CC Mail in October 1996. 


- Tam further informed that Company employees brought this dysfunction to the amtention of Laura 
Crabtree, BOP Branch Manager for Desktop Services, at the time of discovery in late May or early June 
1998, Ms. Crabtree directed the Company employees to evaluate the problem and undertake remedial 
ection, without Northrop Grumman management involvement. Since thet time, Company employees 
have studied the nature and extent of the dysfunction and have undertaken with some incomplete 
remedial efforts, 


Based on our review, the level of effort required to remedy the dysfunction will substantially exceed the 
scape of wark contemplated under the referenced contract. As a consequence we are nat proceeding 
with our efforts to remedy the dysfunction until we have received further contractual direction, 


Director, Contracts and Subcontracts 
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PRIVILEGED AND CONFIDENTIAL 


Logicon, inc. 

A Northrop Grumman Company 
Attn: Ralph K. Pope, Div. 
2411 Dulles Corner Park, #800 
Herndon, VA 20171 


November 19, 1938 
Cnsl. Invoice #498281 


Fer professional services rendered through October 31, 1998 


Advice to Logicon re: Executive Office 
of the President Contract 

{EOP Contract) 

Case #98232 


Hours 
093/15/98 E. Silbert +25 
09/22/98 E. Silbert RE -50 
09/28/98 E. Silbert -25 
10/09/98 E. Silbert AS 
Total Hours 1.25 
Total Fees $468.75 
Total Amount Due $468.75 


* Legal services in Illinois are provided by Piper Marbury Rudnick & Wolfe, 
an Illinois general partnership. 
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Logicon, Inc. 

A Northrop Grumman Company 
Attn: Ralph K. Pape, Div. Cnsl, 
2411 Dulles Corner Park, #800 
Herndon, VA 20171 


November 19, 1998 
Invoice # 498281 


Contract Advice- (EOP Contract) 
Case #98232 
028620-000091 


Total Fees $468.75 
Total Amount Due $468.75 
NET DUE UFON RECEIPT 


PLEASE REMIT TO: PIPER MARBURY RUDNICK & WOLFE LLP 
P.O. BOX 75190 
BALTIMORE, MD 21275 


* Legal services in [Minois are provided by Piper Marbury Rudnick & Wolfe, 
an IWinais general partnership. 
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Logicon, Inc. 
A Northrop Grumman Company January 27, 1999 
Attn: Ralph K, Pope, Div. Cnsl. Invoice #506919 
2411 Dulles Corner Park, #800. 
Herndon, VA 20171 $ 
For professional services rendered through December 31, 1998 
Advice to Logicon re: Executive Office 
of the President Contract 
Hours 
12/15/98 E. Silbert REDACTED .50 
12/30/98 E. Silbert .25 
Total Hours STA 
Total Fees $296.29 
T K M 
TIMEKEEPER TITLE HOURS RATE FEES 
E. Silbert Partner -75 395.00 296.25 
Seeman sseescaes= 
TOTALS 75 296.25 
Disbursements and Other Charges: 
Duplicating -40 
Total Disbursements and Other Charges $.40 
Total Current Charges $296.65 
Total Amount Due This Invoice $296.65 


* Legal services in Minois are provided by Piper Marbury Rudnick & Wolfe, 
ani Hjincis general partnership. 
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Logicon, Inc. 

A Northrop Gruman Company January 27, 1999 
Attn: Ralph K. Pope, Div. Cnsl. Invoice # 506919 
2411 Dulles Corner Fark, #800 

Herndon, VA 20171 


Contrast Advice 


28620-000001 
Total Fees $296.25 
Total Disbursements and Other Charges $.40 
Total Amount Due This Invoice $296.65 

Unpaid Invoice Summary: 
Invoice Invoice Invoice 

Date Number Amount Payments Balance 
11/19/58 490262 $468.75 $.00 $458.75 

Unpaid Fron Prior Invoices $468.75 
Total Asavunt Balance $765.40 


NET DUE UPON RECEIPT 


PLEASE REMIT TO: PIPER & MARBURY L.L.P. 
P.O. BOX 75190 
BALTIMORE, MD 21275 


* Legal services in Ulinois are provided by Piper Marbury Rudnick & Wolfe. 
an Illinois general partnership. 
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Logicon, Inc. 

A Northrop Grumman Company 
Attn: Ralph K. Pope, Div. Cnsl. 
2412 Dulles Corner Park, #800 
Herndon, VA 20171 


March 31, 1999 
Invoice #515621 


For professional services rendere@ through February 28, 1999 
Advice to Legicon re: Executive Office 
of the President Contract 


{EOP Contract) 
Case #98232 


09/11/38 E. Silbert 1.25 


09/13/98 B, Silbert REDACTED 75 


09/12/98 B. Silbert 25 
09/12/98 E. Silbert -50 
Total Hours 2.75 
Total Fees $1,031.25 


RIMEREEPER SUMMARY 


TIMEKEEPER TITLE HOURS RATE FEES 


E. Silbert Partner 2.75 375.06 1,034.25 


TOTALS 2.75 1,031.25 


* Legal services in (Hinois are provided by Piper Marbury Rudnick à Wolfe, 
an Illinois general partnership, 
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Logicon, Inc. 
28620-000001 Page 2 
Invoice #515621 


Disbursements and Other Charges: 


Duplicating -60 
Total Disbursements and Other Charges $.60 
Total Current Charges $1,031.85 
Total Amount Due This Invoice $1,031.85 


~ Legal services in Illinois are provided by Piper Marbury Rudnick & Wolfe, 
an Illinois general partnership. 
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Logicon, Inc. 
A Northrop Grumman Company March 31, 1559 
Attn: Ralph K. Popa, Div. Casi. Invoice # 515621 
2411 Dulles Corner Park, #800 
Herndon, VA 20171 
Contract Advice-(EOP Contract) 
Case #98232 ` 
28620-000001 
Total Fees ş1,031.25 
Total Disbursements and Other Charges 8.60 
Total Amount Due This Invoice $1,031.85 
Unpaid Invoice Summary: 
tnuveice Invoice invoice Payments/ 
Date Number Amount Adjustments Balance 
01/27/99 506919 $296.65 $.00 $296.65 
Unpaid From Prior Invoices $296.65 
Total Account Balance $1,328.50 


PLEASE REMIT TO: 


NET DUE UPON RECEIPT 


PIPER & MARBURY L.L.P, 
P.O. BOX 75190 


BALTIMORE, MB 21275 


* Legal services in Hlisois are provided by Piper Marbury Rudnick & Wolfe, 


an Illinois general partnership. 
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COMPUTER GUITCH LEADS TO TROVE OF 'LOST' E-MAILS AT WHITE HOUSE 


Inat pummar, preblems with a server in a West Wing computer system caused a 
blockage of up ta 100,000 e-mails -~ o-mails thar may now be resubpeansed in tha 


ongoing Houme impeachment inquiry. 


INSIGHT magazine ia set to report an exclusive on the 'lost‘ a-maile on Monday, 
apcerding ta publishing sources. 


The White House is busily and secretly undertaking a complicated e-mail 
ruoonetruction affert. i 


White House spokesmen Barry Toiv confirms to INSIGHT the discovery and secret 
ravieu of the laat White Howse e-maile. Many of the e-mails are paid to involves 


the Lewinsky matter... A 


— a 


Developing... 
XKX 
DAN RATHER; HILLARY SHOULD BE NOMINEE FOR PRESIDENT IN 20001 


DECEMBER O4, 1996 15:59:08 UTC -- On Thursday night, CAS news anchor Dan Rather 
told hot cameras at CNN's LARRY KING LIVE that he believas Firat Lady Hillary 
Clintan is a.hot choice for President of tha United States in 20001 


"I yould nat be satenished to sea Hillary Clinton be the Demceratic nominae in 
2000,” Rather told King. 


“Eieten, I agree rhat Al Gore is the odds-an favorite. But, you know, you and I 
know, having cavared politics for a lifatima, overnight's a long time in 
politics, a wack da forever... You know, you add it all up, and you can maka 5 
casa that Hillery Clinton might, might -~ mark the word -- be tha strongest 
condidate far tha Domocrats,” 


Rather wont on to recommend that Hillary Rodham Clinton should ba avarded TIME 
mayazina's "Porson of the Year." 


[Tha DRUDGE REPORT ravealad sarlier thia weak that TRE magazine aditers have put 
the Clintons in the cunning wich Fad Chair Alan Greenspan for the prize.) 


NGL 01401 
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aaa Loanking for Information In All the Wrong 


gece | 


By Paul M. Rodriguez 


ederal prosecutors and congressional investigators are 

used ta the White House playing fast and Joose with 

subpoenas requising aides to hand cver detailed 
information, All toa often what they get from the White 
House in response ta subpoenas is nol what they requested 
or what they wanted. And they tleve ta resuhpoena and 
then wait sometimes weeks and months to see if the R 
administration will be any more fortheaming. Generally, it 
ism'l, many complain. R 
For cxampic, the White House has been subpoenaed tims 
und again by several congressional panels and federal 
ptasecitars for telephone records thas would shed light on 
who called whom, who Initiated the phone conversation 
and, equally important, when key calls were made, In 
response to such requests, the White House elaims it 
doesn't have such information and the records it deus 
possess and supplies consist of sketchy logs, kept by 
secretaries, of calls made by their bosses or incoming calls 
as catalogued in handwritten notes by White House 
operators, 

“They say their systems do not keep phone-cali 
details,” a federal law-cnforcement officials tells news 
alert! “We don't have thoss records from them,” addy a 
congressional investigator, The aly decent billing records 
Investigators have seen are for cetiular telephones 
malntujned by individual aides. 

Why not get the billing records for White House 
phones frony the telephone campanies themselves? 
Becauce the phane companies generally trash them after 30 
to 90 days unless requested by 2 client to reiain them. And, 
of course, the White House has not asked for such service, 

Naturally, therclore, it came as a complete surprise 
when federal law-enlorccment and congressional 
investigators were asked by news alert! if they were aware 
that, în fact, such records do exist and stretch right hack to 
1993, "You've got te be kidding me! exctuimed one 
federal prober, “Are you seriaus?" queried anuther, 

The ronnrds, which are extensive, a'o storu in the 
Old fixceutive Office Baitding. 


Computer Glitch Leads to Trove of 
‘Lost’ E-Mails at White House 
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New technology can be a real kiticr when you'd radher 
keep information under wraps. Paper documents always 
can be shredded. Tust ask Oliver North and Fawn Hall. Bur 
computers heva a pesky habit of retaining information 
even after thet handy delete button has been pressed. For 
example, e-mails. 4 

‘ake Project X, Yes, those White House folks jast 
love their sci-fi monikers. “It's top secret and there's going 
10 Be heil to pay if xuyonc finds aut shout it,” a White 
House insider tells news alert! "They're real nervous abour 
this getting oui," a consultant says of the e-mail reject, 
Partly because hundreds invelve Monica Lewinsky. 

So what is Project X and why is the White House 
Sweating aboot it being revealed? Federal faw-cy forcement 
and congressional investigators far months now -- in some 
cases years -- have sought ta get their hands on White 
House e-mail waffic, Of course, the subpoenas have flown, 
hut often ty litte satisfaction. Ar with the White House 
telephone records, so with e-mails. 

Project X grew out of a routine computer-rcpair jab jo 
the early sumrocr, aay White Hnuse insiders. There were 
problems with a server in a West Wing computer system, 
and engincers from a contractor discovered a blockage 
eaueed by shout 100,000 e-mails, many af which may 
come under subpoenas issue by Capitol Hill panets and 
independent counsel Ken Storr. Now the While House js 
busily and secretly undertaking a complicated 
e-mail-reconstniction effort, hoping to avoid raising the ire 
of any panel that discovers the existence of this hoard of 
electronic meswges involving the afttimes-private 
chitchat : 

So why hasn't the White House come clean and 
informed various panels and Starr of the discavery? 
Insiders say there's a lively debate going on involving 4 
fair amount of legal hair-splitting., Some folks in the West 
Wing believe that unless resubpocnacd, the White House 
doesn't have a ay t tell enyons about the irritating new 
batch of e-mails discovered” Others aren't so cure. . 

Mite Mouse spokesman Barry Tolv confirms tlo news p 
alert! the discovery ond secret review, But he claims the 
e-mails — those of Lewinsky and her pals, for example 
appear to dupileate ptes eka over to- 
fequesters like Starr. Skeptical probers now may want a 
peck, too. =— 
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ED s Leeking for information In All the Wrong 


Spanii Place 


By Paul M. Rodriguez 


ederst prosecutors and congressiogal investigators ate 

used to the While House playing fest and loose with, 

Subposnas requiring aides to band over detailed 
information. All tao afen what they gel fom the White 
House in cesponse ta subparnas is not what they requested 
or what they wanted. And they heva to resubpocna and 
then wait sometimes weeks and months fo sez ifthe 
administration will he any more forthcoming. Generally, it 
isn't, many campiain. g 
For exampic, the White House bas beeg subpoenaed time 
and sgain hy severa! congressional panels aqd federal 
prosccotors for telephone recatds thar would shed lighton . 
who called whom, wha initiated the phone conversation 
and, equally important, when key cal/s were made, In 
response to such requests, the White House claims it 
doesn't have such information and the records it dars 
possace and supplics consist af sketchy logs, kept by 
secretaries, of calls made by thiir bosses of incoming calls 
as catalogued in handwritten notes by White House 
operatars. - TE 

* They say their systems do ngt kocp phone-cull 
details,” a federal law-enforcement officials tells news 
alert! "We don’t have those records fram thom,” odds a 
congressional investigator, The only docent billing records 
Investigators have seen aye far cellular telephones 

“| muinwined by individual aides, 

Why not get the billing records for White House 
phones from the telephone cotupanies themselves? 
Becuues the phone companies generally trash thom after 30 
to 90 days unless requested by a clicnt to retain Wem. And, 
of course, the White House has not asked for such selvies. 

Naturally, therefore, it came gs a complete surprise 
when federal law-enforcement end congreesianal 
investigators were asked hy news alen! if they wero aware 
that, in fact, cuch records do exist and stretch right back te 
1993. “You've got in be kidding met” exclutined one 
federal prober, "Are you Serious?” queried anather, 

“the records, which are extensive, are stared in tha 
Oll Executive Office Bunding. 


Computer Glitch Leads to Trove of 
‘Last’ E-Mails at White House 
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New technology can be a real killer when you'd rather 
keep information under wraps. Paper documents always 
con be shredded. Just ask Oliver North ond Fawn Hall, But 
computers have s habit of retaining information 
even after that handy delete button has beon pressed. For 
cxampie, e-mails, ; 

ake Project X, Yes, those White House folks just 
lave their sci-fi monikers. "i's tap secret and there's going 
to be hell to pay if anyone finds aut shout it" a White 
House insider tells news alert! "They're real nervous about 
this getting out," a consultant says of the e-mail project, 
Partly because hundreds involva Monica Lewinsky. 

Sa what ix Project X and why is the White House 
sweating about it being revealed? Federal law-enforcement 
and congressional inveutigators for MANIRS now ~- in some 
cases years -- have sought to get their hands on White 
House e-mail traffic, OF course, the subpoenas have flown, 
hut offen ts little satisfaction, Ax with the White House 
telephone records, so with emails, 

Project X grew aut afa routine coniputer-repair job in H 
the early summer, say White Hause insiders, There were } 
problems with a server in a West Wing computer system, 
and engineers from a contractor discavered a blockage 

used by ubeur 100,000 e-mails, many of which may 
come under subpoenas issued by Capitol Hill panels and 
independent counsel Ken Starr. Now the White House je 
busily end secretly undertaking a complicated 
e-mail-reconsinuction effort, hoping ta avoid raising the ire 
of any panci that discovers the existence of this hoard of 
eleceronic incasages involving the ofttimes-piivate 
chitchat : 

So why hasn't the White House come clean and 
informed var icus panels ang Starr of the distovary? 
Insiders say there's a lively debate going on Invalvine a 
fair amount of legal hair-splitting. Some folks in the West 
Wing belleve tat unless resubpoenacd, the White House 
doesn't huve a duty to tell anyone about the irritating new 
batch of cemsils discovered. Others arent so sure. 

White House spokesman Barry Toiv confirms to news Len 
alert! the discovery and secret review. But he claims the 
e-mails — those of Lewinsky and her pals, for example 
~-appear lo duplicats some already tumed over to. 


tequesicrs like Starr. Skeptical probers now may wanta 
peck, lop. 
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October 4, 2000 


By Fax 


Lamy Klayman, Esq. 


Judicial Watch, Inc. 


501 School Street, S.W. 
Suite 725 
Washington, D.C. 20024 


Re: Jexander v, ivil jon No. 96-; cL) 


Dear Mr. Klayman: 


In compliance with the Court's ruling that the document was not privileged or work 
product, enclosed is a copy of the telephone message slip Bates No. NGLO1393). Nothing 
in this production should be deemed a waiver of the artorncy-client privilege or the work 


product doctane. 


Moo2z 


Richard J. Oparil 
RJO/apr 
cc: Elizabeth Shapiro, Esq. (by fax) 
David Kendall, Esq. (by fax) 
| BALTIMORE 1 WASHINGTON | NEWYORK | PHILADELPItIA 1 Tampa j DALLAS 
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RECEIVED 


Office of the Independent Counsel 


eae Pennsylvania Avenue, NA. ocT 5° 2000 
ite {90-North 2 
Washington, D.C. 20004 CHAMBERS OF 
(202) 314-8688 JUDGE LAMBERTH 


Fax (202) 314-8802 


BY HAND DELIVERY 


The Honorable Royce C. Lamberth 
United States District Judge 

for the District of Columbia 
E. Barrett Prettyman 
United States Courthouse 
333 Constitution Avenue, N.W. 
Washington, D.C. 20001 


Re: Testimony of Michelle Peterson in 
Alexander y. FBI, Civil Action No. 96-2123, 97-1288 


Dear Judge Lamberth: 


As the Court is aware, this Office has been conducting a criminal investigation into 
possible non-compliance with subpoenas issued as part of this Office’s ongoing investigations, 
including those within our jurisdictional mandates concerning Madison Guaranty Savings & 
Loan Association and what is commonly referred to as the Lewinsky matter, among others. The 
investigation has included questions as to whether decisions were made by persons within the 
Executive Office of the President, including persons in the Office of the Counsel to the President, 
not to search records (and not to produce responsive records) within their possession in response 
to lawfully issued subpoenas, issued both from the District of Columbia and the Eastem District 
of Virginia. 


The ongoing litigation in Alexander over which you have presided, has included the 
testimony of former members of the White House Counsel’s Office concerning record search and 
production practices within that office, including their practice with respect to searches and 
productions in connection with this Office’s investigations. On August 28, 2000, Michelle 
Peterson, former Associate Counse! to the President provided testimony suggesting that the 
policy and practice of the White House Counsel’s Office during her tenure there was to disclose 
to investigative entities when responsive records were discovered after the time in which they 
should have been produced and to explain to the investigators why such records had not 
previously been found and produced. The transcript of her testimony (page 264) reflects that Ms. 
Peterson testified: 


1514 


The Honorable Royce C. Lamberth 
October 5, 2000 
Page 2 of 5 


. with respect to both Congress and the Independent Counsel. it was 
unfortunately not that uncommon that documents would turn up after we had 
made a production, and we would have to produce them and explain why 
they hadn’t been found before. 


... I recall it happening on more than one occasion with respect to Independent 
Counsel Office. 


(Exhibit A to Attachment 1) (emphasis added). 
The transcript (page 265) then reflects the following question and Ms. Peterson’s answer: 


Q. Is it your policy nevertheless to make those disclosures whenever it occurred 
that there were incomplete responses made? 


A. It was certainly my practice and it was certainly the policy and practice of Mr. 
Ruff who headed the office as soon as anything was found that had not been 
produced, we were required to immediately produce it. 


(Exhibit A to Attachment 1) (emphasis added). 


This Office is aware that this testimony is contrary to the practice of that office during the 
time period in which Ms. Peterson was Associate Counsel, and perhaps more important, that Ms. 
Peterson should reasonably be aware of this fact in that she personally participated in such 
contrary practice. This Office has an obligation to assure that inaccurate testimony is corrected, 
and assure that counsel fulfill their professional obligation to assure such correction, 


On September 25, 2000, I wrote to Ms. Peterson, through counsel, and asked that she 
correct her testimony and provide this Court with the pertinent records which I attached as 
exhibits to my letter. I copied both the White House Counsel’s Office and the Department of 
Justice. (Attachment 1). The records which I requested she provide this Court are as follows: 


1) Subpoena V006 issued from the Eastern District of Virginia on January 20, 1998. 
(Exhibit B to Attachment 1). 


2) Subpoena D1089 issued from the District of Columbia on March 17, 1998. 
(Exhibit C to Attachment 1). 


_3) April 8, 1998 letter from Ms. Peterson to the Office of the Independent Counsel, 
(Exhibit D to Attachment 1). 


4) Production log entitled “Documents Produced to the Office of the Independent 
Counsel on April 8, 1998.” (Exhibit E to Attachment 1). 
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The Honorable Royce C. Lamberth 
October 5, 2000 
Page 3 of 5 


5) “The Hilley memo” -- October 16, 1996 memo from John Hilley to Evelyn 
Lieberman concerning having removed Monica Lewinsky. (Exhibit F to 
Attachment 1).! 


6) May 22, 1998 letter from Deputy Independent Counsel Solomon L. Wisenberg 
to Associate Counsel to the President Michelle Peterson, (Exhibit G to 
Attachment 1). 


7) May 29, 1998 letter from Special Counsel to the President Lanny A. Breuer to 
Deputy Independent Counsel Robert Bittman.(Exhibit H to Attachment 1). 


As I informed Ms. Peterson’s counsel, these documents reflect that the practice of the 

White House Counsel’s Office while Ms. Peterson was there was at variance with her testimony. 
They reveal that Ms. Peterson was personally involved in the failure to disclose to this Office the 
belated discovery of an important document (the “Hilley memo")(Exhibit F to Attachment 1) 
which was responsive to subpoena V006 issued from the Eastern District of Virginia’, In that 
instance, Ms. Peterson made no effort to disclose its belated discovery, much less “explain why 
[it] hadn’t been found before.” Rather, she delayed production of the document for over a week 
following its discovery, and thereafter placed it among 970 pages of documents which she 
produced to this Office in response to an unrelated subpoena (D1089) issued from the 
District of Columbia’. She affirmatively, and inaccurately, asserted that this document was 
responsive to that District of Columbia subpoena (D1089) when it was in fact clearly not 

` responsive to that subpoena. See, April 8, 2000 letter from Ms. Peterson to this Office (Exhibit 


D to Attachment 1). 


' This memo is from John Hilley, Assistant to the President and Director of Legislative 
Affairs. Ms, Lewinsky worked for Hilley in the Office of Legislative Affairs at the White House 
before being transferred to the Pentagon. The memo was an important piece of evidence in the 
investigation and was specifically cited in this Office's referral to the House of Representatives. 
See, Communication from the Office of the Independent Counsel, Kenneth W. Starr, 
Transmitting a Referral to the United States House of Representatives Filed in Conformity with 
the Requirements of Title 28, United States Code, Section 595(c), September 11, 1998, at 43, fn 
296 and Appendices to the Referral, at 2828 (Exhibit I to Attachment 1). 


? This subpoena to the White House was issued on January 20, 1998 from the grand jury 
sitting in the Eastern District of Virginia. It compelled the production of “all documents and 
things referring or relating to Monica Lewinsky.” 


3 This subpoena to the White House was issued on March 17, 1998 from the grand jury 
sitting in the District of Columbia. It compelled the production of all records referring or relating 
to Kathleen Willey, Nathan Landow, Jack Palladino and Julie Steele. 
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It is significant to note that the two subpoenas were issued and worked on by different 
prosecutors within this Office, and that Ms. Peterson reasonably understood this. Ms Peterson 
addressed all productions and correspondence concerning the District of Columbia subpoena 
(D1089) to Julie Corcoran of this Office. She addressed all productions and correspondence 
concerning the Virginia subpoena to Robert Bittman and Darrell Joseph, 


Only when this Office discovered the inclusion of the document in the unrelated 
production weeks later, did the White House Counsel’s Office disclose its belated discovery and 
production, On May 22, 1998, this Office wrote to Ms. Peterson and sought an explanation for 
the document’s belated‘discovery, the failure to bring its discovery to our attention, its inclusion 
in a subsequent unrelated production, and her representation that it was responsive to an 
unrelated subpoena. See, May 22, 1998 letter from Solomon L. Wisenberg, Deputy Independent 
Counsel to Michelle Peterson, Associate Counsel to the President (Exhibit G to Attachment 1). 


In response, Ms. Peterson’s superior, Lanny Breuer, Special Counsel to the President, 
wrote to this Office suggesting that it was not his office’s practice to disclose belated 
discoveries, and that it was the office’s practice to covertly transmit later discovered documents 
in subsequent and unrelated productions. He stated: 


When we discover a previously-undiscovered document that is responsive to a 
prior subpoena we produce the document to you, and often in conjunction with 
a production related to a subpoena that we subsequently received. Although 
we provide you with a production log, we do not invariably and explicitly 
identify a recently discovered document to you in our cover letter. 


May 29, 1998 letter from Lanny A. Breuer, Special Counse! to the President, to Robert Bittman, 
Deputy Independent Counsel, page 2. (emphasis added) (Exhibit H to Attachment 1), 


On September 29, 2000, Mr. Lynch responded to my request for correction and disclosure 
to this Court. He informed me that Ms. Peterson had declined to correct her testimony or to 
provide the material to this Court, stating “we do not see any need to burden Judge Lamberth” 
with the matter. (Attachment 2). I have heard nothing from the Department of Justice or the 
White House counsel’s office with respect to this matter. 


On October 5, 2000, I responded to Mr. Lynch to correct erroneous statements. 
(Attachment 3). Significantly, I informed him that Mr. Breuer’s recollection that Mssrs, Bittman 
and Wisenberg expressed the view that they were satisfied with Mr. Breuer's explanation, agreed 
that Ms. Peterson had acted in good faith, and regarded the issues as resolved, is erroneous. 
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In my October 5, 2000 letter, I also addressed an additional concern with respect to 
another aspect of Ms. Peterson’s August 28, 2000 testimony, as well as her third declaration 
recently filed in this Court. I informed Mr. Lynch that Ms. Peterson’s suggestion that the index 
of e-mails which she received in June of 1998 was not required to have been produced to this 
Office was inaccurate and misleading for the reasons set forth therein. See, Attachment 3, pages 
1-2 "Failure to produce the e-mail index.” 


Accordingly, in fulfillment of its obligation, this Office herewith transmits the attached 
materials to the Court for appropriate action. 


Attachments 


c: Mark H. Lynch, Esquire 
Beth Nolan, Esquire 
James J, Gilligan, Esquire 
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Office of the Independent Counsu 
100! Pennsylvania Avenue, NY. 
Suite 490-North 
Washington, D.C. 20004 


(262) 514-8688 
Fax (202) 514-3802 


September 25, 2000 


BY HAND DELIVERY 


Mark H. Lynch, Esquire 
Covington & Burling 

1201 Pennsylvania Avenue, N.W. 
Washington, D.C. 20004 


Re: Michelle Peterson testimony in Alexander v. FBI 


Dear Mr. Lynch: 


We have previously spoken concerning the need for Ms. Peterson to correct her August 
28. 2000 testimony in Alexander v. FBF with respect to the comparison of Lewinsky related 
records which she made while Associate Counsel to the President in 1998. ] appreciate your 
informing me of her intention to do so in that regard. Having now had an opportunity to read the 
entire transcript of her August 28, 2000 testimony and to reflect upon it, 1 feel an obligation to 
write to you with respect to another portion of her testimony which, in my judgment, is more 
serious, and also requires correction. 


The transcript (page 264) reflects that during cross-examination by Mr. Koslowe, of the 
Department of Justice, Ms. Peterson testified: 


{W]ith respect to both Congress and the Independent Counsel, it was 
unfortunately not that uncommon that documents would turn up after we had 
made a production, and we would have to produce them and explain why they 
hadn’t been found before. 


... 1 recall it happening on more than one occasion with respect to [the] 
Independent Counsel Office. 


(Exhibit A)(emphasis added). 


Attachment 1 
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The transcript (page 265) then reflects the following question by Mr. Koslowe and Ms. 
Peterson's answer: 


Q. Is it your policy nevertheless to make those disclosures whenever it occurred 
that there were incomplete responses made? 


A. It was certainly my practice and it was certainly the policy and practice of Mr. 
Ruff who headed the office as soon as anything was found that had not been 
produced, we were required to immediately produce it. 


(Exhibit A)(emphasis added). 


In factas Ms. Peterson had reason to know, the practice of the White House Counsel’s 
office while she served there was contrary to her testimony. Ms. Peterson was personally 
involved in the failure to disclose to this Office the belated discovery of a document (the “Hilley 
Memo") responsive to subpoena V006, issued from the Eastern District of Virginia. (Exhibit 
B). In that instance, Ms. Peterson made no effort to disclose its belated discovery, much less 
“explain why [it] hadn’t been found before.” Rather, she delayed production of the document for 
over a week following its discovery, and thereafter placed it among 970 pages of documents 
which she produced to this Office in response to another subpoena (D1089) issued from the 
District of Columbia. (Exhibit C}. She affirmatively, and inaccurately, asserted that it was 
being produced as responsive to that other subpoena (D1089). See April 8, 2000 letter from Ms. 
Peterson to Julie Corcoran of this Office (Exhibit D), accompanying production log entitled 
“Documents Produced to the Office of the Independent Counsel on April 8, 1998” (Exhibit E), 
and the "Hilley Memo” (O 004647) transmitted therewith (Exhibit F).! 


Only when this Office discovered the inclusion of the document in the unrelated 
production and confronted Ms. Peterson, did the White House Counsel’s Office disclose its 
belated discovery and production. On May 22, 1998, this Office wrote to Ms. Peterson and 


' This memorandum is from John Hilley, Assistant to the President and Director of 
Legislative Affairs. Ms. Lewinsky worked for Mr. Hilley in the Office of Legislative Affairs at 
the White House before being transferred to the Pentagon. The memo was an important piece of 
evidence in the investigation and was specifically cited in this Office's referral to the House of 
Representatives. See Communication from the Office of the Independent Counsel, Kenneth W. 
Starr. Transmitting a Referral to the United States House of Representatives Filed in Conformity 
with the Requirements of Title 28, United States Code, Section 595(c), September 1T. 1998. at 
43 n. 296 and Appendices to the Referral. at 2828 (Exhibit 1 ). 
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sought an explanation for the document’s belated discovery, the failure to bring its discovery to 
our attention, its inclusion in a subsequent unrelated production, and her representation that it 
was responsive to an unrelated subpoena. See May 22, 1998 letter from Solomon L. Wisenberg, 
Deputy Independent Counsel to Michelle Peterson, Associate Counsel to the President (Exhibit 


In response, Ms. Peterson's superior, Lanny Breuer, Special Counsel to the President, 
wrote to this Office suggesting that it was nat his office’s practice to disclose belated 
discoveries, and that it was the office’s practice to covertly transmit later discovered documents 
in subsequent and unrelated productions. He stated: 


When we discover a previously-undiscovered document that is responsive to a 
prior subpoena we produce the document to you, and often in conjunction with 
a production related to a subpoena that we subsequently received. Although 
we provide you with a production log, we do not invariably and explicitly 
identify a recently discovered document to you in our cover letter. 


May 29, 1998 letter from Lanny A. Breuer, Special Counsel to the President, to Robert Bittman, 
Deputy Independent Counsel, page 2. (Exhibit H). 


In light of this record, ] urge an immediate correction of Ms. Peterson’s testimony and a 
full disclosure to Judge Lamberth to include providing him with a copy of all of the attached 
exhibits. I have copied Ms. Nolan who will be able to authorize Ms. Peterson to provide the 
material to the Court. I am confident she will conclude that it is appropriate. 


Ms, Peterson’s prompt attention to this, as well as the previous matter, is appropriate. 
Please advise me immediately of her actions with respect to each. Please call me if you have any 
questions, Thank you for your assistance in this regard. 


Eg P24 


Jay Apperson 
Deputy Independgrit Cetinsel 


Exhibits attached 
c: Beth Nolan, Counsel to the President 
James J. Gilligan, Esquire, United States Department of Justice 
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the objection. 
(End of discussion at the bench.) 
MR. KLAYMAN: No further questions, Your Honor. 
CROSS- EXAMINATION 
BY MR. KOSLOWE: 
Q Ms. Peterson, were there ever occasions when on 
behalf of the White House you had to inform Congress that 


document production requests had not been fulfilled 


completely or were incomplete? 

A Yes. 

Q On what occasions did you have to do that? 

A I don‘t remember specifically, but with respect to 
both Congress and the Independent Counsel, it was 
unfortunately not that uncommon that documents would turn up 
after we had made a production, and we would have to produce 
them and explain why they hadn't been found before. 

I’m sure that it happened in the context of the 
campaign finance investigation, and I recall it happening on 


more than one occasion with respec: te Independent Counsel 


Office. 
£ Did you yourself have to make explanations? 
4 Certainly with respect to Independent Counsel 


Clilice. I did--I think I did it at least once with respect 


tc the Hill as well, at least would have drafted the letter 


znat went up te the Hill explaining what happened. 


g 
g 
t 


MILLER REPORTING COMPANY. IKT 
73 - 8TH STREET. £ £ 
Wasminoten. S.I Iero: 

12520 848-8662 


tod 
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Q Is that a pleasant task? 


A Absolutely not. 


Q Is it your policy nevertheless to make those 
| disclosures whenever it occurred that there were incomplete 


‘responses made? 


A It was certainly my practice and it was certainly 


the policy and practice of Mr. Ruff who headed the office as 
soon as anything was found that had not been produced, we 
were required to immediately produce it. 

Q Had you been aware in this case that there were a 
MAIL2 problem, would you have followed that same course of 
action in the Alexander case? 

A Yes. 

Q Did you conceal any information from this Court in 
the Alexander case? 

A Absolutely not. 

(e Did you direct anybody else to conceal information 
from this Court in the Alexander case? 

A Absolutely not. 

Q Did anyone ask you to conceal information from 
this Court in this case? 


A No. 


MR. KOSLOWE: Nothing further, Your Honor. 
REDIRECT EXAMINATION 
BY MR. KLAYMAN: 
MILLER REPORTING COMPANY. INT 
TIE + 8TH STREET. S.E 


Washington, D.C 20003 
IICT Sae-H66E 
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United States District Court 
EASTERN, DISTRICT OF __VIEGINA o ooo oU 


The White House 
SUBPOENA TO TESTIFY 
BEFORE GRAND JURY 


SUBPOENA FOR: 
Cl person © pocumentis) on osseete) 


YOU ARE COMMANDED to appear and tasty before the Grand dury of the United States District Court 
e place, date, and time specified below. 


COURTROOM 
GRAND JURY ROOM 


CE 


UNITED STATES DISTRICT COURT a 

401 Courthouse Square DE AND TE ge 
PA anuary 

Alexandria, Virginia 22314 Am ' 


YOU ARE ALSO COMMANDED to bring with you the following document(s) ar object(s)* 


See atcached rider. 


Saate ne Gothic! Oman u marie 


NORMAN H. MEYER, JR.. CLERK OF THE COURT 


By} Deputy Cian 


January 20, 1998 
(¥006) 


WS SUDDOERA IS Issued On apokea NAME, ADDRESS and PHONE NUMBER OF ASSISTANT U.S. ATTORNEY 
ne vaneg States pi Amencs Kenneth W, Sterr o tea 
Office of the Independent Counte? 
meee COUNSEL | 1001 Pennsylvanie Ave, NW! Sulte 490-8 
+ STARS Washington, D.C. 20004 (202) 526-8688 


Exhibit p 


RVED l Pa lada 


ŒD ON (PRINT NAME) ~ 


VED BY (PRINT NAME} 


Jape T. Bethan 


STATEMENT OF SERVICE FEES 


VEL SERVICES TOTAL 


DECLARATION OF SERVER) 


I declare under penalty of perjury under the taws of the United States of America that the foregoing 
information contained in the Proof of Service is tue and correct. 


Executed on — 
Daw Semen of bara 


IDTTIONAL INFORMATION 


ha mno men pone a SCENE aru ty maver © ae Heres Bae Fass IT) aaow Rum © Cama Praman. o Maa Kic) Home Reus af Cl Prominin, 
Nee pu ena Smee AD pa RIOD D Der CEES SRY TONNES 10 S ARS le ae EEE & Oe Aao Beem & Or aar w aeey Daren Pees Sine) Pomc! Fame wf Ont 
secre face Ei > amea RAED G DG PRAA O OR PN SO EO SERS Sed IU CONE SR Ory Sr Ss Pe Sha mete OPE USE METS, Mae 170 beer 
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Subpoena $ VOOG 


To: The White House 


SUBPOENA RIDER 


A. Produce all documents and things referring or relating to 
Monica Lewinsky. These documents and things should include, but 
not be limited te, the following: 


des any and all records, including but not limited to WAVES 
records, of visits to the White House; 


2. any and all any and all things, including gifts, 
Presents, cards, letters, notes, or other correspondence, to or 
‘from Monica Lewinsky, whether directly or directly; 


3. any and all photographs, videotapes, audiotapes, voice 
messages or other recordings; 


á. any and all documents and things containing the 
handwriting, signature, or other mark of Monica Lewinsky; 


E. any and all e-mail; 


6. Any and all communications between any member of the 
White House and Ambassador Bill Richardson or his Office. 


Produce any and all lists of guards and gate attendants at 
ne White House since January 1, 1995. 


stout 


Produce a list of guards or gate attendants since January 1, 
who have been reassigned, relocated, dismissed, terminated, 
iscaplined, 


wo 
un 


Oey 
it toe 


p, 


E. Produce the “BOX” or other record indicating the location of 
P zaent Clinton for each and every period Monica Lewinsky was 
he White House. 

E Produce any and all documents referring or relating to 
McAndrews & Forbes or Revlon, Inc. and their employees, agents, 
or representatives, including, but not limited to, Vernon Jordan, 
kon Perelman, Howard Gittes, and Barry Schwartz. 


Produce any and all personnel and employment records for 
è Lewinsky and Linda Tripp. 
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G. Produce any and all lists of White House interns since 
January i, 1994. 


H. Produce any and all lists of persons who have had access to 
the Executive Office of the White House since January 1, 1995. 


Personal appearance is not required if the requested documents 
are delivered on or before the return date to Special Agent 
Patrick Fallon of the Federal Bureau of Investigation (telephone 
202-514-8688), Suite 490-North, 1002 Pennsylvania Avenue, N.W., 
Washington, DC 20004, for submission to the Grand Jury. If you 
choose to deliver documents in lieu of a personal appearance, you 
must (i) state in a cover letter whether such production contains 
all responsive documents and (ii) attach a copy of this subpoena 
to the cover letter. 


1. Definirions 


a. The term "document" or "documents" as used in this 
subpoena means all records of any nature whatsoever within your 
possession, custody or control or the possession, custody or 
control of any agent, employee, representative (including, 
without limitation, attorneys, investment advisors, investment 
bankers, bankers and accountants), or other person acting or 
purporting to act for or on your behalf or in concert with you, 
anciuding, but not limited to, draft, pending or executed 
contracts and/or agreements, sample documents, insurance 
policies, financial guarantee bonds, letters of credit, 
communications, correspondence, calendars, daytimers, datebooks, 
telegrams, facsimiles, telexs, telefaxes, electronic mail, 
memoranda, records, reports, books, files (computer or paper), 
summaries or records of personal conversations, meetings or 
interviews, logs, summaries or records of telephone conversations 
and/or telefax communications, diaries, forecasts, statistical 
statements, financial statements (draft or finished), work 
papers, drafts, copies, bills, recerds of payments for bills, 
retainer records, attorney time sheets, telephone bills and 
records, telefax bills and records, tax returns and return 
information, employee time sheets, graphs, charts, accounts, 
analytical records, minutes or records of meetings or 
conferences, consultants' reports and/or records, appraisals, 
records, reports or summaries of negotiations, brochures, 
pamphiets, circulars, maps, plats, trade letters, depositions, 

Satements, interrogatories and answers thereto, pleadings, 
Gotke? sneets. discovery materials, audit letters, audit reports, 


a 
. 
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materials underlying audits, document productions, transcripts, 
exhibits, settlement materials, judgments, press releases, notes, 
marginal notations, invoices, documents regarding collateral or 
security pledged, settlement statements, checks disbursed or 
received at settlement, inspection reports, title policies, 
financial statements and/or federal.tax returns submitted by any 
person in support of any loan application, items related the 
repayment, if any, of any interest or principal on the loan, 
items relating to any default on the loan, commission records, 
evidence of liens, documents relating to filings under the 
Uniform Commercial Code and/or its equivalent, foreclosure and 
mortgage documentation, cashiers checks, bank drafts, money : 
orders, bank and brokerage account statements, debit and credit 
memoranda, wire transfer documentation, cpening account cards, 
signature cards, loan applications, any employment and bank 
account deposit verification documents, loan histories, loan 
files, records of loan repayment or any and all efforts to secure 
repayment, including foreclosure or records of lawsuits, credit 
references, board resolutions, minutes of meetings of boards of 
directors, opinion letters, purchases and sales agreements, real 
estate contracts, brokerage agreements, escrow agreements, loan 
agreements, offer and acceptance contracts, or any other 
contracts or agreements, deeds or other evidence of title, escrow 
accounts and any other escrow documentation, savings account 
transcripts, savings account deposit slips, savings account 
withdrawal slips, checks deposited in savings accounts, checking 
account statements, canceled checks drawn on checking accounts, 
deposit slips and checks deposited into checking accounts, credit 
card accounts, debit and credit documentation, safe deposit 
records, currency transaction reports (IRS Forms 4789), A 
photographs, brochures, lists, journals, advertising, computer 
tapes and cards, audio and video tapes, computerized records 
storec in the form of magnetic or electrónic coding on computer 
mecia or on media capable of being read by computer er with the 
ad of computer related equipment, including but not limited to 
floppy disks or diskettes, disks, diskettes, disk packs, fixed 
hard drives, removable hard disk cartridges, mainframe computers, 
Bernoulli boxes, optical disks, WORM disks, magneto/optical 

disks, Zloptical disks, magnetic tape, tapes, laser disks, video 
cassettes, CD-ROMs and any other media capable of storing 
magnetic coding, microfilm, microfiche and other storage devices, 
voicemail recordings and all other written, printed er recorded 

ez photographic matter or sound reproductions, however produced 

or reproduced. 


The term "document" or "documents" also includes any 
eariies, preliminary, preparatory or tentative version of all or 
part of a document, whether or not such draft was superseded by a 
zater craft and whether or not the terms of the draft are the 
samé as or different from the terms of the final document. 
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b. The term "communication" or “communications” is 
used herein in its broadest sense to encompass any transmission 
or exchange of information, ideas, facts, data, proposals, or any 
other matter, whether berween individuals or between or among the 
members of a group, whether face-to-face, by telephone or by 
means of electronic or other medium. 


c. "Possession, custody or control" means in your 
physical possession and/or if you have the right to secure or 
compile the production of the document or a copy from another 
person or entity having physical possession, including, but not 
limited te, your counsel. 


ad. The term "referring or relating" to any given 
subject means anything that constitutes, contains, embodies, 
reflects, identifies, states, refers to, deals with, or is in any 
manner whatsoever pertinent to that subject including, but not 
limited to, documents concerning the preparation of other 
documents. 


e. The term “you" means yourself and any ef your 
companies, partnerships and business entities with which you have 
been affiliated and any employees, partners, associates or 
members of any firm with which you have been affiliated in the 
course of your work for any of the persons or entities named in 
this rider, and any such firms and the affiliates of those firms. 


2. Instructions 


a. The originals of all, documents and communications 
must be preduced, as well as copies within your possession, 
custody, or control. 


b. If any original document cannot be produced in 
full, produce such document to the extent possible and indicate 
specifically the reason for your inability to produce the 
remainder. 


G: Documents shall be produced as they are kept in 
the usual course of business, as organized’ in the files. 
a. File folders, labels, and indices identifying 
Gocuments called for shall be produced intact with such 
documents. “Documents attached to each other should not be 
separatec. 


e. in reading this rider, the plural shall include 
tne singular and the singular shall include the plural. 


E The words "and" and "or" shall be construed 
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. conjunctively or disjunctively as necessary tO make tow request i 
‘inclusive rather than exclusive. The use of the word “including 
shall be construed without limitation. 


g. In the event that any document, or portion -/ 
thereof, called for by this subpoena is withheld on the basis of 
any claim of privilege or similar claim, that document shall be 
identified in writing as follows: (a) author; (b) the position or 
title of the author; (c) addressee; (d) the position or title of 
the addressee; (e) any indicated or blind copies; (f) date; (g) a 
description of the subject matter of the document; (h) number of 
pages; (i) attachments or appendices; {j) all persons to whom the 
document, its contents, or any portion thereaf, has been 
disclosed, distributed, shown, or explained; and (k) present 
custodian. Each basis you contend justifies the withholding of 
the document shall also he specified. With respect to those 
documents or records as to which you may claim privilege, or 
attorneys! work product, set forth as to each such document the 
basis for such claim, including the purpose and circumstances 
surrounding the creation of the document, the identity of each 
person who has heen privy to such communication reflected in the 
document, the identity of any person or entity instructing the 
subpoena recipient or the attorney of the subpoena recipient to 
withhold production of the document, and whether you will submit 
the document to the Court for an in camera determination as to 
the validity of the claim. If the existence of a joint defense 
agreement or any agreement as to common interest is relevant to 
the assertion of any claim of privilege or similar claim, please 

‘provide a copy of that agreement; if any such agreement is not in 
writing, please set forth the date of the creation of the 
agreement, the identities of all parties to the agreement and the 
specific individuals who entered into the agreement on behalf of | 
those parties, and the objects, purposes, and scope of the 
agreement. 


he in the event that any document called for by this 
subpoena has been lost, destroyed, deleted, altered, or otherwise 
Gisposec of, that document shall be identified in writing as 
follows: (a) author;:(b) the position er title of the author; (ec) 
adéressee; (d) the position or title of the addressee; (e) 
andicated or blind copies; (f) date; (g) a brief description of 
the subject matter of the document; (h) number of pages; (i) 
attachments or appendices; (j} all persons to whom the document, 
aS contents, Oo: any portion thereof, had been disclosed, 
Gistriputec, shown or explained; (k) the date of the loss, 
Gestruction, deletion, alteration, or disposal and the 
circumstances thereof; and (1) the reasons, if any, for the loss, 
destruction, deletion, alteration, or disposal and the person or 
persons responsible. 


ae If any information or data is withheld because 
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such information or data is stored electronically, it ss to be 
identified by the subject macrer of the information or data and 
the place or places where such information is maintained. 
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2.293 (Rev. BSI) Supsmens fo suey meene mone 
United Stars Bistrict Com. 


FoR TEE DISTRICT OF SA 
The White House 
SUBPOENA TO TESTIFY 
BEFORE GRAND JURY 
SUBPOENA FOR: 


Orerson E) DOCUMENTIS) OR OBJECTIS) 


YOU ARE HEREBY COMMANDED to appear and testify before the Grand kay of te United States District Coumtat 
ne place, date, and time specified below. 


COUT ADO 
Grand Jury, Third Floor 


FACE 
United Stares Distrier Court for the 


District of Columbia 
Third à Constitution Avenue, KW 


Washington, D.C. 
ashington, March 26, 5998/9:15 a.m 


YOU ARE ALSO COMMANDED to bring with you the following documentis) or objectisi:* 


See Attached. 


= Dresse set eonmnonal mtormatan on reverze. 


Tms subooens anaia M etlect unlit you art DISnteG teave te Depan py the toun or by sn oleae Being on 


benat or me cov COURT Poe Q 


ef > 


i Office of ighe independent Counsel 
. 1005 Penns’ ivanaa Avenue, K.K., Surte 90-horct 
| Washington, D.C. Z20004 
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SERVER Riera qy vo 
we Policia P wel, X | 


DON rT want 


he wack Hest tf Miate Pran 


P a aig 


STATEMENT OF SERVICE FEES 


l E a ME et 


DECLARATION OF SERVER ® 


I deciave under penalty of perjury under the lews of the United Sores of America that the foregoing 
information contained in the Return of Service and Suiteme 


ae 


Executed on, } 


MIONAL INFORMATION 


fa An mea rary taro @ naaa Gnd thre amann OF ihe paros ome fata IPIC, Patara) Pn ot Croas Praa, Oy Rate ASIG, Pmbere Ramen of Cri 
Mamawa 

1K am ang painan ge mat OO pa untang $0 MA a wonn serras OTe aan t a pari of ae bng Bamas oF an Ornan ar pany warani 
[here 4216, Pomma Aimas OF CN Moammar Det 3740, Fasern Daam at Onaca Proana Or ox DORE OT Eia hayoni porian pat erbmbast 
MOORE mao Bre unama m pry ann aad FES UIC 3625, Rue 3718) Ponerse nuna ot Crone Pronnart?”, 
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Subpoena #D1089 


To: The White House 


SUBPOENA RIDER 


A. ‘Produce any and all documents and things referring or 
relating to the following persons. These documents should 
include, but not be limited to, WAVES records, E-Pass records, 
correspondence, telephone logs, messages, gifts and 
contributions: 


Kathleen Willey 
Nathan Landow 
Jack Palladino 
Julie Steele 


B. Produce any and all WAVES records related to Kelly Crawford 
documenting entry into the White House for the period of January 
1, 2995 to the present date. 


Cc. For the period of October 1993 to the present produce any 
and all photographs and video tapes of the Presidential study, 
dining area, hallway leading to the same and the pantry. 


Personal appearance is not required if the requested documents 
are delivered on or before the return date to Special Agent 
Patrick Fallon of the Federal Bureau of Investigation (telephone 
` 202-514-8688), Suite 490-North, 1001 Pennsylvania Avenue, N.W., 
Washington, DC 20004, for submission to the Grand Jury. If you 
choose to deliver documents in lieu of a personal appearance, you 
must (I) state in a cover letrer whether such production contains 
all responsive documents, and (ii) attach a copy of this subpoena 
to the cover letter. 


IRS ; 
1. Defanitions 


a. The term "document" or "documents" as used in this 
subpoena means all records of any nature whatsoever within your 
possession, custody or control or the possession, custedy or 
contro: of any agent, employee, representative {uneluding, 


` 
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without limitation, atto.eys, investment advisors, vestment 
bankers, bankers and accountants}, or other person acting or 
purporting to act for or on your behalf or in concert with you, 
including, but not limited to, draft, pending or executed 
contracts and/or agreements, sample documents, insurance 
policies, financial guarantee bonds, letters of credit, 
communications, correspondence, calendars, daytimers, datebooks, 
telegrams, facsimiles, telexs, telefaxes, electronic mail, 
memoranda, records, reperts, books; files (computer or paper), 
summaries or records of personal conversations, meetings or ; 
interviews, logs, summaries or records of telephone conversations 
and/or telefax communications, diaries, forecasts, statistical 
statements, financial statements (draft or finished), work 
papers, drafts, copies, bills, records of payments for bills, 
retainer records, attorney time sheets, telephone bills and 
records, telefax bills and records, tax returns and return 
information, employee time sheets, graphs, charts, accounts, 
analytical records, minutes or records of meetings or 
conferences, consultants' reports and/or records, appraisals, 
records, reports or summaries of negotiations, brochures, 
pamphlets, circulars, maps, plats, trade letters, depositions, 
statements, interrogatories and answers thereto, pleadings, 
docket sheets, discovery materials, audit letters, audit reports, 
materials underlying audits, document productions, transcripts, 
exhibits, settlement materials, judgments, press releases, notes, 
marginal notations, invoices, documents regarding collateral or 
security pledged, settlement statements, checks disbursed or 
received at settlement, inspection reports, title policies, 
financial statements and/or federal tax returns submitted by any 
person in support of any loan application, items. related the | 
repayment, if any, of any interest or principal on the loan, 
stems relating to any default on the loan, commission records, 
eviaence of liens, documents relating to filings under the 
ün iorm Commercial Code and/or its equivalent, foreclosure and 
mortgage documentation, cashiers checks, bank drafts, money 
orders, Dank and brokerage account statements, debit and credit 
memezanda, Wire transfer documentation, opening account cards, 
signature cards, loan applications, any employment and bank 
account deposit verification documents, loan histories, loan 

ries, records of loan repayment or any and all efforts to secure 
epayment, including foreclosure or records of lawsuits, credit 
elerences, board resolutions, minutes of meetings of boards of 
rectors, opinion letters, purchases and sales agreements, real 
estate contracts, brokerage agreements, escrow agreements, loan 
agreements, offer and acceptance contracts, or any other 
contracts of agreements, deeds or other evidence of title, escrow 
accounts ané any other escrow documentation, savings account 
UTA@NSIOrisis, Savings account deposit slips, savings account 


fh rt t en 


in 
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withdrawal slips, checks orposited in savings account checking 
account Statements, canceled checks drawn on checking accounts, 
deposit slips and checks deposited into checking accounts, credit 
card accounts, debit and credit documentation, safe deposit 
records, currency transaction reports {IRS Forms 4789), 
photographs, brochures, lists, journals, advertising, computer 
tapes and cards, audio and video tapes, computerized records 
stored in the form of magnetic or electronic coding on computer 
media or on media capable of being read by computer or with the 
aid of computer related equipment, including but net limited te 
floppy disks or diskettes, disks, diskettes, disk packs, fixed 
hard drives, removable hard disk cartridges, mainframe computers, 
Bernoulli boxes, optical disks, WORM disks, magneto/optical 
disks, floptical disks, magnetic tape, tapes, laser disks, video 
cassettes, CD-ROMs and any other media capable of storing 
magnetic coding, microfilm, microfiche and other storage devices, 
voicemail recordings and all other written, printed or recorded 
or photographic matter or sound reproductions, however produced 
or reproduced. 


The term "document" or "documents" also includes any 
earlier, preliminary, preparatory or tentative version of all or 
part of a document, whether or not such draft was superseded by è 
later Graft and whether or not the terms of the draft’ are the 
same ès or different from the terms of the final document. 


b. The term "communication" or "communications" is 
usec herein in its broadest sense to encompass any transmission 
ez exchange of information, ideas, facts, data, proposals, or any 
other matter, whether between individuals or between or among. the 
members ol a group, whether face-to-face, by telephone or by 
means cf electronic or other medium. 


c. "Possession, custody or control” means in your 
physica. possession and/or if you have the right to secure or 
compiie the production of the document or a copy from another 
person oz entity having physical possession, including, but not 
~imatec tc, your counsel. 


G. The term “referring or relating" to any given 
Subject means anything that constitutes, contains, embodies, 
vefietzs, icentifies, states, refers to, deals with, or is in any 
manner wnatsoever pertinent to that subject including, but not 
-imitec tc, documents concerning the Preparation of other 
DOCUMENTE, 


e. The term "you" means yourself and any of your 
TORMBSN2ES, partnerships and business entities with which you have 


~ 3. 


1539 


been affiliated and any empioyeesS, Partners, associati oF 
members of any.firm with which you have been affiliatec in the 
course of your work for any of the persons or entities named in 
this rider, and any such firms and the affiliates of those firms. 


2. Instructions 


a. - The originals of all documents and communications 
must be produced, as well as copies within your possession, 
custody, or control. 


b. If any original document cannot be produced in 
full, produce such document to the extent possible and indicate 
specifically the reason for your inability to produce the 
remainder. 


Ce Documents shall be produced as they are kept in 
the usual course of business, as organized in the files. 


d. File folders, labels, and indices identifying 
documents called for shall be produced intact with such 
documents. Documents attached to each other should not be 
separated. 


e. In reading this rider, the plural shall include 
the singular and the singular shall include the plural. 


f: The words "and" and "or" shall be construed 
conjunctively or disjunctively as necessary to make the request 
anclius:ve rather than exclusive. The use of the word "including" 
Sha-. be construed without limitation. 


6. In the event that any document, or portion 
tnerec!, called for by this subpoena is withheld on the basis of 
any Ciaim of privilege or similar claim, that document shall be 
1aentižied in writing as follows: (a) author; (b) the position or 
title of the author; {c) addressee; {d) the position or title of 
the aderessee: (e) any indicated or blind copies; (f) date; ig) a 
description of the subject matter of the document: {h) number of 
pages; (i) attachments or appendices: (j) all persons to whom the 
Qocument, sts contents, or any portion thereof, has been 
a:sciosed, distributed, shown, or explained; and {k} present 
custodian. “Each basis you contend justifies the withholding of 
tne cocument shall also be specified. With respect to those 
cosumencs or records as to which you may claim privilege, or 
attorneys’ work product, set forth as to each such document the 
basis for such claim, including the purpose and circumstances 
Surrouneé:ng the creation of the document, the rdenticy of each 
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person who has been privy «<o such communication refl zec in the 
document, the identity of any person or entity instructing the 
subpoena recipient or the attorney of the subpoena recipient to 
withhold production of the document, and whether you will submit 
the document to the Court for an in camera determination as to 
the validity of the claim. If the existence of a joint defense 
agreement or any agreement as to common interest is relevant to 
the assertion of any claim of privilege or similar claim, please 
provide a copy of that agreement; if any such agreement is not in 
writing, please set forth the date of the creation of the 
agreement, the identities of all parties to the agreement and the 
specific individuals who entered into the agreement on behalf of 
those parties, and the objects, purposes, and scope of the 
agreement. 


h. In the event that any document called for by this 
subpoena has been lost, destroyed, deleted, altered, or otherwise 
disposed of, that document shall be identified in writing as 
follows: (a) author; (b) the position or title of the author; (c) 
addressee; (d) the position or title of the addressee; ~(e) 
indicated or blind copies; (f) date: ig) a brief description of 
the subject matter of the document; (h) number of pages; (I) 
attachments.or appendices; (j) all persons to whom the document, 
its contents, or any portion thereof, had been disclosed, 
distributed, shown or explained; (k) the date of the loss, 
destruction, deletion, alteration, or disposal and the 
circumstances thereof; and {1) the reasons, if any, for the loss, 
destruction, deletion, alteration, or disposal and the person or 
persons responsible, 


Ss If any information or data is withheld because 
such information or data is stored electronically, it is to be 
saent.lied by the subject matte of the information or data and 
tne place or places where such information is maintained. 
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THE wrlITE HOUSE 
WASHINGTON 


April 8. 1998 
Vi E 4 


Julie Corcoran. Esq. 

Office of the Independent Counsel 
Sue 490 North 

1001 Pennsylvania Ave. N.W. 
Washington. D.C, 20004 


Dear Juhe: 


1 am enclosing the second group of documents responsive to your Subpoena 
#D1089 (Bates Nos. 004006 ~ 004977). This production includes al! of the responsive 
e-mails. with exceptions similar to those outlined in my lener to Bob Rinman of January 27. 
JOO8 te.p.. publicly available materials, nems of general interest distributed to al! saff members. 
iransenpts of press briefings. and payroll records). 


With respect to your item “C”. as ] have indicated, your request is overbroad and 
burdensome | understand thal your request for al} photographs and videos of the study, private 
dining room and pantry and hallways between. is to allow vou to understand the geographical 
tayoul of the area. Thus, to ssatisfy your request. we have videotaped and I am sending you a 
tane tna: includes all of those areas. Jt is my understanding that there have been no substantial 
cnanges in the lavou:. If vou have any questions about this. let me know. Otherwise. ] believe 
inat this should meet your needs. 


} wust that your office will treat the enclosed information as confidential and 
enutied to all protection accorded by jaw. including Federal Rule of Criminal Procedure éle). to 
ancuments subpoenaed by 2 federal grand jury. If vou have any questions. J can be reached at 
v20Ds 4 50-7808 


schelle Peterson 


Associate Counsel to the President 
Encisures 


1089-DC-00000328 
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Documents Produced to the Office of the Independent Counsel on April 8, 1998 


| CONTROL NUMBERS SOURCE 


O 004678 - O 004977 


IC Tape G White House Communications Agency 
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oer 
/ 

7 e 
October 16, 1996 


Dear Evelyn, 


Thanks for the meeting yesterday. I wanted to follow up on a 
few points as you put your memo together. 


o I'vé enclosed our staff division of responsibilities that we 
use throughout the year. I don't distribute it because I want 
White House and agency staff to funnel their issues and requests 
through our West Wing operation. That way I can keep track, 
exercise quality control, and make the judgements about the use 
of our staff resources. 


o I've also enclosed a brief memo on our correspondence 
operation. It was in bad shape when I came in. We got rid of 
Monica and Jossie not only because of “extracurricular 
activities" but because they couldn't do the job. We also had 
problems with NSC and White House correspondence that have been 
corrected. I believe the operation is in quite good shape now. 


Thank you for being so good: to me this year. I greatly 
appreciate your help and counsel. I will take the steps you 
suggested and then follow up with both you and Leon. 


E i gu va | 
CeerPTy 
esccooom (00H MRN 


OA 8994 


EIDRO ECE 
0 004647 
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Z vee ic A AE. 
E epep 


Suite 
COTY ; Washingion, DC 20004 
i f [DON 514-8688 
Fax {202} 514-8802 


May 22, 1998 


Ms. Michelle Peterson, Esq. 
Associate White House Counsel 
Office of the White House Counsel 
The White House 

1600 Pennsylvania Avenue, N.W. 
Washington, D.C. 20500 


Re Subpoena Non-Compliance 


. Dear Ms. Peterson: 


lam writing regarding the October 16, 1996, memo from John Hilley to Evelyn 
Lieberman, This memo (bearing White House Bates No. O 004647) was hidden in your April 8, 
1998, production to the Office of the Independent Counsel (OIC). Your April 8 cover lener 
falsely states that "I am enclosing the second group of documents responsive to your Subpoena 
#01089." In fact, your production included the Hilley memo which was plainly not responsive to 
Subpoena #D1089. but rather to Subpoena #006, which had a January 27, 1998, return date. 
Your cover letter did nothing to alert our office io the existence of the Hiliey memo. Thus, the 
Hilley memo. a plainly relevant document, was produced 10 the OIC and the Grand Jury two and 
one half months late under misleading circumstances. Please answer the following questions by 
Tuesday. May 26, 1998, at 2:00 p.m. ` 


L When was the Hilley memo found? 


` 


Who found the Hilley memo? 


3 Exactly where was the Hilley memo found? 

4 ifthe Hilley memo was found prior to February 6. 1998. the date vou professed 
to be in substantial compliance with Subpoena #V006, why was it not provided on 
that date? 
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If the memo was found after rebruary 6, 1998, but before April 8, 199. shy was 
it not immediately brought to our anention with an explanation for the tardy 
production? 


Were there any discussions regarding the Hilley memo with potential witnesses 
oranyone else outside the White House Counsel's Office? 


If the answer to question number 6 is yes, what is the justification 
for holding such discussions regarding a subpoenaed document while 
concomitantly hiding the very same document from the OIC? 


Regardless of when this document was discovered, what is your justification for 
burying it within the Willey production? 


What discussions were had within the White House Counsel’s Office 
regarding the timing of production of the Hilley memo? 


Let me remind you that this is s criminal investigation. In twelve years of prosecution at 
the federal level I have never had an anomey engage in the kind of conduct that 
somebody in the White House Counsel's Office engaged in here. | trust you will report - 
this incident to Mr. Ruff. 


Sincerely, 


ees 


Solomon L, Wisenberg 
Deputy Independent Counsel 
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TELECC "COVER SHEET 
OFFICE OF THE INDEPENDENT COUNSEL 
1001 Pennsylvania Avenue, N.W., Suite 490N 


Washington, D. C. 20004 
telephone (202) 514-8688 facsimile (202) 514-8802 


Date: May 22, 1998 


TO: Michelle Peterson, Esq., Associate Counsel to the President 


Company Name: Office of the White House Counsel 


Fax Number: ue 1 i Telephone Number: “SRA 


FROM: Solomon L. Wisenberg, Deputy Independent Counsel 
Number of Pages: 3 (including this cover sheet) 
Message: 


eenen a nner eteretencrmnsnresine 


CONFIDENTIALITY NOTE 


Tins facsemiic as intended only for the person or entity to. which it is addressed and may contain information 
thal ls priviieged, confidential, or otherwise protected from diseiosure. Dissemination, distribution, or 
copving of this (acsimite ar the information herein by anyone other than the intended recipient, or an 
employee or agent responsible for delivering the messape to Ihe intended recipient, ts prohibited. H vou have 
received Hus lacsimie m error, please notify us immediately hy telephone and return the facsimile oy mail, _ 
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TRANSKISSION OK 

TX/RX NO 3352 

CONNECTION TEL pulley 
SUBADDRESS 


CONNECTION ID 


ST. TIME 05/22 17:05 
USAGE T 00'551 
PGS. 3 
RESULT 0K 
TELECOPY COVER SHEET 


OFFICE OF THE INDEPENDENT COUNSEL 
1001 Pennsylvanias Avenue, N.W., Suite 490N 
Washington, D. C. 20004 
telephone (202) 514-8688 facsimile (202) 514-8802 


Date: May 22, 1998 


TO: Michelle Perergon, Esg., Associare Counsel to the President 
Company Name: Office of the White House Counsel 

Fax Number: qA Telephone Number; _ Samam. 
FROM: Sclomon L. Visenberg, Deputy Independent Counsel 

Number of Pages: 3 (including this cover sheet) 


Message, 


1548 


T WHITE HOUSE 
WASHINGTON - 


May 29, 1998 


Farsimi d Fi ï 


Robert Bittman 

Deputy Independent Counsel 
Office of the Independent Counsel 
100] Pennsylvania Avenue. N.W. 
Suite 490-North 

Washington, D.C. 20004 


Dear Bob: 


J am writing regarding Sol Wisenberp’s letter to Shelli Peterson of May 22, 1998. 
Although I have found s number of his recent letters to be somewhat shril! and insulting, this ane 
broke new ground. ] will mempt to avoid writing a “propaganda picce,” to use Mr. Wisenberg's 
dismissive mischaracterization of our leners to yoor office that set out our record of document 
production. But ] do wish to get various facts out. You have served approximately sixteen 
subpoenas on the White House - not to mention those to White House staff — in this latest phase 
of your investigation, Whether you agree with our judgment or not that some of these subpoenas 
have been overly broad and burdensome, there can be no genuine debate but that we have 
endeavored to produce documents to you quickly and to be responsive to your inquiries. 


On various occasions your office has been unaware of what documents you have 
received and when you bave received them Consequently, one member of your team will 
request the status of our production when another member has already received the production. 
Despite the confusion on your end, Ms. Peterson has provided your office with information 
whenever requested. A fair observer would recognize — as I had thought your office had long 
ago concluded ~ that Ms. Peterson bas been willing to work with you and answer many of your 
questions and informa! requests for information. She bas even sat down with members of your 
office to walk them through documents and to explain how they could find information that is 
purportedly needed for your investigation. In particular, Ms. Peterson has met with agents and 
anorneys from your Office to review redactions and to explain documents that were not self- 
explanatory (something | might add that she was not in anyway obligated to do). Similarly, she 
bas provided information requesied by your Office without need for subpoena. Indeed, you may 
want to speak with Chris McKinney, for whom Ms. Peterson tracked down information about 
numerous telephone numbers without requiring a subpoene, or speak with your agents or othe 
colleagues for whom she bas facilitated dozens of interviews without a subpoena, and when 
. Trquested and possible, bas arranged 10 accep! service of subpoenas on behalf of White House 
employees. It is against this background that ] personally find Mr. Wisenberg's recent letter so 
unerly baseless and astonishing; aud, his rush to judgment inexcussble, 
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Robert Birman, Esq. 
May 29, 1998 
Page 2 


As you ere well aware, hundreds of thousands, if not millions, of stared 
jocuments are maintained by the Office of Records Management (“ORM”), sn office run by 
=xtremely competent and hard working career civil servants. Many of the documents that we 
save produced to your office over the last several years have come from searches emanating 
from that office. Nonetheless, it is impossible to identify every responsive document in ORM. 


Because of the vagaries of filing, the genera! name descriptions of files and the 
sheer volume of paper, to name but a few obvious reasons, responsive documents are at times nol 
located. h is evident thst prior to your investigation, for instanes, the name Monica Lewinsky 
was not parncularly noteworthy ond would not have been used by White House employees to 
identify a particular file. 


The Hiliey memo, which is the subject of Mr. Wisenberg's diatribe, was 
discovered and produced as a direct resak — and not in spite — of Ms, Peterson’s approach to 
document production. Having established a rapport with the career public servants who work in 
ORM and baving previously requested that they remain mindful of documents that are 
responsive to your subpoenas, an ORM employee found the document (bearing bates no. 
009647) while conducting a search unrelated to your investigation. The document was found on 
March 30, 1998, in a file once belonging to Evelyn Lieberman labeled “Legislative Affairs.” 

The documen was given to Ms. Peterson later that week and she produced that document to your 
office in the next production — well before John Hilley testified before the grand jury and more 
than six weeks before we received Mr. Wisenberg's accusatory letter and subpoene to Ms. 
Peterson. 


Thus, Mr, Wisenberg’s claim that the memo “was hidden in [ow] April 8, 1998, 
production” is reckless and inaccurate. Indeed, we sent a production log with eur production and 
thus very gocumen! is the first document of those sourced to the Office of Records Mansgement 
Sureiy, a professional prosecutor such as Mr. Wisenberg can find such a document in a relatively 
small production Be that as jt may, I assure you that neither Ms. Peterson nor anyone cise 
connected with the production had any intent to hide this document. 


It has been our open practice for some time to produce documents to you and to 
anempi to identify the subpoena{s) to which they arc responsive. We have followed this practice 
to assis: vou in keeping track of our many productions te your numerous subpoenas. When we 
discover a previously-undiscovered document that is responsivé to a prior subpocna we produce 

` the document to you, and often in conjunction with a production related to a subpoena that we 
suosequenuy received. Although we provide you with a production log, we do not invariably 
and expiscitly identify a recently discovered document to you in our cover letter. Perhaps Mr. 
Wisenberg would prefer that we did, but such a preference is no excuse for accusing an smomey 
of mprope: conduct. Mr, Wisenberg claims that m his “twelve years of prosecution al the 
feacral ievel [ne} hajs} never had an attorney engage” in such conduct 1 do not know Mr. 
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Robert Bittman, Esq. 

‘May 29, 1998 

Page 3 

Wiscnberg’s experience over the past twelve years of prosecution on the federal Jevel. But I 
have practiced for a longer period and in comparable settings. Our performance in this instance 
was consistent with the highest ethical norms, and J am proud of ow work performed here. I do 
not think his incendiary comments are professional or even appropriate. 


I am happy to discuss this incident or anything else with you and Mr, Wisenberg. 
1 only hope that Mr. Wisenberg can refrain from name calling or threats in the future, 
Sincerely yours, 


Special Counsel to the President 


105th Congress, 2d Session ~ = ~------<-~- House Document: 105-310 


REFERRAL FROM INDEPENDENT COUNSEL KENNETH 
W. STARR IN CONFORMITY WITH THE REQUIRE- 
MENTS OF TITLE 28, UNITED STATES CODE, SECTION 


595(¢) 


COMMUNICATION 
FROM 


KENNETH W. STARR, 
INDEPENDENT COUNSEL 
TRANSMITTING 


A REFERRAL TO THE UNITED STATES HOUSE OF REPRESENTA- 
TIVES FILED IN CONFORMITY WITH THE REQUIREMENTS OF 
TITLE 28, UNITED STATES CODE, SECTION 896(c} 


SEPTEMBER 31, 1996.—Referred to the Cammitiee on the Judiciary 
pursuant to H. Res. 525 and ordered to be printed 


US. GOVERNMENT PRINTING OFFICE 
WASHINGTON : 1088 


Free mie by te US. Governenace Premang Other 
Superrecndens of Donumens, Mai Sip: SSOP, Wesheapn, DX 20000-9528 Exhibit l 
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Oval Office.285 He glanced through the window into the Oval Office 

and saw the President and Ms. Lewinsky go through the door lead- 
toward the private study.78 
ming her frequent visits to the Oval Office area 2 “nuisance,” 

‘one Secret Service Officer complained to Evelyn Lieberman, the 
Deputy Chief of Staff for Operations.” Ms. Lieberman was already 
aware of Ms. Lewinsky. In December 1995, acco to Ms. 
Lewinsky, Ms. Lieberman chided her for being S the West Wing 
and told her that interns are not permitted around the Oval Office. 
Ms. Lewinsky (who had begun her Office of Legislative Affairs job) 
told Ms. Lieberman that she was not an intern anymore. After ex- 
preening surprise that Ms. Lewinsky had been hired, Ms. 

ieberman said she must have Ms. Lewinsky confused with some- 
one else.288 Ms. Lieberman confirmed that she reprimanded Ms. 

Lewinsky, whom she considered “what we used to call a ‘clutch’ 
ese pry someplace she shouldn't be.” 289 

In Ms. Lewinskys view, some White House staff members 
seemed to think that she was to blame for the President's evident 


interest in her: 
Pe ar were of his weaknesses, maybe, and * * * 
they didn't want to look at him and think that he could be 
responsible for anything so it had to all be my fault * * * 
I was him or I was making advances towards 


B. DECISION TO TRANSFER MS. LEWINSKY 


Ms. Lieberman testified that, because Ms. Lewinsky was so pe: 
sistent in her efforts to be near the President, “I decided to tid 
of her.”2! First she consulted Chief of Staff Panetta. Acco: 

Mr. Panetta, Ms. Lieberman told him about a woman on the af 
ee “spending = much time around I = Wing.” Seann 
0 e appearance t it was creating,” Ms. Lieberman propo 

to move her out of the White House. Mr. Panette—who testified 
that he valued Ms. Lieberman's role as “a tough disciplinarian” and 
“trusted her ju hapot reple, P ine.” 292 

Although Lieberman said she could not recall having heard 
any rumors linking. the President and Ms. Lewinsky, Beat acknowl- 
edged that “the President was vulnerable to these kind of rumors 
** * yes, yes, that was one of the reasons” for moving Ms, 


5 Fergusco 7/17/98 GJ at 29, 31. 


President, though som 
730498 GJ at 7-32; Byree 7/178 GS at rary 


Byrne 
Bye viy% at 27-28, 46-47, 51-55; B 625/96 at Si. 
20 Lewinsky 8/20/98 58 Dev at 10-11; Lewinsky TAVS lat a6. Demo 


am Lieberman L30998 GJ at 36-37. Ms. i i 
of Ms. Lewmsky. When she saw Ms, beck in the White House after she no longer 
worked there ad Ms. Currie, pe coud busch o Kreis) kennis banc 


, Ms. . 
said to Ms. Curne, who told Ms. Lemaosky that ahe could watch a Presidential bebcoper 
you—-puts?” or otherwise “expressed my displeasure.” Lieberman 13098 Gi st 


= Lewinsky 8/2098 GJ at B. 
m Lieberman 1/30/08 GJ at 4l. 
m Panetta 1/28/96 GJ at 139-42. 
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Lewinsky out of the White House.23 Later, in September 1997, 
. Marcia Lewis (Ms. Lewinsky’s mother) complained about her 

daughter's dismissal to Ms. Lieberman, whom she met at a- Voice 
of America ceremony. Ms. Lieberman, according to Ms. Lewis, re- 
sponded by “saying something about Monica being cursed because 
she’s beautiful.” Ms. Lewis gathered from the remark that Ms. 
Lieberman, as part of her effort to protect the President, “would 
want to have pretty women moved out.” 3% 

Most people understood that the principal reason for Ms. 
Lewinsky’s transfer was her habit of hanging around the Oval Of- 
fice and the West Wing.295 In a memo in October 1996, John Hiliey, 
Assistant to the President and Director of Legislative Affairs, re- 
ported that Ms. Lewinsky had been “got[ten] rid of” in part “be- 
cause of ‘extracurricular activities’” (a phrase, he maintained in 
the grand jury, that meant only that Ms. Lewinsky was often ab- 
sent from her work station).2% 

White House officials arranged for Ms. Lewinsky to get another 
job in the Administration.2*’ “Our direction is to make sure she has 
a job in an Agency,” Patsy Thomasson wrote in an email message 
on April 9, 1996.28 Ms. Thomasson’s office (Presidential Personnel) 
sent Ms. Lewinsky’s resume to Charles Duncan, Special Assistant 
to the Secretary of Defense and White House Liaison, and asked 
him to find a Pentagon opening for her.297 Mr, Duncan was told 
that, though Ms. Lewinsky had performed her duties capably, she 
was being dismissed for hanging around the Oval Office too 
much.” According to Mr. Duncan—who had received'as many as 
40 job referrals per day from the White House—the White House 
had never given such an explanation for a transfer.>°! 


GQ ` - NSKY'S NOTIFICATION OF HER TRANSFER 


On Friday, April 5, 1996, Timothy Keating, Staff Director for 
Legislative Affairs, informed Ms. Lewinsky that she would have to 
leave her White House job.>2 According to Mr. Keating, he told her 
that she was not being fired, merely “being given a different oppor- 
tunity.” In fact, she could tell people it was a promotion if she 


et 
and one of her colleagues who was aiso transferred—<did not refer to an sexual 0 nature. 
Hilley S1998 GJ See also Byrne 6/25/98 Depo. at 22-25, 77-28, 38, 43, 54-55; Currie 


28 f 
©? Lewinsky D696 GJ at 61. The President was treveling to Oklaboms City on that day. 
V006-DC-O00006S4 (President's schedule); 968~-DC-00000841 same). 
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October 16, 1996 


Dear Evelyn, 


Thanks for the meeting yesterday. I wanted to follow up on a 
few points as you put your memo together. 


° T*ve enclosed our staff division of responsibilities that we 
use throughout the year. I don't distribute it because I want 
White Mouse and agency staff te funnel their issues and requests 
through our West Wing operation. That way I can keep track, 
exercise quality control, and make ghe judgements about the use 
of our staff resources. , a 


o I've also enclosed a brief memc on our correspondence 
operation, It was in bad shape when J came in. We got rid of 
Monica and Jossie not only because of “extracurricular ` 
activities" but because they couldn't do the job. We also had 
problems with NSC and White House correspondence that have been 
corrected. I believe the operation is in quite good shape now. 


Thank you for being so good to me this year. I greatly 
appreciate your help and counsel. J will take the ateps you 
suggested and then follow up with beth you and Leon. 


pe 


dues 


_ Garry 


WRENIN 
0 004647 
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COVINGTON & BURLING 


1201 PENNSYLVANIA AVENUE NW WASHINGTON, OC MARK H. LYNCH 
WASHINGTON, DC 20004.2401 NEW YORK TEL 202.662.5544 
TEL 202.662.6000 LONDON FAX 202.778.5544 
FAX 202.662.6291 BRUSSELS MLYNCH @ COV.COM 
www. COv.cOM SAN FRANCISCO 


September 29, 2000 


BY HAND 


Jay Apperson, Esquire 

Deputy Independent Counsel 
1001 Pennsylvania Avenue, N.W. 
Suite 490-North* 

Washington, D.C. 20004 


Re: Michelle Peterson 


Dear Mr. Apperson: 
Thank you'for your letter of September 25, 2000. 


Enclosed is a copy of the declaration of Ms. Peterson that was filed 

yesterday. I want the record to be clear that when you told me that you believed 

-Ms. Peterson should inform Judge Lamberth about the alleged differences between the 
Lewinsky emails produced to the OIC in early 1998 and the comparison set Ms. Peterson 
reviewed in June 1998, I told you that we had already decided to do so. I also told you that 
your call to me was fortuitous because I was planning to call you to inquire whether you had 
any objection on Rule 6(e) grounds to Ms. Peterson describing her appearance before the 
grand jury. You stated that you had no such objection. 


Your letter of September 25 asserts that the belated production of the “Hilley 
memo” demonstrates that Ms. Peterson’s testimony before Judge Lamberth with respect to 
the document production policies of the White House Counsel’s Office was not accurate. 
We disagree with this assertion. 


The letter of May 29, 1998 from Lanny A. Breuer, Special Counsel to the 
President, to Robert Bittman, Deputy Independent Counsel, provides an account of the 
Hilley memo episode, on which-Ms. Peterson stands. Your characterization of Mr. Breuer’s 
letter as “suggesting that it was not his office’s practice to disclose belated discovery, and 
that it was the office’s practice to covertly transmit later discovered documents in 
subsequent and unrelated productions” is unfounded. 


Attachment 2 
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COVINGTON & BURA 4G 


Jay Apperson, Esquire 
September 29, 2000 
Page 2 


In addition, Mr. Breuer recalls that following his letter to Mr. Bittman, he and 
Mr. Bittman and Mr. Wisenberg had discussions about the production of the HiJley memo. 
At that time Mr. Bittman and Mr. Wisenberg expressed the view that they were satisfied 
with Mr. Breuer’s explanation, they agreed that Ms. Peterson had acted in good faith, and 
they regarded this issue to be resolved. l 


Your letter also urges that we provide your letter and the attachments thereto 
to Judge Lamberth. Because we do not believe that the story of the production of the Hilley 
memo demonstrates any inaccuracy in Ms. Peterson’s testimony in the Alexander case, we 
do not see any need to burden Judge Lamberth with accounts of an old dispute between the 
White House Counsel’s Office and the OIC that was satisfactorily resolved at the time by 
the participants in the dispute. If, notwithstanding the foregoing, you feel obliged to furnish 
your letter and the attached exhibits to the Court, please include this response as well. 


Please feel free to call me if you would like to discuss this matter. 
Sincerely, 
Mark H. Lynch 
Enclosure 


cc: Beth Nolan, Esq. (w/enclosure) 
James J. Gilligan, Esq. (w/enclosure) 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT-OF COLUMBIA,” 


CARA ALEXANDER, et al., ) = 
) 
Plaintiffs, } 
) 
v. } Civil Nos. 96-2123 
) 97-1288 
FEDERAL BUREAU OF ) (RCL) 
INVESTIGATION, et al., ) 
) 
Defendants. } 
Fa Ee ce T) 
NOTICE OF FILING 


Michelle Peterson files herewith a declaration that brings to the Court's 
attention certain information that was pointed out to her by the Office of Independent 
Counsel.following her wman in the above-captioned matter on August 28, 2000. 

Ms. Peterson does not believe.that this information effects the substance of her testimony, 
but in the interest of full and complete disclosure she wants to provide it to the Court, | 


Respectfully submitted, 


wen FA 
Mark H. Lynch 
D.C. Bar No. 193110 
Covington & Burling 
1201 Pennsylvania Avenue, N.W. 
Washington, D.C. 20004 
(202) 662-6000 


Counsel for Ms. Peterson 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


CARA ALEXANDER, et al., ) 
) 
Plaintiffs, } 
) 

v. } Civil Nos. 96-2123 

) 97-1288 

FEDERAL BUREAU OF ) (RCL) 

INVESTIGATION, et al., ) 
) 
Defendants. } 
ee) 


THIRD DECLARATION OF MICHELLE PETERSON 


I, Michelle Peterson, declare as follows: 

le. I ae currently employed as an Assistant Federal Public Defender in the . ; 
Office of the Federal Public Defender for the District of Columbia. I have held this position 
since May, 2000. . 

2. Previously, I was employed by the White House Counsel’s Office as an 
Associate Counsel to the President of the United States. I held that position from February 
1997 through the middle of May, 2000, although I was on maternity leave from February 
2000 until shortly before my departure, l 

3. Ihave previously provided PEE to this Court in the Alexander case 
on July 2, 1999 and April 12, 2000. 

4. [appeared before this Court on August 28, 2000, in the Alexander case, 
Subsequent to my appearance before this Court, I appeared before the Grand Jury convened 
by Independent Counsel Robert Ray in Alexandria, Virginia, on September 5, 2000 and again 


on September 12, 2000. One of the topics was the comparison of emails recovered in June of 
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ze 
1998 with the emails produced to the Office of Independent Counsel (OIC) in or about 
January.or February 1998. 

5. During my apperance on September 5, 2000, I was shown what was 
purported by the OIC to be the emails produced by the White House Coutts Office’in or 
about January or February 1998 in response to a request for all documents relating to Monica 
Lewinsky. I was also shown a set of documents produced more recently by the White House 
Counsel’s Office to the OIC that was purported to be the emails that I had compared with the 
otiginal emails produced. 

6. [had previously testified before this Court on August 28, 2000, that when I 
compared the emails that were given to me in June 1998, I believed them to be duplicative of 
emails that I had previously produced to the Office of the Independent Counsel. I stand by 
that testimony re an accurate statement of my belief in June 1998 and continuing up to my 
appearace before the Grand Jury on September 5, 2000. However, during the course of my 
testimony to the Grand: Jury, it appeared from the documents shown to me that I may have 
been mistaken with respect to one or possibly two emails. 

7. First, a prosecutor from the OIC showed me one email that had been 
included in the stack of emails that I received in June 1998 that.was a substantive duplicate of 
another email within that same stack, but had a different time and a different spelling of the 
email addressee. My best recollection is that the time was about 20 minutes different and that 
part of the email address was improperly capitalized. The substance of the email was exactly 
the same. According to the prosecutor, only one version of this email was produced in the 
original production to the OIC. 

8. Second, I was shown a one-page email that I had produced to the OIC in or 


about January or February 1998. I was then shown an exact duplicate of that emaik-that was . 
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contained within the June 1998 emails, but which also had what was purported to be a second 
page that contained a “cc” list for the email. I was informed that the purported “cc” list was 
not included in our earlier production: [ have no way of verifying whether what was now 
represented to be the second page of that email was in fact the second padbof the‘email in the 
emails I was given, nor do I have any way of verifying whether that second page was 
produced to the OIC in the original production. With respect to the content of the emails, one 
was an invitation to a going away part for Tracy Bobowick. I do not recall the substance of 
the other email, but my recollection is that it was of the same sort. 

9. I stand by my testimony that I believed all of the emails that I was asked to 
review in June 1998 were duplicative of those that I had produced in or about January or 
February 1998. However, in light of what was shown to me on September 5, 2000, I cannot 
say with certainty whether or not I may have made a mistake in the original production to the 
OIC or in my June 1998 comparison because I do not have access to the documents [ 
produced in January or February, 1998, nor do I have access to a copy of the documents [ 
compared those documents to in June 1998. 

10. In addition to the emails, the OIC showed me a copy of what appeared to 
be a listing or index of the June 1998 emails. I confirmed that this document, which was not 
an email, to my knowledge was not produced to the OIC as part of the original production. It 
appeared to be a document that was created after the date of the subpoena and in connection 
with the compilation of the June 1998 comparison set. 


11. I declare under penalty of perjury that the foregoing is true and correct to 


Z 
the best of my knowledge. Executed this a 7 day of September, 2000. 


ichelle Peterson 
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CERTIFICATE OF SERVICE . 


I hereby certify that copies of the foregoing Notice of Filing and Third 
Declaration of Michelle Peterson were served on this 28th day of September, 2000, by first 
class mail, postage prepaid, to the following: 


Larry Klayman, Esq. 
Judicial Watch, Inc. 

501 School Street, S.W. 
Suite 725 

Washington, D.C. 20024 


David E. Kendall, Esq. 
Williams & Connolly 
725 12th Street, N.W. 
Washington, D.C. 20005 


Neil Koslowe, Esq. 

U.S. Department of Justice 
Federal Programs Branch 
P.O. Box 883 : 
Washington, D.C. 20044 


Mark H. Lynch 
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Office of the Independent Counsel 


1001 Pennsylvania Avenue, N.W. 
Suite 490-North 

Washington, D.C. 20004 

(202) 514-8688 

Fax (202) 514-8802 


October 5, 2000 


BY HAND DELIVERY 


Mark H. Lynch, Esquire 
Covington & Burling 

1201 Pennsylvania Avenue, N.W, 
Washington, D.C. 20004-2401 


Re: Michelle Peterson 


Dear Mr. Lynch: 


I am in receipt of your letter of September 29, 2000. I too wish the record to be clear. 
When we spoke on September 13, 2000, you informed me that you were planning to file a 
declaration addressing the discrepancies in the two e-mails. I stated my belief that Ms. 
Peterson ought to further address the 69 pages of additional materials which included the 
index of all e-mails in the June 1998 test run. 


Failure to produce the e-mail index 


While I appreciate Ms. Peterson disclosing to the Court by way of her declaration the 
existence of the index and the fact that it was not produced to this Office, I believe that her 
attempt to suggest that the index was not required to have been produced to this Office, at 
least in June 1998, is both inaccurate and misleading. Her declaration (paragraph 10) states 
that the index “appeared to be a document that was created after the date of the subpoena,” 
presumably because the index which she reviewed had not been printed onto paper until 
June of 1998 in conjunction with the test run. By that reasoning neither the index, nor any 
of the e-mails, were required to be produced, inasmuch as they were not printed onto 
paper (or “created” to use her term) until after the date of the subpoena. The fact is that the 
index, like the e-mails, was required to have been produced to this Office because it existed 
in electronic form prior to the issue date of the subpoena. 
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Mark H. Lynch, Esq. 
October 5, 2000 
Page 2 of 4 


The Subpoena (V006) issued on January 20, 1998, a copy of which I provided to you 
on September 25, 2000, clearly requires the production of “any and all documents and 
things referring or relating to Monica Lewinsky.” Documents are expressly defined therein 


to include: 


computerized records stored in the form of magnetic or electronic coding on 
computer media or on media capable of being read by computer or with the aid of 
computer related equipment. .. 


See Subpoena Rider, Definitions, paragraph “a” at page 3. 


The subpoena further, and perhaps most significantly, expressly requires that “indices 
identifying documents called for shall be produced intact with such documents.” See 
Subpoena Rider, Instructions, paragraph “d” at page 4. (emphasis added). 


There can be no question that upon her personal receipt of this printed index in June 
1998, Ms Peterson was required to have produced it to this Office. She was not a low-level 
records clerk, but an Associate Counsel to the President of the United States, fully familiar 
with the subpoena’s requirements. Moreover, had the index been produced to this Office, 
it would have allowed us to know then that an e-mail identified thereon had not been 
produced and permitted us to seek its production. 


Thus, Ms. Peterson’s testimony on August 28, 2000 and her recent declaration, are all 
the more troubling. On August 28, 2000 she testified: 


I sat at my desk and I compared them like this and made sure that everything that 
was in the stack that Ms. Mills had given me was in the stack that we had 
produced to the Independent Counsel. 


Transcript at 201 (emphasis added). 


' Of course, the index should have reasonably permitted Ms. Peterson to have quickly 
determined for herself that an e-mail which was listed on the index had not previously been 


produced to this Office. 
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Mark H. Lynch, Esq. 
October 5, 2000 
Page 3 of 4 


In response to a direct question from Judge Lamberth, Ms. Peterson then testified: 


What was important was were there any documents that hadn’t been 
produced. Because if there were, we had to get them produced right away with 


an explanation. 


Transcript at 202 (emphasis added). 


She continued: “Everything that was in the stack that Ms. Mills gave me was also 
contained in the stack that we had already produced to Independent Counsel Starr.” id at 
202-203; “The fact that all of these documents had been produced meant that I didn’t 
have to write a letter or make a call explaining there were additional documents that hadn’t 
been produced.” id at 203; “I [told Cheryl Mills} everything that was in the stack has 
already been produced.” id at 209 - 210; “Luckily everything that was in the stack had 
already been produced. . .” id at 210 (emphasis added). 


Failure to correct her testimony concerning White House practice 


I am profoundly disappointed that Ms. Peterson has seen fit to decline to correct her ` 
testimony regarding White House Counsel's practice of disclosing to investigators when 
responsive records are later discovered. I shall make the appropriate disclosures to the 
Court. However, in addition, I wish to address a number of issues which you raise in your 
letter of September 29, 2000. 


You state that my characterization of Mr. Breuer’s May 29, 1998 letter is “unfounded,” 
but offer nothing to suggest why that is so. Mr. Breuer’s letter (fom which I quoted) will 
speak for itself. You state that I asked that you provide a copy of my letter of September 
25, 2000 to Judge Lamberth. I did not. I asked that all exhibits to that letter be provided to 


the Court. 


You state that Mr. Breuer recalls that “Mr. Bittman and Mr. Wisenberg expressed the 
view that they were satisfied with Mr. Breuer’s explanation, they agreed that Ms. Peterson 
had acted in good faith, and that they regarded the issue to be resolved.” First, Mr. 
Breuer’s recollection is in error. Neither gentleman expressed any such view, or agreed 
that Ms. Peterson had acted in good faith. Moreover, it is difficult to understand what that 
has to do with my letter which sought a correction of testimony with respect to the practice 
of the Counsel’s Office concerning later discovered documents. Ms. Peterson’s testimony 
concerning that practice is at odds with Mr. Breuer’s description of that practice, whether 
or not either practice is unethical. . 
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Mark H. Lynch, Esq. 
October 5, 2000 
Page 4 of 4 


In my letter of September 25, 2000, I pointedly avoided any suggestion of unethical 
conduct on the part of Ms. Peterson or anyone else in the Counsel’s office with respect to 
the production of the Hilley memorandum. Indeed, in quoting Mr. Breuer’s May 29, 1998 
letter, I made no reference to his statement that the White House Counsel’s Office 
“performance in this instance was consistent with the highest ethical norms” as remarkable 
as that statement is in light of facts which clearly reflect otherwise. Rather, I sought to 
address the issue at hand, and had hoped that Ms. Peterson would do so as well. I regret 
that she has chosen not to. 


I nevertheless thank you for your assistance in this matter. 


c: The Honorable Royce C. Lamberth 


Beth Nolan, Counsel to the President 
James J. Gilligan, Esquire, United States Department of Justice 
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ADDITIONAL VIEWS 
APPENDIX I 


COMMITTEE CORRESPONDENCE 
SINCE SEPTEMBER 27, 2000 


DAN BURTON, INDIANA, 
‘CHAIRMAN 


BENJAMIN A. GILMAN, NEW YORK 
CONSTANCE A MORELLA. MARYLAND _ 
CHRISTOPHER SHAYS, CONNECTICUT 
REANA ROS-LEHTINEN, FLORIDA 

JOHN M. MCHUGH, NEW YORK 
STEPHEN HORN, CALIFORNIA 

JOHN L. MICA, FLORIDA 

THOMAS M. DAVIS I, VIRGINIA 

DAVID M. MCINTOSH, INDIANA 

MAAK E. SOUDER, INDIANA 

JOE SCARBOROUGH, FLORIDA 

STEVEN C. LATOURETTE. OHIO 
MARSHALL "MARK" SANFORD, SOUTH CAROLINA 
BOB BAAR, GEORGIA 

DAN MILLER, FLORIDA 

ASA HUTCHINSON, ARKANSAS 

LEE TERRY, NEBRASKA 

JUDY BIGGERT, ILLINOIS 

GREG WALDEN, OREGON 

DOUG OSE, CALIFORNIA 

PAUL AYAN, WISCONSIN 

HELEN CHENOWETH-HAGE, IDAHO 
DAVID VITTER, LOUISIANA 
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ONE HUNDRED SIXTH CONGRESS 


Congress of the United States 


House of Representatives 


COMMITTEE ON GOVERNMENT REFORM 
2157 RAYBURN House OFFICE BUILDING 
WASHINGTON, DC 20515-6143 


Masonry {202} 225-5074 
Maoecty (202) 225-5051 
TTY (202) 225-6852 


HENRY A. WAXMAN, CALIFORNIA. 
RANKING MINORITY MEMBER 


TOM LANTOS, CALIFORNIA 

ROBERT E. WISE. Jn,, WEST VIRGINIA 

MAJOR A. OWENS, NEW YORK 

EDOLPHUS TOWNS. NEW YORK 

PAUL E. KANJORSKI, PENNSYLVANIA 

PATSY J, MINK, HAWAII 

CAROLYN B. MALONEY, NEW YORK 

ELEANOR HOLMES NORTON, 
DISTRICT OF COLUMBIA 

CHAKA FATTAH, PENNSYLVANIA 

ELIJAH E. CUMMINGS, MARYLAND 

DENNIS J. KUCINICH, OHIO 

ROD R. BLAGOJEVICH, ILLINOIS 

DANNY K. DAVIS, ILLINOIS 

JOHN F. TIERNEY, MASSACHUSETTS 

JIM TURNER, TEXAS 

THOMAS H. ALLEN, MAINE 

HAROLD E. FORD, Jn., TENNESSEE 

JANICE D. SCHAKOWSKY, ILLINOIS 


BERNARD SANDERS, VERMONT, 
INDEPENDENT 


September 29, 2000 


Beth Nolan 

Counsel to the President 
The White House 
Washington, D.C. 20500 


Dear Ms. Nolan: 


During your March 30, 2000, testimony before the Committee, Congressman 
Mica asked whether you had officially notified all the entities that had subpoenaed 
documents from the White House of the fact that e-mail archiving problems have 
rendered previous searches for responsive materials incomplete. Your response indicated 
that you had communicated with a number of Independent Counsels and Congressional 
Committees in order to gather information about every document request that came to the 
White House during the affected period. Congressman Mica then asked you to provide 
for the record copies of those communications. 


To date, the Committee has not received any response to this request. Please 
provide by Friday, October 6, 2000, all records of communications relating to the various 
EOP e-mail archiving problems between your office and any entity (excluding this 
Committee) that subpoenaed documents from the White House. 


incerely, 


Gn Sb. 


Dan Burton 
Chairman 


ce: The Honorable Henry Waxman, Ranking Minority Member 
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THE WHITE HOUSE 


WASHINGTON 


September 29, 2000 


James C. Wilson, Esq. 

Chief Counsel 

Committee on Government Reform 
United States House of Representatives 
2157 Rayburn House Office Building 
Washington, D.C. 20515 


Dear Mr. Wilson: 


I write to update you regarding electronic records management issues at the Executive 
Office of the President. Our office has recently learned of a new anomaly in our Automated 
Records Management System (“ARMS”). This new anomaly causes problems with at least 
certain electronic pager records. With such records, the pager headers apparently are attached to 
unrelated text. At present, the dates of the affected records and the full scope of the anomaly 
have not been confirmed. As I understand it, however, pager confirmation documents bearing 
the phrase “unable to convert” are the most likely documents to be affected. I cannot yet say that 
the universe of affected documents is limited to these documents, nor can I yet say whether this 
anomaly has caused other documents to fail to be captured by ARMS. What I can tell you is that 
it is currently believed that this anomaly affects only the EOP’s All-in-One system, rather than 
its successor Lotus Notes system. We will endeavor to provide you with a clearer description of - 
this new ARMS anomaly once our office receives further clarification and documentation. 


Best regards. 


ce: Paul Weinberger, Esq. 
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EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTRATION 
WASHINGTON, D.C. 20503 


September 29, 2000 


Mr. James C. Wilson, Esquire 

Chief Investigative Counsel 
Committee on Government Reform 
2157 Rayburn House Office Building 
Washington, D.C. 20515 


Dear Mr. Wilson: 


I am writing to follow-up on our September 14, 2000 briefing in connection with EOP’s ongoing Tape 
Restoration Project (TRP). During that briefing, your staff inquired regarding the funding for the project, 
and I promised to provide information in that regard. Please be advised that the House and Senate 
Appropriations Committees have approved $13.2 million in total funding for the TRP effort. These funds 
include $8.4 million in supplemental funding appropriated in June 2000 and $4.8 million in existing 
funding which remained in a Capital Investment Plan account originally earmarked for EOP’s Y2K 
efforts. In approving the supplemental funding, our appropriators required that we submit a report from 
our independent validation and verification contractor assessing the initial and projected project costs. 
Our contractor, Vistronix, Inc., submitted this assessment of costs as of July 28, 2000 and projected that 
the TRP will require $11.7 million in funding. As of September 29, 2000, EOP will have 
committed/obligated or expended approximately $6.9 million of the $13.2 in available funding. 


Your staff also inquired regarding the reference to "additional requirements ranging from $5 to $30 
million" in a May 25, 2000 letter from the Subcommittee on Treasury, Postal and General Government to 
Mr. Lindsay in relation to the TRP. The high end of this range anticipated the potential for forensic 
requirements from law enforcement agencies which would have required the services of an outside 
contractor at enormous expense. EOP ultimately reached an agreement with the Office of the 
Independent Counsel and the Campaign Financing Task Force on a tape restoration process which is 
expected to require funding within the existing appropriation level. This agreement was communicated to 
EOP’s appropriators before the supplemental funding was approved by Congress. 


As promised, I also forward with this letter a copy of our Tape Restoration Project Media Inventory 
(Binders 1 through 4) which identifies the 7,177 pieces of media contained in the inventory as of 
September 22, 2000. Please be reminded that we can provide sub-inventories, determined by date or 
other field, should that assist in your review of the inventory. 
I will be happy to discuss the above with you. 

Sincerely yours, _ 


Michael K. Bartosz 
General Counsel 


cc: Paul Weinberger, Minority Chief Investigative Counsel 


DAN BURTON, INDIANA, 
CHAIRMAN 


BENJAMINA. GILMAN, NEW YORK 
CONSTANCE A. MORELLA, MARYLAND 
CHAISTOPHER SHAYS, CONNECTICUT 

ILEANA ROS-LEMTINEN, FLORIDA 

JOHN M. MCHUGH, NEW YORK 

STEPHEN HORN, CALIFOANA 

JOHN L. MICA, FLORIDA 

THOMAS M. DAVIS t), VIRGINA, 

DAVID M. MCINTOSH, INDIANA 

MARK E. SOUDER, (NOIANA 

JOE SCARBOROUGH, FLORIDA 

STEVEN C LATOURETTE, OSI 

MARSHALL "MARK" SANFORO, SOUTH CAROUNA, 
BOB BAAR, GEORGIA 

DAN MILLER, FLORIDA 

ASA HUTCHINSON, ARKANSAS 
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October 1, 2000 
The Honorable Janet Reno 


Attomey General 
United States Department of Justice 
Washington, D.C. 20530 


Re: Committee Hearing or Interview on October 5, 2000 


Dear General Reno: 


As you know, I have requested your appearance at a hearing of the Government 
Reform Committee on October 5, 2000. Subsequently, our respective staffs have 
discussed the possibility of a transcribed two hour and fifteen minute interview, to be 
conducted on October 5, 2000. At present, it appears that your agreement to be 
interviewed will obviate the need for a Committee hearing. 


Your staff has asked that I provide you with a list of topics that I expect to be 
covered at the hearing or interview. I expect that questioning will focus on several major 
subjects: (1) the Campaign Financing Task Force’s e-mail investigation; (2) the Task 
Force’s campaign fundraising investigation; (3) the Robert Bratt matter; (4) the Waco 
tragedy; and (5) Joseph Gersten. In the hope of working towards a mutually beneficial 
interview, the following is an outline of the-specific issues I expect to be raised. Should 
there be a departure from this list, I will endeavor to provide you with advance notice in 


writing. 
Justice Department E-Mail Investigation 


e The Committee has requested the Justice Department to provide the number of Justice 
Department attorneys, not including Office of Independent Counsel personnel, who 
have worked on the e-mail investigation. Specifically, we would like to know the 
number of Justice Department attorneys that are currently working on the 
investigation, and the number that were working on the investigation as of two weeks 
ago. Ata hearing last week, Deputy Assistant Attomey General Alan Gershel refused 
to answer questions about this matter, claiming that it was “longstanding Justice 
Department policy” not to answer questions about staffing levels on particular 
investigations. However, Mr. Gershel was unable to cite any precedent for his refusal 
to answer this question. I expect that you will answer questions regarding the staffing 
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levels, excluding Office of Independent Counsel personnel, of the e-mail 
investigation. 


Mr. Gershel also noted that staffing levels “may suggest an importance or lack of 
importance with respect to the investigation based simply on how many people are 
assigned to it.” This, of course, is very true when the investigation is clandestine. 
When it is a matter of national prominence, this is not the case. At present, there is 
reason to believe that the Justice Department investigation is understaffed, and that 
the one attorney with institutional knowledge in the case has left the Department. 
The only message this sends is that dilatory and aggressive obstruction will pay 
dividends. Please explain why it would harm the investigation for the Department to 
provide staffing information on this matter to the Committee. 


» The Committee also asked Mr. Gershel a number of questions regarding the e-mail 
reconstruction process. He was asked if the Justice Department and Office of 
Independent Counsel have searched the e-mail backup tapes for any matters beyond 
the campaign fundraising and Monica Lewinsky matters. Mr. Gershel refused to 
answer this question, claiming that it would negatively impact the Justice 
Department’s investigation. Mr. Gershel’s claim is without foundation. The 

! Committee is attempting to determine whether the backup tapes reconstructed by the 
Federal Bureau of Investigation were searched for messages relating to the 
Committee’s investigations, which are not part of the Task Force’s investigation ~ for 
example, the Hudson Casino decision, or the FALN clemency matter. If the Justice 
Department is not investigating those matters, it should be a simple matter to admit 
that you have not searched the backup tapes for messages relating to those matters. 


è The Committee would also like to know whether you had available to you all of the e- 
mails which were released by the White House on September 22, 2000, when you 
made your August 23, 2000, decision not to appoint a Special Counsel for Vice 
President Gore. 


e The Committee would also like to know whether Karen Skelton, who served as 
Director of Political Affairs for Vice President Gore, has ever been interviewed by the 
Department of Justice. If she has been interviewed, the Committee would like to 
know when she was interviewed. 


Justice Department Campaign Fundraising Investigation 


e On August 24, 2000, the Committee subpoenaed the memorandum by Robert Conrad 
calling on you to appoint a special counsel to investigate Vice President Gore. To 
date, you have refused to provide that memo. Your staff has not even provided a 
clear rationale for your failure to produce that memo. I would like to receive a copy 
of the memo, and the other documents responsive to the Committee’s August 24, 
2000, subpoena prior to the hearing or interview. If such documents are produced, 
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the Committee will likely have questions about the documents. In the event that they 
are not produced, we will have questions regarding your failure to produce them. 


e Inthe Committee’s July 20, 2000, hearing, Members of the Committee pointed out 
that the videotape of the December 15, 1995, White House coffee appeared to contain 
the following statement by the Vice President: “we oughta, we oughta, we oughta 
show Mr. Riady the tapes, some of the ad tapes.” Justice Department personnel at 
that hearing refused to comment on the tape, and refused to even state that they 
wanted to obtain the original videotape of the event. On September 25, 2000, the 
Justice Department finally stated that they would ask the Committee for the 
videotape. Department staff still have not actually requested the videotape. The 
Committee will question you about these matters. 


e On June 6, 2000, the Committee held a hearing that examined allegations made by 
FBI Deputy Director William Esposito against Public Integrity Section Chief Lee 
Radek. The Committee may question you about Mr. Esposito’s allegations. 


e On June 26, 2000, the Committee subpoenaed from the Justice Department all e-mail 
messages from and to a number of specified Department staff regarding your 
decisionmaking process for the appointment of an independent counsel to investigate 
the campaign fundraising scandal. To date, Committee staff has been offered only a 
small subset of e-mails to review. In addition, Committee staff has asked for a small 
number of e-mail messages to be provided to the Committee, and has not received 
those messages. The Committee may have questions about this matter. 


Waco 


e As you know, the Committee has been conducting an investigation of the 1993 
tragedy at the Branch Davidian compound outside of Waco, Texas. We have 
interviewed a number of Department staff during this investigation. We would like to 
question you about your decisionmaking both before and after the Waco tragedy. 


Robert Bratt 


e The Committee has subpoenaed the declination memo relating to Robert Bratt and 
Joseph Lake. On September 20, 2000, Committee staff asked your staff to provide a 
copy of that declination memo to the Committee. We have not yet received a copy of 
the memo, and we expect to as soon as possible. - 


e The Committee has questions for you regarding the Department’s handling of the 
issues outlined in the recent report of the Justice Department Office of Inspector 
General relating to Mr. Bratt and Mr. Lake. 
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Joseph Gersten Matter 


The FBI has provided information to Australian legal authorities about Joseph 
Gersten. While the Committee takes no position on the merits of any past investigations 
of Mr. Gersten, the following issues are of interest to the Committee: 


e The criteria used by the Department of Justice when it comes to providing 
information about U.S. citizens to foreign governments. Does the Department of 
Justice or the Federal Bureau of Investigation routinely provide investigative 
information that did not result in an indictment? 


» Information provided to the Committee by the Justice Department has been redacted. 
Was the information provided to Australian authorities redacted in the same way? 


e Whether, in 1992, you were aware of allegations that Mr. Gersten had committed a 
homicide in 1992. 


e Whether you are aware today of allegations that Mr. Gersten committed a homicide in 
1992. 
i 4 


e Whether you are aware that subsequent allegations against Mr. Gersten were made by 
any of the same individuals involved with the homicide allegation. 


e Whether you are aware of any suggestions that the homicide allegation should be kept 
from Mr. Gersten or his attorneys. 


The Committee would welcome written answers to any of the above questions in 
advance of the hearing or interview. It would, however, reserve the right to follow-up 
and request clarification in the event that you do answer any of the above questions in 


writing. 


If you have any questions about these matters, please have your staff contact the 
Committee’s Chief Counsel, James C. Wilson, at (202) 225-5074. 


Sincerely, 


“Don Bute 
Dan Burton to > 


Chairman 


cc: The Honorable Henry A. Waxman, Ranking Minority Member 
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THE WHITE HOUSE 


WASHINGTON 
October 4, 2000 


By Facsimile and Regular Mail 


James Wilson, Esq. 

Chief Counsel 

Committee on Government Reform 
U.S. House of Representatives 
Washington, D.C. 20515 


Dear Mr. Wilson: 


On September 14, 2000, we briefed Committee staff on the status of the EOP e-mail 
restoration project. We indicated that we are now able to conduct targeted searches of non- 
ARMS-managed e-mail on backup tapes according to the priorities of investigative bodies, and 
we invited the Committee to provide us with input regarding its investigative preferences. This 
letter is to reiterate that invitation. 


As we advised, using a targeted search process we can conduct three different types of 
searches. Our technical staff can search 100 tapes for 70 e-mail accounts and 70 search terms in 
about three weeks. They can search 50 tapes for 35 e-mail accounts and 35 search terms in about 
two weeks. Finally, they can search all e-mail accounts on a single tape using a single search 
term within a few days. Once the work on the technical side is complete, the results would be 
available for lawyers’ review and production, if appropriate, to the Committee. 


As of today, over 1700 of the approximately 3400 backup tapes relevant to the Mail2, 
Letter D and OVP anomalies have been copied. Please keep in mind, however, that our offer to 
conduct targeted searches is not limited to the already-copied tapes and that a request to conduct 
a targeted search of other backup tapes can be accommodated. 


The Committee’s input is essential to resolve a number of important issues relating to 
these targeted searches. For example, we would need the Committee to identify which user 
accounts to search, which subpoenas should take priority, and which dates are of most 
significance. The Committee is clearly in the best position to answer these questions. With this 
information, we would work to both accommodate your interests and coordinate them with other 
search requests. On the other hand, we recognize that the Committee may prefer to await the 
point at which we will have a broader search capacity. 
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Thank you for your consideration of this matter. Please do not hesitate to call if I can be 


of assistance. 


cc: Paul Weinberger, Esq. 


Sincerely, 


l 


Lisa J. Klem 
Associate Counsel to the President 
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October 4, 2000 


The Honorable Janet Reno 
Attorney General 

United States Department of Justice 
Washington, D.C. 20530 


Robert J. Conrad, Esq. 
Campaign Finance Task Force 
Department of Justice 

5432 Bond Building 

1400 New York Avenue, N.W. 
Washington, D.C. 20530 


a 


Dear Madam Attorney General Reno and Supervising Attorney Conrad: 


HENAY A. WAXMAN, CALIFORNIA, 
RANKING MINORITY MEMBER 


TOM LANTOS. CALIFORNIA 

ROBERT E. WISE, Jn, WEST VIRGINIA 

MAJOR R. OWENS, NEW YORK 

EDOLPHUS TOWNS, NEW YORK 

PAUL E. KANJORSKI, PENNSYLVANIA 

PATSY T. MINK, HAWAI 

CAROLYN B. MALONEY, NEW YORK 

ELEANOR HOLMES NORTON, 
DISTRICT OF COLUMBIA 

CHAKA FATTAH, PENNSYLVANIA 

ELIJAH E. CUMMINGS, MARYLAND 

DENNIS J. KUCINICH, OHIO 

ROD A. BLAGOJEVICH, ILLINOIS 

DANNY K. DAVIS, ILLINOIS 

JOHN F. TIERNEY. MASSACHUSETTS 

JIM TURNER, TEXAS 

THOMAS H. ALLEN, MAINE 

HAROLD E. FORD, Ja., TENNESSEE 

JANICE D. SCHAKOWSKY, ILLINOIS 


BERNARD SANDERS, VERMONT, 
INDEPENDENT 


Pursuant to the Committee’s ongoing investigation into the failure to search and 


produce White House e-mail, Michelle Peterson was interviewed on June 8, 2000. 


During that interview, she told Committee staff that in the summer of 1998, Cheryl Milis 
asked her to determine whether a collection of documents had been previously produced 
to the Office of Independent Counsel. Peterson said that she received the documents and 


compared them with others that she knew had already been produced. Peterson told 


Committee staff that she “put the documents in two stacks, side-by-side, in chronological 


order” and “determined that they were duplicative.” 


Please answer the following questions: 


e Do you have any knowledge of whether Ms. Peterson or her attorney were 
ever instructed to inform this Committee of any information contrary to or 


related to these statements? 
If so, who provided this instruction? 
e If so, when did they provide this instruction? 


1578 


Please respond in writing no later than Monday, October 9, 2000. Thank you for 
your prompt attention to this matter. if you have any questions, please call me at (202) 
225-5074, 


Sincerely, 
CH aa, 


James C. Wilson 
Chief Counsel 


DAN BURTON, INDIANA, 
CHAIRMAN 


BENJAMIN A, GILMAH, NEW YORK, ` 
QONSTANGE A, SGRELLA, MARYLAND 
CHAISTOPHER SHAYS, CONNECTICUT 
ILEANA ROS-LEHTINEN, FLORIDA 
SOHN M, McHUGH, NEW YORK 
STEPHEN HORN, CALIFORNIA 

JOHN. MICA, FLORIDA 

THOMAS M, DAVIS IN. VIRGINIA’ 
DAVID M. MEINTOSH, INDIANA 

MAPK E. SOLDER, INDIANA 

JOE SCARBOROUGH, FLORIDA 
STEVEN C. LATOURETTE OHO. 


MARSHALL MARK” SANFORD, SOUTH CAROLINA 


BOR BARR, GEORGA 


DOUG OS CALIFORNIA 

PAUL RYAN, WISCONSIN 

HELEN CHENOWETH- HAGE, AHO 
DAVID VITTER, LOUISIANA 


Beth Nolan 
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October 4, 2000 


Counsel to the President 
The White House 
Washington, D.C, 20500 


Dear Ms. Nolan: 


Pursuant to the Committee’s ongoing investigation into the failure to search and 
produce White House e-mail, Michelle Peterson was interviewed on June 8, 2000. 
During that interview, she told Committee staff that in the summer of 1998, Cheryl Mills 
asked her to determine whether a collection of documents had been previously produced 
to the Office of Independent Counsel. Peterson said that she received the documents and 
compared them with others that she knew had already been produced. Peterson told 
Committee staff that she “put the documents in two stacks, side-by-side, in chronological 
order” and “determined that they were duplicative.” 


Please answer the following questions: 


Do you have any knowledge of whether Ms. Peterson or her attorney were 
ever instructed to inform this Committee of any information contrary to or 
related to these statements? 

If so, who provided this instruction? 

If so, when did they provide this instruction? 


Please respond in writing no later than Monday, October 9, 2000. Thank you for 
your prompt attention to this matter. If you have any questions, please call me at (202) 


225-5074. 


Sincerely, 
Go OR LO AEEA 


Jathes C, Wilson 
Chief Counsel 
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October 4, 2000 
BY HAND 


Mr. James C. Wilson 

Chief Counsel 

House of Representatives 

Committee on Government Reform 
2157 Rayburn House Office Building 
Washington, D.C. 20515-6143 


Dear Mr. Wilson: 


Enclosed are the notice of filing and the third declaration of Michelle 
Peterson that we filed in the Alexander case last week. I deeply apologize for not sending 
you a copy at the time these papers were filed. I had fully intended to do so, and it was only 
through inadvertence I neglected to send you a copy. 


I assume that furnishing these papers and explaining why you did not get 
them sooner answers the questions raised in your letter of today’s date. If I am mistaken in 
that assumption, please let me know. If you wish to discuss this matter, please feel free to 
call me. 


Again, I apologize for my oversight. 
Sincerely, 
Mark H. Lynch 


Enclosure 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT-OF GOLAJMBIA?: 7.5 


CARA ALEXANDER, et al., ) 
) 
Plaintiffs, ) 
jo 
v. ) Civil Nos. 96-2123 
) 97-1288 
FEDERAL BUREAU OF ) (RCL) 
INVESTIGATION, et al., ) 
) 
Defendants. ) 
pe EE A T EE. 
NOTICE OF FILING 


Michelle Peterson files herewith a declaration that brings to the Court’s 
attention certain information that was pointed out to her by the Office of Independent 
Counsel following her testimony in the above-captioned matter on August 28, 2000. 

Ms. Peterson does not believe that this information effects the substance of her testimony, 
but in the interest of full and complete disclosure she wants to provide it to the Court. 


Respectfully submitted, 


wen FA 
Mark H. Lynch 
D.C. Bar No. 193110 
Covington & Burling 
1201 Pennsylvania Avenue, N.W. 
Washington, D.C. 20004 
(202) 662-6000 


Counsel for Ms. Peterson 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


INVESTIGATION, et al., 


Defendants. 


CARA ALEXANDER, et al., ) 
) 
Plaintiffs, ) 
) 

v. ) Civil Nos. 96-2123 

) 97-1288 

FEDERAL BUREAU OF ) (RCL) 

) 
) 
) 
) 


THIRD DECLARATION OF MICHELLE PETERSON 
I, Michelle Peterson, declare as follows: 

1. Iam currently employed as an Assistant Federal Public Defender in the 
Office of the Federal Public Defender for the District of Columbia. I have held this position 
since May, 2000. 

2. Previously, I was employed by the White House Counsel’s Office as an 
Associate Counsel to the President of the United States. I held that position from February 
1997 through the middle of May, 2000, although I was on maternity leave from February 
2000 until shortly before my departure. l 

3. Ihave previously provided declarations to this Court in the Alexander case 
on July 2, 1999 and April 12, 2000. 

4. appeared before this Court on August 28, 2000, in the Alexander case. 
Subsequent to my appearance before this Court, I appeared before the Grand Jury convened 
by Independent Counsel Robert Ray in Alexandria, Virginia, on September 5, 2000 and again 


on September 12, 2000. One of the topics was the comparison of emails recovered in June of 


1583 


22%, 
1998 with the emails produced to the Office of Independent Counsel (OIC) in or about 
Januáry or February 1998. 

5. During my apperance on September 5, 2000, I was shown what was 
purported by the OIC to be the emails produced by the White House Counsel’s Office in or 
about January or February 1998 in response to a request for all documents relating to Monica 
Lewinsky. I was also shown a set of documents produced more recently by the White House 
Counsel’s Office to the OIC that was purported to be the emails that I had compared with the 
original emails produced. 

6. I had previously testified before this Court on August 28, 2000, that when I 
compared the emails that were given to me in June 1998, I believed them to be duplicative of 
emails that I had previously produced to the Office of the Independent Counsel. I stand by 
that testimony as an accurate statement of my belief in June 1998 and continuing up to my 
appearace before the Grand Jury on September 5, 2000. However, during the course of my 
testimony to the Grand Jury, it appeared from the documents shown to me that I may have 
been mistaken with respect to one or possibly two emails. 

7. First, a prosecutor from the OIC showed me one email that had been 
included in the stack of emails that I received in June 1998 that was a substantive duplicate of 
another email within that same stack, but had a different time and a different spelling of the 
email addressee. My best recollection is that the time was about 20 minutes different and that 
part of the email address was improperly capitalized. The substance of the email was exactly 
the same. According to the prosecutor, only one version of this email was produced in the 
original production to the OIC. 

8. Second, I was shown a one-page email that I had produced to the OIC in or 


about January or February 1998. I was then shown an exact duplicate of that email that was 
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aia within the June 1998 emails, but which also had what was purported to be a second 
page that contained a “cc” list for the email. I was informed that the purported “cc” list was 
not included in our earlier production. I have no way of verifying whether what was now 
represented to be the second page of that email was in fact the second page of the email in the 
emails I was given, nor do I have any way of verifying whether that second page A 
produced to the OIC in the original production. With respect to the content of the emails, one 
was an invitation to a going away part for Tracy Bobowick. I do not recall the substance of 
the other email, but my recollection is that it was of the same sort. 

9. I stand by my testimony that I believed all of the emails that I was asked to 
review in June 1998 were duplicative of those that I had produced in or about January or 
February 1998. However, in light of what was shown to me on September 5, 2000, I cannot 
say with certainty whether or not I may have made a mistake in the original production to the 
OIC or in my June 1998 comparison because J do not have access to the documents I 
produced in January or February, 1998, nor do I have access to a copy of the documents I 
compared those documents to in June 1998. 

10. In addition to the emails, the OIC showed me a copy of what appeared to 
be a listing or index of the June 1998 emails. I confirmed that this document, which was not 
an email, to my knowledge was not produced to the OIC as part of the original production. It 
appeared to be a document that was created after the date of the subpoena and in connection 
with the compilation of the June 1998 comparison set. 

11. I declare under penalty of perjury that the foregoing is true and correct to 


A 
the best of my knowledge. Executed this a 7 “day of September, 2000. 
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CERTIFICATE OF SERVICE 
I hereby certify that copies of the foregoing Notice of Filing and Third 
Declaration of Michelle Peterson were served on this 28th day of September, 2000, by first 
class mail, postage prepaid, to the following: 


Larry Kiayman, Esq. 
Judicial Watch, Inc. 

501 School Street, S.W. 
Suite 725 

Washington, D.C. 20024 


David E. Kendall, Esq. 
Williams & Connolly 
725 12th Street, N.W. 
Washington, D.C. 20005 


Neil Koslowe, Esq. 

U.S. Department of Justice 
Federal Programs Branch 
P.O. Box 883 
Washington, D.C. 20044 


aw gy 
Mark H. Lynch 


DAN BURTON, INDIANA, 
CHAIRMAN 


BENJAMIN A. GILMAN, NEW YORK 
CONSTANCE À. MORELLA, MARYLAND - 
CHRISTOPHER SHAYS, CONNECTICUT 
ILEANA ROS-LEHTINEN, FLORIDA 

JOHN M. McHUGH, NEW YORK 
STEPHEN HORN, CALIFORNIA 

JOHN L. MICA, FLORIOA 

THOMAS M, DAVIS IH, VIRGINIA 

DAVID M. MCINTOSH, INDIANA 
MAHR £. SOUDER, INGIAMA 

JOE SCARBOROUGH, FLORIDA 

STEVEN C. LATOURETTE, OHIO 
‘MARSHALL "MARK SANFORD, SOUTH CAROLINA 
BOR BARR, GEORGIA 

DAN MILLER, FLORIDA 

ASA HUTCHINSON, ARKANSAS 

LEE TERRY, NEBRASKA 

JUDY BIGGEAT, ILLINOIS 

GREG WALDEN, OREGON 

DOUG OSE, CALIFORNIA 

PAUL RYAN, WISCONSIN 

HELEN CHENOWETH-HAGE, IDAHO. 
DAVID VTTER, LUISANA 


Mr. Mark H. Lynch 
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ONE HUNDRED SIXTH CONGRESS 


Congress of the United States 


House of Representatives 
COMMITTEE ON GOVERNMENT REFORM 
2157 Rayaurn House OFFice BuiLoiNG 
WASHINGTON, DC 20515-6143 


Covington & Burling 
1201 Pennsylvania Avenue, N.W. 
Washington, DC 20004-2401 


Dear Mr, Lynch: 


HENRY A. WAXMAN. CALIFORNIA, 
RANKING MINORITY MEMBER 


JOS LANTOS, CALIFORNIA 

ROBERT E. WISE, Ja., WEST VIRGINIA 

MAGA R OWENS, NEW YORK 

EDOLPHUS TOWNS, NEW ORK 

PAUL E. KANJORSKI, PENNSYLVANIA, 

PATSY T, MINK, HAWAN 

CAROLYN B. MALONEY, NEW YORK 

ELEANOR HOLMES NORTON, 
DISTRICT OF COLUMBIA 

CHAKA FATTAH, PENNGYLYANIA 

ELLAH E. CUMMINGS, MARYLAND 

DENNIS J. KUCINICH, ONIO 

ROD A. BLAGOJEVICH, KINOS 

DANNY K. DAVIS, ILLINOIS 

JOHN F, TERNEY, MASSACHUSETTS 

JIMTORNER, TEXAS 

THOMAS H. ALLEN, MAINE 

HAROLD E. FORD, JA, TENNESSEE 

JANICE D. SCHAROWSKY, LINOIS 


BEFNARD BANDERAS, VERMONT, 
INDEPENDENT 


Pursuant to the Committee’s ongoing investigation into the failure to search and 
produce White House e-mail, your client, Michelle Peterson, was interviewed on June 8, 
2000. During that interview, she told Committee staff that in the summer of 1998, Cheryl 


Mills asked her to determine whether a collection of documents had been previously 
produced to the Office of Independent Counsel. Peterson said that she received the 


documents and compared them with others that she knew had already been produced. 
Peterson told Committee staff that she “put the documents in two stacks, side-by-side, in 
chronological order” and “determined that they were duplicative.” 


Please answer the following questions: 


e Have you ever been instructed to inform this Committee of any 


information contrary to these statements? If so, who so instructed you and 
when? 


+ Have you ever been requested to provide any information to this 


Committee about Ms. Peterson’s involvement in the e-mail matter? If so, 
who so requested and when? 


Please respond in writing no later than Monday, October 9, 2000, Thank you for 
your prompt attention to this matter. If you have any questions, please call me at (202) 


225-5074. 


Sincerely, 
eiJ 
Jatnes C. Wilson 


Chief Counsel 
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THE WHITE HOUSE 
WASHINGTON 


October 5, 2000 


HAND-DELIVERED 


James C. Wilson 

Chief Counsel 

Committee on Government Reform 
U.S. House of Representatives 
2157 Rayburn House Office Bldg. 
Washington, DC 20515 


Dear Mr. Wilson: 


Enclosed with this letter please find an additional e-mail that has been restored by the 
FBI under the direction of Office of Independent Counsel Ray and the Department of Justice 
Campaign Financing Task Force. This document was restored from a set of EOP backup tapes 
that were processed after those tapes related to our September 22, 2000, production to the 
Committee. As with much of the prior e-mail, this document contains information that has 
already been made available to this Committee. Consistent with our past practice, we have 
replaced the control numbers applied by the OIC/DOJ during the restoration process with the “E” 
series of contro] numbers that the EOP has used in its prior productions to the Committee. The 
enclosed document bears control numbers E 8864 — E 8883. 


Please feel free to contact me at (202) 456-7594 if I may be of further assistance. 
Sincerely, 


CV KIM PLL 


Edward R. McNicholas 
Associate Counsel to the President 


Enclosures 


ce: Paul Weinberger, Minority Counsel 
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OASISMGR@A1 on 08/19/97 07:00:00 AM 


To: Cheryl C. Anderson@ qqymiiiess. Attic CORRERE. Cinnamon V. H oat Bermantg 


Matthew J. Bianco Charles A. Blanchardijigp, Sidney Blumenthal A. Heather E. 


Sky Gallegos: Ariadne Goerkedigiih Norma L. Gonzalez diii. Ricardo M. Gonzales 
Sammie C. Grizzie@gggm Lori A. Hendricks age Orin) ea oe. Christy M. Mans: 


arren D. Peter: Izabeth J. Potte: 


BROWN_A\ 
GONZALES A 
HAMMOND_R 


JOHNSON_KO} JUTTON_| Pi 
LAPHAM_N , RAMPEN_Ri 
SPONBERG_B 


cc: Daniel A. Barry QARO ERING NGR N GTV. MILLER DFe, 


Subject: DIRECTIVE ON RECORDS MANAGEMENT OF ELECTRONIC COMMUNICATION 


This message is being sent to you to ensure that all new 

electronic mail account holders are familiar with the records 
management policies and procedures for electronic communications. 
If you have any questions about the directive please contact the 
Office of Administration, Records Management Office at extension 
5-6471. 


July 14, 1994 


MEMORANDUM FOR OASIS ALL-IN-1 USERS WITH FEDERAL RECORD 
RESPONSIBILITIES 


FROM: PATSY L. THOMASSON 
DIRECTOR 
OFFICE OF ADMINISTRATION 


SUBJECT: DIRECTIVE ON RECORDS MANAGEMENT OF ELECTRONIC 
COMMUNICATIONS 


The attached directive is a very important document that 
describes what each OASIS ALL-IN-1 user must do to ensure that 
records of our business processes are made. This directive 
applies to all EOP agencies with Federal records responsibilities 
that use OA's electronic communication system. Officials of 
subscriber agencies have concurred in the contents of this 
directive. 


This directive is being distributed in several ways. First, each 
OASIS subscriber with Federal records responsibilities will 
receive an electronic version. New users will receive a copy 


Estela Mondoza@amRg aes J. ead 
Rezneck Surya Sen Daniel |. Wertei@iiiih, vviison aa, 


Coyn Jennifer N. Deviingggmp, Ron L- Durhamgih Silvia J. Esparza Leonid Faye: 


igait 
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when their account is activated. A permanent copy of the latest 
directive will be stored on the Bulletin Board of OASIS for easy 
reference for all users. Also, a supply of paper copies will be 
distributed to administrative contacts within the next two weeks 
for reference copies in the administrative offices. Finally, 
additional copies may be obtained from thé Office of General 
Counsel by calling extension 52273. 


\f you should have questions about the material contained within 
this directive, you should first contact your agency records 
liaison staff. If questions still remain, please contact the OA 
Records Management Office at extension 56471. 


Attachment 


ce: J. Cressman, OA 
G. Weaver, OA 
S. Aitken, OMB 
E. Blaug, CEQ 
C. Cerf, OA 
H. Gwin, OSTP 
E. Jurith, ONDCP 
M. Krislov, WH 


OFFICE OF ADMINISTRATION DIRECTIVE 1ST.01-0 


SUBJECT: The OASIS ALL-IN-1 Electronic Communication System and 


Federal Records Procedures 
Introduction 


1, Purpose. To establish records management objectives and 
responsibilities for the creation, maintenance, use, and 
disposition of Federal records on the OASIS ALL-IN-1 system. 


2. Personnel Concerned. All OASIS ALL-IN-1 users with Federal 
records responsibilities. 


3. Directive or Bulletin Cancelled. None; paragraph 7.b of 
Directive LISD.04-0, "Records Management Program," is 
replaced by this Directive. 


4. Authority. 44 U.S.C. Chapters 21, 29, 31, and 33; 36 CFR 
Parts 1220, 1222, 1228, and 1234. 


5. Originator. Information Management Division 
6. Review. Annually; whenever substantive modifications to the 


OASIS ALL-IN-1 system are contemplated; before any new 
electronic mail systems are implemented by EOP agency users; 
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and any new electronic records management systems are 
implemented. 


The following directive is hereby issued. 


Patsy L. Thomasson Date 
Director of the Office of Administration 
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APPENDIX 1 - TEMPORARY RECORDS ON ELECTRONIC COMMUNICATIONS 
SYSTEMS 


OVERVIEW 
+. Purpose. 


To establish policy, responsibilities, guidelines, requirements, 
and procedures for the preservation of Federal records created 
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and transmitted on the OASIS ALL-IN-1 system among the agencies 
of the Executive Office of the President. 


This directive supersedes previous records management 
instructions on Federal records on electronic mail (e-mail) 
systems. 


2. Definitions. 


Basic records management terms are defined in OA Directive 
LRS.04-0 (44 U.S.C. 3301). The definitions listed below are 
specific to the purpose of this directive. 


a. Electronic Mail. A document created or received on an 
e-mail system including brief notes, more formal or 
substantive narrative documents, and any attachments, 
such as word processing documents, which may be 
transmitted with the message. (NARA definition) 


b. Electronic Records. This term includes numeric, 
graphic, and text information, which may be recorded on 
any medium capable of being read by a computer and 
which satisfies the definition of a Federal record in 
44 U.S.C. 3301. This includes, but is not limited to, 
magnetic media, such as tapes and disks, and optical 
disks. (36 CFR 1234.1) 


c. Recordkeeping System. A system for collecting, 
organizing, and storing records in order to facilitate 
their preservation, retrieval, use, and disposition and 
to fulfill recordkeeping requirements. (NARA 
definition) 


d. Electronic Mail System. As used in this directive, the 
application available on OASIS ALL-IN-1 that is used to 
create, receive and transmit messages and other 
documents or create calendars that can be used by 
multiple staff members. Excluded from this definition 
are file transfer utilities (software that transmits 
files between users but does not retain any 
transmission data), data systems used to collect and 
process data that have been organized into data files 
or data bases on either personal computers or mainframe 
computers, and word processing documents not 
transmitted on an e-mail system. 


e. Federal Records. As defined in the law (44 U.S.C. 
3301), Federal records are: 


[A]ll books, papers, maps, photographs, machine 
readable materials, or other documentary materials, 
regardless of physical form or characteristics, 

made or received by an agency of the United States 
under Federal law or in connection with the trans- 
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action of public business and preserved or appro- 
priate for preservation by that agency or its 
legitimate successor as evidence of the 
organization, functions, policies, decisions, 
procedures, operations, or other activities of the 
Government or because of the informational value of 
data in them. 


The phrase "regardless of physical form or characteristics” 
means that the records may be paper, film, disk, or any 

other physical type or form; and that the method used to 
record information may be manual, mechanical, photographic, 
electronic, or any combination of these or other technolo- 
gies. 


Documentary materials are Federal records when they meet 
both of the following conditions: 


(1) They are made or received by an agency of the United 
States Government under Federal law or in connection 
with the transaction of agency business; and 


(2) They are preserved or are appropriate for preservation 
as evidence of agency organization and activities or 
because of the value of the information they contain. 
(36 CFR 1222.34) 


In this context, the term "preserved" means the record is 
deliberately filed, stored, or otherwise systematically. 
maintained for future use, including being stored in 
electronic files, folders, or logs. 


The phrase “appropriate for preservation" means documentary 
materials made or received which in the judgment of the 
agency should be filed, stored, or otherwise systematically 
maintained by the agency because of the evidence of agency 
activities or information they contain, even though the 
materials may not by covered by its current filing or 
maintenance procedures. (36 CFR 1222.12) 


f. Temporary Record. Any record which has been determined 
by the Archivist of the United States to have 
insufficient value (on basis of current standards) to 
warrant its preservation in the National Archives of 
the United States. This determination may take the 
form of: i 


(1) A series of records designated as disposable in an 
agency records disposition schedule approved by 
NARA (Standard Form 115, Request for Records 
Disposition Authority); or 


(2) A series of records designated as disposable in a 
General Records Schedule. (36 CFR 1220.14) 
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Appendix 1 of this document contains a list of typical 
temporary Federal records. 


Permanent Record. Any Federal record that has been 
determined by NARA to have sufficient value to warrant 
its preservation in the National Archives. (36 CFR 
4220.14) 


Nonrecord Material. U.S. Government-owned documentary 
materials, other than Presidential records, that do not 

meet the statutory definition of Federal records (44 

U.S.C. 3301), or that have been excluded from coverage 

by the definition. Excluded materials are: 


(1) Extra copies of documents preserved only for 
convenience of reference. 


(2) Stocks of publications and of processed documents. 
However, each agency must create and maintain 
records sets of processed documents and 
publications, including annual and special 
reports, directives, special studies, brochures, 
pamphlets, books, handbooks, manuals, and posters. 


(3) Library and museum materials made or acquired and 
preserved solely for reference or exhibition 
purposes. 


Records Management. The planning, controlling, 
directing, organizing, training, promoting, and other 
managerial activities involved with respect to records 
creation, records maintenance and use, and records 
disposition in order to achieve adequate and proper 
documentation of the policies and transactions of the 
Federat Government and effective and economical 
management of agency operation. (36 CFR 1220.14) 


Records Schedule. A document describing and 
providing instructions for the disposition of 
Federal records. It consists of one of the 
following: 


(1) An SF 115, Request for Records Disposition 
Authority, that has been approved by NARA to 
authorize the disposition of Federal records; 


(2) A General Records Schedule (GRS) issued by NARA; 
or 


(3) A printed agency manual or directive containing 
the records descriptions and disposition 
instructions approved by NARA on one or more SF- 
115s or issued by NARA in the GRS. (36 CFR 
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1220.14) 


k. General Records Schedules. Schedules authorizing the 
disposal, after the lapse of specified periods of time, 
of records of a specified form or character common to 
several or all agencies if such records will not, at 
the end of the periods specified, have sufficient 
administrative, legal, research, or other value to 
warrant their further preservation by the United States 
Government. (44 U.S.C. 3303a(d)) : 


|. Transmission and Receipt Data. 


(1) Transmission Data. information in e-mail systems 
regarding the identities of sender and 
addressee(s), date and time messages were sent. 


(2) Receipt Data. Information in e-mail systems 
regarding date and time of receipt of a message, 
and/or acknowledgement of receipt or access by 
addressee(s). 


m. System Backups. Copies on off-line media of software 
and data stored on direct access storage devices ina 
computer system to provide a means of recreating a 
system and its data in the event of unintentional loss . 
of data or software. 


n. Records Liaison. Individual designated to oversee 
records management procedures for the agency. 


o. High-level officials. Heads of independent agencies; 
their deputies and assistants; the heads of program 
offices and staff offices; staff assistants to those 
aforementioned officials, such as special assistants, 
confidential assistants, and administrative assistants; 
and career Federal employees, political appointees, and 
officers of the Armed Forces serving in equivalent or 
comparable positions. (GRS 23, item 5.a., as applied to 
positions within the EOP) 


THE ELECTRONIC MESSAGING (E-MAIL) SYSTEM 


3. Policy. 


The Office of Administration is developing a records management 
system which will support electronic storage, retrieval and 
disposition of OASIS ALL-IN-1 electronic messages that are 
determined to be Federal records. In addition it will segregate 
Presidential materials from Federal records. This system is 
currently being implemented in stages, the first of which is 
allowing a user to determine record status (i.e., record or 
nonrecord) of an e-mail message. Paragraph 5 below shows how 
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this is being implemented. From time to time, new stages of the 
recordkeeping system will be implemented at which time 
appropriate guidance will be provided to users. 


in the interim, users should know that other materials created 

within OASIS ALL-IN-1 and/or sent to other ACL-IN-1 users willbe ~- 
automatically tagged as record material in both sending and 
receiving components. This means that users do not need to print 
materials from OASIS only unless either of the following 

conditions applies: the materials are Federal record calendars 

of high-level officials (see Paragraph 16 below); or it is 

required for other documentary purposes. 


4, Identifying E-Mail Communications That Are Federal Records. 


The features of OASIS ALL-IN-1 are discussed below. This 
discussion includes a description of the feature, user records 
management responsibilities and the proposed disposition of 
record material. 


Users may create Federal records by using the following OASIS 
ALL-IN-1 features: 


o E-mail messages (internal as well as external 
communications through FAX, X.400 and Internet), with 
or without word processing documents, spreadsheets or 
other attachments 

o Executive word processing 


o Calendar entries (meetings or appointments) 
o Task entries 

o Phone messages 

o WAVES Appointments 

o Pager Requests 


The OASIS ALL-IN-1 e-mail application automatically saves alll 
communications created by users in Presidential components (e.g., 
White House, Office of Policy Development and the Office of the 
Vice President). Materials created in Presidential components 

that are sent to Federal component(s) will be tagged and stored 

as Federal records when received by the Federal component(s). 


In general, the above materials are Federal records when they 
meet two conditions. They are made or received by an agency of 
the United States Government under Federal taw or in connection 
with the transaction of agency business; and they are preserved 
or are appropriate for preservation as evidence of agency 
organization and activities or because of the value of the 
information they contain. (36 CFR 1222.34; see also definition 

of Federal record) 
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When determining whether e-mail material is a record, keep in 
mind that multiple copies of messages or messages incorporated 
into other electronic messages may all be records if they are 

used for different purposes in the conduct of official business 

or filed in different files. More than one office may take 

action or otherwise use copies of a message. The copy would be a 
record in each of those offices, and would be subject to NARA- 
approved disposition schedules. 


Examples of e-mail communications that are Federal records on the 
e-mail system are: 


o Messages and any attachments containing information 
developed in preparing position papers, reports and 
studies; 


o Messages and any attachments reflecting official 
actions taken in the course of conducting agency 
business; 


o Messages and any attachments conveying information on 
programs, policies, decisions, and essential 
transactions; 


o Messages and any attachments concerning statements of 
policy or the rationale for official decisions or 
actions; 


o Messages and any attachments documenting oral 
exchanges, such as meetings or telephone conversations, 
during which policy was discussed or formulated or 
other agency activities were planned, discussed, or 
transacted; 


o Messages and any attachments documenting the use of 
leave, agency procurement activities, personnel 
actions, or official agency financial actions. 


Users should also be aware that preliminary drafts of final 
documents, rough notes and similar materials, as well as updates 
to drafts, notes or similar materials, must be maintained for 
purposes of adequate and proper documentation if 


(1) they contain unique information, such as 
annotations or comments, that helps explain the 
formulation and execution of basic policies, decisions, 
actions or responsibilities; and 


(2) they were circulated or made available to employees 
other than the creator for the purpose of approval, 
comment, action or to keep staff informed about agency 
business. 
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The above guidance about determining the record status of drafts 
transmitted via e-mail also applies to word processing documents 
shared on a network. Because drafts of such shared documents may 
be records, their record status must be reevaluated as changes 

are made. Substantive updates to such drafts that constitute 

records must be preserved by printing and’filing with the final 

paper copy while minor changes do not need to be preserved. Such 
substantive updates should identify the author, recipient(s), and 

date of the draft, as well as similar data documenting 

substantive updates. 


Users should also be aware that documents created in any word 
processing application that are transmitted through OASIS ALL-IN- 

1 may also be records. When an attached document is transmitted 
to any user, it is automatically captured by the electronic 
recordkeeping system and tagged as record or nonrecord according 
to the users’ determination. $ 

Nonrecord e-mail communications. Messages created on the e-mail 
system may contain information that either fails to meet the 

general conditions of record status or is covered by ọne of the 

three exemptions in the statutory definition of records. 


Examples of nonrecord messages on e-mail typically include: 


o Reminders of meeting and appointments that contain no 
information of value about such events; 


o Telephone messages (unless the message contains 
information of value); 


o Duplicate copies of records retained elsewhere in 
electronic format, if the copies are saved only for 
personal convenience of reference; 


o Preliminary drafts of correspondence, reports or 
studies that were not circulated to any other 
individual; 


o Preliminary drafts, work sheets and informal notes that 
contain the same information as in the final document 
provided that they do not contain substantive 
annotations or comments that add to a proper 
understanding the agency's formulation and execution of 
basic policies, decisions, actions or responsibilities. 

36 CFR 1222.34] 


o Personal notes that rélate solely to an individual's 
personal and private affairs or are used exclusively 
for that individual's convenience; 


o Invitations to unofficial social functions. 


If users choose to retain nonrecord business material and 
personal material in the OASIS ALL-IN-1 system, they should not 
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be commingled; that is, they must be filed in separate OASIS 
folders. Refer to the OASIS Reference Manual, refile document 
(rfd) command, for more information on how to transfer documents 
to separate folders. 


For additional guidance on personal papers employees should refer- 
to the NARA Guide on Personal Papers of Executive Branch 
Officials. 


OASIS ALL-IN-1 FEATURES 
5. E-mail Messages 


Within the OASIS ALL-IN-1 system, E-mail messages are 
communications between a sender and some number of recipients, 
generally containing textual material and optionally containing 
attachments of word processing documents, spreadsheets or the 
like. They are created under the EM function within OASIS ALL- 
IN-1. 


Preserving e-mail messages electronically 


The actual e-mail screen includes an entry to tag thé message and 
appears like the screen below: : 


Message Header 


Enter the name of one or more addressees: 
TO: 
TO: 
TO: 
TO: 
TO: 
TO: 
Enter the names of people to receive copies: 
CC: 
CC: 
CC: 
cc: 
CC: 
CC: 
Record: Y [Y/N] 
Subject: 


Priority: FIRST_CLASS Delivery Receipt: NO Read Receipt: 
NO 


Enter information and press ENTER, to GOLD-M for menu 
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In the Record field above, it will be necessary for the entry to 

be either Y or N before the user can continue with creating a 
message. If creating record material, the user may leave the 
entry as Y, the default value this field takes on when the screen 
first appears. If the message will be nonrecord, the user should 
enter N as the correct value in this field. Before preparing the 
message itself, the user may tab back to the field and change its 
value if necessary. Once a message is created, but before it is 
sent, the user may also modify this field through the use of the 
modify header (mh) command. See the OASIS Reference Manual or 
OASIS Quick Reference Guide for specifics of this command. 


A similar process will occur when the user creates a response to 
amessage. After issuing the send command, the question, "is the 
document you are sending a Record? [Y/N]" will appear. As above, 
only one of the two responses will be accepted. 


tn either case, the message is kept electronically for later 
monitoring by the component's records liaison or records 
management staff. Thus, there is no requirement to print the 
message and any word processing attachments if it was designated 
as a record and prepared in either WordPerfect or the OASIS 
internal word processing application. 3 


By way of a reminder, users may also request a read or a delivery 
receipt for the message by entering "YES" in the corresponding 
field(s) on the screen. Read receipts should be requested when 
it is necessary to confirm that an addressee has read a message 
by a certain time, such as when you assign tasks with a deadline 
or need concurrence by a definite time. 


A special note: Users need to be aware of recordkeeping 
requirements for attachments that are not viewable within OASIS 
(e.g., spreadsheets, graphics, binary data, and the like); these 
attachments may be records and should be managed as part of the 
application under which they are viewed or processed. 


If the user wishes to save messages for personal reference, the 
material contained in electronic personal folders is no longer 
treated as Federal records for future agency use. However, users 
are reminded that the contents of the folders (paper or 

electronic) may not be taken when terminating employment, unless 
approval is obtained according ta agency procedures. Once 
approval is obtained, the materials will be reviewed by the 

records liaison to ensure that incorrectly designated nonrecord 
material is properly designated and filed and only approved 
materials are removed. 


Indices to folders, such as the inbox and outbox, are dynamically 
changing lists and will be scheduled for disposition with NARA. 
Users do not need to take steps to save any index. 


Users should be aware that drafts may be records on shared word 
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processing systems as well as in e-mail. Record status should be i 
evaluated in accordance with the definitions of records and 
preserved as follows: 


o Print the document. If not included with the document, 
annotate it or attach a separate sheet that includes 
information on the author name, recipients, and date of 
creation or other such information documenting 
substantive updates. 


o Forward the document to the appropriate individual for 
inclusion in the agency's system of official files. 


6. Catendars 


The ALL-IN-1 system offers a calendar option to users as part of 
the Desk Management function. The calendar function allows users 
to schedule meetings with other users, as well as to maintain 

their own record of meetings, events, and other appointments. 
Calendars may be displayed and printed by the day, week, or 
month. This function also provides users with the capability of 
maintaining a task or "to do" list. The following guidance on 
calendars applies only to the calendar option of the desk 
management function of the ALL-IN-1 system: $ 


Calendars and task lists created using this system may be Federal 
records if they meet the criteria explained in paragraphs 2e and 
4 of this directive. 


Calendars and task lists that contain only personal business are 
personal records and thus are not Federal records. Personal 
calendars do not need to be scheduled and may be updated, changed 
or deleted at the discretion of the individual! user. 


Calendars and task lists that contain information about 
government business are Federal records when they are circulated 
to or shared with others or are placed in files that allow others 

in the EOP to access and view the calendars in connection with 
official business. 


Calendars may be shared with others for ease of communication. 

This is accomplished on the OASIS ALL-IN-1 system by using the 
Change Access Management command (cam) on the Time Management 
menu; refer to the OASIS Reference Manual for further details. 


Shared calendar entries (including meeting and appointment 
notices and task list entries) are subject to sampling and 
monitoring. 
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Federal record calendars shali be managed in the following ways: 


Calendars, entries in calendars and associated data regarding 
authorized access may not be deleted or destroyed unless the 
calendar information has previously been saved by Systems 
Management staff or printed and filed as a record. 


Additionally: 
a. Preserving Federal record calendar entries electronically 


Calendar entries are saved electronically when the calendar is 
shared with any other user. They will be disposed of after two 
years in accordance with GRS 23, item 5a. 


b. Preserving Federal record calendars of high-level officials 


Calendars and task lists relating to the schedule of high-level 
officials will be preserved by printing and filing according to 

the instructions in paragraph 16.a below. These calendars are 
saved permanently. 


7. Personnel Directories. The user directory provides a short- 

cut for entering the recipient's name on the "TO" line of the 
message. In addition, users have access to an EOP Directory that 
contains names of individuals, their organization affiliation, 

room number, and telephone numbers. These directories will be 
subject to NARA-approved disposition schedules. There is also a 
separate feature that allows users to create their own personal 
address/telephone lists for ready reference and not for 

circulation. These personal directories are nonrecord. 


8. Desk Management provides access to a calculator and displays 
the current time at locations throughout the world (World-Wide 
Time). This information is nonrecord reference material. 


9. Telephone messaging, paging and WAVES appointments are 
available to users through the Desk Management menu. Telephone 
messages that contain substantive information on agency 

activities must be documented and incorporated into the agency's 
Official files and, thereafter, can be deleted when they are no 

longer needed. Telephone messages that do not document agency 
activities or contain information of value need not be preserved. 
Paging requests and appointment requests are temporary and can be 
deleted when no longer needed. 


10. Information Management displays commercial and other non- 
agency informational materials such as the news and weather. 
This information is nonrecord reference material. 


11. The Bulletin Board broadcasts special announcements to OASIS 
users, such as a schedule of classroom training, blood donation 
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drives, and health insurance open seasons. The Suggestion Box ` 
allows users to recommend changes that would better meet user 
needs. The information Management Division of OA is responsible 
for preserving or disposing of materials placed on the Bulletin 
Board and the Suggestion Box in accordance with NARA-approved 
disposition schedules. oi 


12. The interactive training routines available on the system 
are not Federal records. 


13. The User Set-Up functions of the OASIS ALL-IN-1 system which 
include changes in passwords, work locations, work hours, and 
calendar and date formats, as well as the log-in/log-out data and 
lock keyboard data, may be deleted under GRS 20, item 1(c). 


14. System backup tapes can only be recycled with ‘specific 
authorization from NARA. Any Federal records that remain on the 
OASIS ALL-iN-1 system, after the records and appropriate 
transmission data have been stored in official recordkeeping 
systems, are subject to NARA-approved disposition schedules. 


MONITORING RECORDS DISPOSITION 


15. The purpose of monitoring is to identify systemic problems 

with record classification by users of the OASIS ALL-IN-1 system. 
Based on the review of samples, the monitor will assess:the 

extent to which problems exist and may recommend modifications to 
remedial training courses or the issuance of notices to users 

that reinforce record classification principles such as those 

stated in this directive. Remedial steps would also include 
supplemental guidance and training which would be targeted to 
specific offices as necessary based on review of the samples. 


For those OASIS features that are functioning under the 
electronic recordkeeping system, agencies will have the 
capability to electronically sample and review the records for 
conformance to this guidance; OA will assist agencies in using 
this feature. Other features may not be operating in an 

electronic mode and will require the agency to perform monitoring 
of paper samples until that feature's records are retained in 
electronic form. 


New employees will receive records training as part of initiat 
training required by the agency in order to use the OASIS system. 
In addition, employees will be notified during training that some 

of their electronic communications will be sampled for review on 

a periodic basis by records management personnel. 

Monitoring records in the electronic repository 


Monitoring will occur on at least a monthly basis or more often 

if capacity on the online system will not accommodate a month's 
materials. The electronic repository of designated materials for 

the EOP component will be randomly sampled in a manner to ensure 
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a high likelihood that a sample from every user is obtained for 
examination. 


The monitor, usually the records liaison within the EOP component 
agency, will correct incorrectly designated materials in the 

sample and redeposit the corrected record into the repository. 

At this point in the process, the samples will not identify 

sender and recipient(s} names. However, this information will be 
available to the monitor if a nonrecord designation was corrected 
and the monitor must determine if specific users are consistently 
deficient in designating record status. 


The monitor will maintain statistics on the number of entries 
changed during the examination and note patterns of errors with 
the objective of developing specific recommendations for 
training. The monitor will prepare an annual report to the 
agency head (or a designated agency official}. The report will 
indicate the sample population count and how the sample was 
derived from the electronic repository, the number of entries 
incorrectly designated and corrections made. In addition, it 
shall include any recommendations for process improvements and 
suggested training refinements. The first report shall be 
submitted within three months after this directive is 

incorporated into other component's guidance. 


The records liaison for each agency is also responsible for- 
including in this report a statement regarding the printing and 
filing of the calendars of high-level officials. Reports shall 
be submitted to the agency head (or a designated agency 

` official). 


RESPONSIBILITIES 
16. Each EOP agency will: 


a. Designate those agency personnet who are high-level 
officials for the purpose of recordkeeping obligations 
for OASIS calendars. Direct those designated high- 
level officials to ensure that OASIS ALL-IN-1 calendars 
relating to their activities are printed at the end of _ 
each month if they are Federal records as described in 
paragraph 6 above. The calendar should be annotated 
with the list of individuals who had access to the 
calendar and sent to the agency records liaison for 
inclusion in the agency's official file system. 


b, Ensure that each agency employee receives training in 
Federal record responsibilities. 


c. Direct the head of each agency component (division 
directors or equivalent) to instruct all users of the 
OASIS ALL-IN-1 system with Federal records 
responsibilities ta: 
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(1) Follow procedures of this directive to determine 
when the e-mail message or FAX is a Federal 
record. 


(2) Be aware that all other electronic communications 
are automatically stored as record material until 
the record prompt can be integrated into ALL-IN-1 
features. 


(3) Devise a plan to monitor the records as described 
in paragraph 15. 


(4) Notify their office records liaison when employees 
need further training to fulfill their Federat 
records responsibilities. 


(5) Conduct pre-departure interviews and review of 
electronic files with employees to assess whether 
they have properly preserved all Federal records 
for inclusion in official files. 


17. The Information Management Division of OA will: 


a. Back up the OASIS ALL-IN-1 system as necessary. 
Recycle such back-up tapes according to authorized 
disposition schedules. 


b. Consult with agency-records officers whenever 
- substantive modifications to the electronic 
communications system are contemplated. 


c. Provide guidance and training to educate OASIS ALL-IN-1 
users on records management procedures. 


d. Manage materiats placed on the OASIS Bulletin Board and 


the Suggestion Box in accordance with NARA-approved 
disposition schedules. 


APPENDIX 1 


EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTRATION 
INFORMATION SYSTEMS AND TECHNOLOGY DIVISION 
OFFICE OF RECORDS MANAGEMENT 


TEMPORARY RECORDS ON ELECTRONIC COMMUNICATION SYSTEMS 


Administrative Records: Messages and any attachments documenting 


E 8880 


1605 


agency administrative activities both internal and external. The 
agency program material may include documentation about the 
following administrative subjects: 


1. Personnel: Official Personnel Folders (OPF), Service Record 
Cards, personnel correspondence, offers of employment, 
certificate of eligibles, Employee Record Cards, position 
classification, position descriptions, interview records, 
Performance Rating Review Board cases, temporary individual 
employee records in OPF, position identification strips, 
employee, departmental, and incentive awards, notifications 
of personnel actions, employment applications, operations 
statistical reports, operating correspondence and forms, 
supervisors’ personnel files and duplicate OPF 
documentation, individual non-occupational health, Health 
Unit Emptoyee Medical Folder (EMF), statistical summaries, 
employee performance, Financial Disclosure Reports, Equal 
Employment Opportunity, personne! counseling, Standards of 
Conduct, Labor Management Relations, training, 
administrative grievance, disciplinary and adverse action, 
personal injury, merit promotion, examining and 
certification, occupational injury and illness, denied 
health benefits claims, Federal Workplace drug testing 
program, donated leave, wage survey, and retirement 
assistance, security clearances. 


2. Payrolling and Pay Administration: Time and attendance 
source and input, leave, taxes, Combined Federal Campaign 
and other allotment authorizations, Thrift Savings Plan, 
Direct Deposit Sign-up, levy and garnishment, payroll change 
and payroll correspondence, and retirement. 


OTHER TEMPORARY RECORDS 


Records Common to Most Offices Within Agencies: These records 
include administrative subject files; facilitative records such 

as suspense files, tracking and control records, calendars, and 
indexes; and transitory documents; as well as certain types of 
records created in electronic form and stand-alone or networked 
micro- and mini-computers. 


4. Office Administrative Files: Records accumulated by 


E 8881 


1606 


individual offices that relate to the internal 

administration or housekeeping activities of the office 

rather than the functions for which the office exists. in 
general, these records relate to the office organization, 
staffing, procedures, and communications; the expenditure of | 
funds, including budget records; day-to-day administration 

of office personnel including training and travel; supplies 

and office services and equipment requests and receipts; and 
the use of office space and utilities. They may also 

include copies of internal activity and workload reports 
(including work progress, statistical, and narrative reports 
prepared in the office and forwarded to higher levels) and 
other materials that do not serve as unique documentation of 
the programs of the office. 


PERMANENT AGENCY RECORDS: Organizational charts, functional 
statements, and related records that document the essential 
organization, staffing, and procedures of the office. 


Word Processing files. Documents such as letters, messages, 
memoranda, reports, handbooks, directives, and manuals 
recorded on electronic media such as hard disks or floppy 
diskettes. 


. Administrative Databases: Databases that.support 


administrative or housekeeping functions, containing 
information derived from hard copy records. 


Electronic Spreadsheets: Spreadsheets that are recorded on 
electronic media such as hard disks or floppy diskettes. 


Schedules of Daily Activities: Calendars, appointments, 
schedules, logs, diaries, and other records documenting 

meetings, appointments, telephone calls, trips, visits, and 
other activities by Federal employees while serving in an 
Official capacity, created and maintained in hard copy or 

electronic form, EXCLUDING materials determined to be 
personal. 


. Suspense Files: Documents arranged in chronological order 


as areminder that an action is required on a given date or 
that a reply to action is expected and, if not received, 
should be traced on a given date. 


OTHER TEMPORARY RECORDS (CONTINUED) 


7. 


Transitory Files: Documents of short-term interest which 
have no documentary or evidential value and normally not be 
kept more than 90 days. Examples of transitory 
correspondence are: Routine requests for information or 
publications and copies of replies which require no 
administrative action, no policy decision, and no special 
compilation or research for reply; originating office copies 
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of letters of transmittal that do not add any information to 
that contained in the transmitted material, and receiving 
office copy if filed separately from transmitted material; 
quasi-official notices including memoranda and other records 
that do not serve as notices of holidays or charity and 
welfare fund appeals, bond campaigns, “and similar records. 


. Tracking and Control Records: Longs, registers, and other 
records in hard copy of electronic form used to control or 
document the status of correspondence, reports, or other 
records. 


. Finding Aids (or Indexes): indexes, lists, registers, and 
other finding aids in hard copy or electronic form used only 
to provide access to records, EXCLUDING records containing 
abstracts or other information that can be used as an 
information source apart from the related records. 


E 8883 


1608 


U.S. Department of Justice 


Office of Legislative Affairs 


Office of the Assistant Attomey General Washington, D.C. 20530 


October 5, 2000 


Honorable Dan Burton 

Chairman 

Committee on Government Reform 
U.S. House of Representatives 
Washington, D.C. 20515 


Dear Mr. Chairman: 


This is to supplement the record of the Committee’s hearing on September 26, 2000 
regarding the White House e-mail matter. During Deputy Assistant Attorney General Alan 
Gershel’s testimony, you and other members of the Committee asked about the staffing levels on ' 
the Department’s investigation, which is being handled by the Campaign Financing Task Force. 
Mr. Gershel respectfully declined to answer because of the Department’s longstanding policy of 
not disclosing staffing levels for particular pending criminal investigations. Mr. Gershel offered, 
however, to provide the Committee with information about the basis for the Department’s policy 
and to the extent possible to supply additional information. 


The Department’s policy of not disclosing staffing levels in particular pending criminal 
investigations is grounded in our concern about Congress either praising or criticizing the level 
of resources being devoted to a particular pending criminal investigation. It would place the 
Congress in a position of appearing to exert pressure or attempting to influence the nature and 
scope of the investigation. Such a practice would not only be inconsistent with the 
constitutionally based principle of separation of powers, it could also significantly damage law 
enforcement efforts and shake public and judicial confidence in the fairness of the criminal 
justice system by creating a perception that investigative and prosecutorial decisions were being 
improperly influenced by political considerations rather than the merits of the case. 


This is not to suggest that law enforcement officials should be immune from 
congressional oversight or accountability to the American people. However, we have significant 
concerns about the conduct of oversight regarding the Department's assignment of resources to 
particular investigations while they are pending because of the potential impact on law 
enforcement and the administration of justice. As indicated in my letter to you dated September 
25, 2000, the danger of congressional intrusion into pending matters is not just a theoretical 
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problem. Recent court proceedings in the Maria Hsia case are an example of the practical 
consequences of the Department making even very limited and seemingly innocuous statements 
to Congress about pending criminal matters. 


For these reasons, the Department believes that it would be inappropriate and potentially 
damaging to pending cases to provide specific staffing information about the e-mail 
investigation. The Department is aware of the Committee’s concern that the White House e-mail 
matter be adequately staffed. As Mr. Gershel stated in his testimony, both he and Robert Conrad, 
the Chief of the Task Force, closely monitor the Task Force’s resource needs, as does the FBI, 
and they have not hesitated to raise resource issues directly with the Attorney General where 
there has been a need that they could not address on their own. Overall, there are currently 
approximately 12 prosecutors working on Task Force matters along with approximately 14 FBI 
agents and 10 analysts and other support personnel. Additional investigative and prosecutorial 
resources are available within the FBI and the Criminal Division to address special needs that 
may arise. All of these resources are potentially available to work on aspects of the White House 
e-mail matter. As you know, prosecutors and agents working in the Office of the Independent 
Counsel are also working on this matter. 


During Mr. Gershel’s testimony, members of the Committee expressed concern that one 
of the prosecutors working on the e-mail matter had recently left the Department. Personnel 
turnover is common in a lengthy and complex criminal investigation. During the almost four 
years since the Task Force was formed, dozens of new agents and prosecutors have been 
successfully integrated into the Task Force’s work, frequently assuming the responsibilities of 
former personnel who left the Task Force. Drawing on that experience, the Task Force’s 
supervisors within the Criminal Division and the FBI will continue to do their best to smooth 
unavoidable transitions so as to minimize any disruptions to ongoing investigations. 


Finally, Mr. Gershel asked that I clarify one aspect of his testimony. Mr. Gershel 
indicated that the Department has never told the DNC not to comply with the Committee’s 
subpoena and that although he did not personally have contact with the DNC on this issue, it was 
his understanding that the DNC was told to comply fully with the subpoena. Mr. Gershel has 
since learned that this understanding was mistaken. The DNC was told that the Department had 
no objection and took no position with respect to the DNC’s compliance with the Committee’s 


subpoena. 


The DNC is not part of the Executive Branch. It would be inappropriate for the 
Department to direct compliance or otherwise advise the DNC concerning its rights and 
obligations relating to a congressional subpoena. Enclosed is a copy of a letter we have sent to 
counsel for the DNC, at your request, that clearly sets forth the Department’s position. 
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I hope that this information is helpful. Please do not hesitate to contact me if we can be 
of further assistance to the Committee on this or any other matter. 


Sincerely, 


Assistant Attorney General 


ce: The Honorable Henry Waxman 
Ranking Minority Member 
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THE WHITE HOUSE 
WASHINGTON 


October 6, 2000 


James C. Wilson, Esq. 

Chief Counsel 

Committee on Government Reform 
U.S. House of Representatives 

2157 Rayburn House Office Building 
Washington, D.C. 20015 


Dear Mr. Wilson: 


This letter is to respond to the Chairman’s letter of September 29, 2000 to Beth Nolan, 
seeking “all records of communications relating to the various EOP e-mail archiving problems 
between [this] [O]ffice and any entity (excluding [the] Committee) that subpoenaed documents 
from the White House.” 


It is the view of this Office that individual communications between this Office and 
investigative bodies are deserving of respect and deference by the Committee. Nevertheless, we 
recognize that at the March 30, 2000 hearing, Congressman Mica indicated an interest in 
reviewing our communications with other investigative bodies so that the Committee “could see 
who has been noticed” with respect to the issues discussed at the hearing. (Transcript of 
Hearing, 3/30/2000.) According to the Chairman’s letter, the current request is based on 
Congressman Mica’s earlier statements. 


In an effort to accommodate the Committee’s interest, set forth below are the dates of 
letters, some written in response to inquiries, from this Office to congressional committees, 
independent counsels, the Department of Justice and the General Accounting Office. While the 
list below is not inclusive of every communication touching upon e-mail issues, the referenced 
letters included information about one or more EOP e-mail anomalies and/or OVP e-maii issues. 


March 15, 2000 Office of Independent Counsel Robert Ray 
March 20, 2000 DOJ Campaign Financing Task Force 


April 7, 2000 House Committee on Resources 
April 28, 2000 Office of Independent Counsel Ralph Lancaster 
May 19, 2000 Office of Independent Counsel Carol Elder Bruce 
May 24, 2000 Senate Judiciary Committee 
June 7, 2000 Office of Independent Counsel Robert Ray 

and DOJ Campaign Financing Task Force 
June 7, 2000 Office of Independent Counsel Carol Elder Bruce 


June 7, 2000 Office of Independent Counsel Ralph Lancaster 


June 8, 2000 
July 26, 2000 
July 26, 2000 
July 26, 2000 
July 26, 2000 
July 26, 2000 
August 31, 2000 
August 31, 2000 
Sept. 1, 2000 
Sept. 14, 2000 
Sept. 14, 2000 
Sept. 21, 2000 


Sept. 25, 2000 
Sept. 25, 2000 
Sept. 29, 2000 


Sept. 29, 2000 
Sept. 29, 2000 
Sept. 29, 2000 
Sept. 29, 2000 
Sept. 29, 2000 
October 3, 2000 
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Senate Judiciary Committee 

Senate Judiciary Committee 

Office of Independent Counsel Ralph Lancaster 
Office of Independent Counsel Carol Elder Bruce 
Office of Independent Counsel Robert Ray 

DOJ Campaign Finance Task Force 

Office of Independent Counsel Robert Ray 
Department of Justice 

Senate Judiciary Committee 

Office of Independent Counsel Robert Ray 
Department of Justice 

Subcommittee on Forests and Forest Health, House Committee on 
Resources 

General Accounting Office 

Senate Judiciary Committee 

Subcommittee on Forests and Forest Health, House Committee on 
Resources 

Senate Judiciary Committee 

Office of the Independent Counsel Carol Elder Bruce 
Office of the Independent Counsel Robert Ray 

DOJ Campaign Finance Task Force 

Office of the Independent Counsel Ralph Lancaster 
General Accounting Office 


We hope this information is helpful. If you have any questions, please feel free to call. 


Sincerely, 


Lisa J. Kiem 
Associate Counsel to the President 


cc: Paul Weinberger, Esq. 
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THE WHITE HOUSE 


WASHINGTON 
October 10, 2000 


By Facsimile and Regular Mail 


James C. Wilson 

Chief Counsel 

Committee on Government Reform 
U.S. House of Representatives 

2157 Rayburn House Office Building 
Washington, D.C. 20515 


Dear Mr. Wilson: 

This letter is to respond to your letter of October 4, 2000 to Beth Nolan. We understand 
that Mark H. Lynch, Esq., counsel to Michelle Peterson, has forwarded to the Committee a copy 
of the notice of filing and the third declaration of Ms. Peterson, which were filed recently in 


connection with the Alexander litigation. 


We trust that Mr. Lynch’s letter of October 4, 2000, including his explanation of why the 
Committee did not receive the documents earlier, resolves the issues raised by your letter of 
October 4, 2000. 

Please feel free to call if you have any questions. 


Sincerely, 


leo Ulu — 


Asgociate Counsel to the President 


ce: Paul Weinberger, Esq. 
Minority Counsel 


DAN BURTON, INOHNA, 
CHAIRAAN 


BEVAN A. GILMAN, NEVE TONK 
CONSTANCE A, MORECLA. MARYLAND 
CHRSTOPHER SHAYS, CONNECTICUT 
ILEANA ROS-LEHTINEN. FLORIDA 
JOHN M. MCHUGH, NEW YORK 
STEPHEN HORN, CALIFORNIA 

JOHN L. MICA FLORIDA 

THOMAS M. OAVIS I, VIRGINA 

DAVID M. MoINTOSH. INDIANA 
MARK Ẹ. SOUDRA, INDIANA 

JO SCAHEOROUGH, FLORIDA 
STEVEN C. LATOURETTE, OHIO 
MARSHALL "MARK SANFORD. SOUTH CAROLINA 
BOB BARR, GEORGIA 

DAN MILLER, FLORIDA 

BSA HUTCHISON, ARKANSAS 

LEE TERRY. NESBASKA 

UDN BIGGERT, REMOS 

GREG WALDEN. OREGON 

DOUG OSE, CALIFORNIA 

PAUL RYAN, WISCONSIN 

HELEN CHENOWETH-HAGE, DAHO 
DA VIG VITTER, KOMISIANA 


Lisa J. Klem 


Associate Counsel to the President 
The White House 
Washington, D.C. 20500 


Dear Ms. Klem: 
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ONE HUNDRED SIXTH CONGRESS 


Congress of the United States 


House of Representatives 
COMMITTEE ON GOVERNMENT REFORM 
2157 RAYBURN House OFFICE BULDING 
WASHINGTON, DG 20515-6143 


Masonry (202) 225-5072 
Mmary (202) 225-5031 
Try (202) 225-6852 


October 11, 2000 


HENRY WAXMAN, CALIFORNIA, 
BRAKING MINORITY MEMBER 


TOM LANTOS, CALIFORNIA 

ROBERT E. WISE, da. WEST VIRGINA, 

MAJOR R. OWENS. NEW YORK 

EQOLPHUS TOWNS, NEW YORK 

PAUL E. KANJORSKI, PENNSY.VANIA 

PATSYT. MINK, HAWAI 

CAROLYN B. MALONEY, NEW ORK, 

ELEANOR HOLMES NOAYON, 
DISTRICT OF COLUMBIA 

CHAKA FATTAH, PENNSYLVANIA, 

ELIJAHE. CUMMINGS. MARYLAND 

DENNIS J. KUCIKICH, OHIO 

ROO A. BLAGOJEVICH, KUNGS 

DANNY K. DAVIS, ILLINOIS 

JOHN F. TIERNEY. MASSACHUSETTS 

GEM TURNER, TEXAS 

THOMAS H ALLEN, BARE 

BARD € FORD, Jn., TENNESSEE 

JANICE D. SCHAROWSHY, WAUNOIS 


BERNARD SANDERS. VERMONT, 
INDEPENDENT 


In your letter of yesterday regarding my October 4, 2000, letter to Beth Nolan, you 


wrote, “We trust that Mr. [Mark H.] Lynch’s letter of October 4, 2000, including his 


explanation of why the Committee did not receive the documents earlier, resolves the 


issues raised by your letter[.]” 


While I welcome your attention and rapid response to my correspondence with third 


parties, the Committee would still appreciate answers to the questions posed in the 


original letter; 


* Do you have any knowledge of whether Ms. Peterson or her attorney were 
ever instructed to inform this Committee of any information contrary to or 
related to her statements to Committee staff? 
If so, who provided this instruction? 

If so, when did they provide this instruction? 


If you have any questions please call me at (202) 225-5074. 


Sincerely, 
: 4 
iy rd wf 


Jamps C. Wilson 
Chief Counsel 
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THE WHITE HOUSE 
WASHINGTON 


October 11, 2000 


James C. Wilson, Esq. 

Chief Counsel 

Committee on Government Reform 
U.S. House of Represeniatives 

2157 Rayburn House Office Building 
Washington, D.C. 20015 


Dear Mr. Wilson: 


Enclosed please find redacted copies of three calendar entries of John Podesta, which are 
Bates-stamped E 8884 — E 8886. These calendar entries were recently provided to the Plaintiffs 
in Alexander v. FBI in connection with a specific document request and with ongoing 
proceedings in that matter. Although we do not believe that the calendar entries are responsive 
to the Committee’s subpoena, we are providing them as a courtesy. 


Sincerely, 


Kite H Coesrpn lar 


Kathryn H. Ruemmler 
Associate Counsel to the President 


Enclosures 


ce: Paul Weinberger; Esq. 
Minority Staff 
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THE WHITE HOUSE 
WASHINGTON 


October 11, 2000 


By Facsimile and Regular Mail 


James C. Wilson, Esq. 

Chief Counsel 

Committee on Government Reform 
U.S. House of Representatives 

2157 Rayburn House Office Building 
Washington, D.C. 20515 


Dear Mr. Wilson: 


I write to follow up on Beth Nolan’s letter to the Chairman of September 26, 2000 and to 
update the Committee on transition issues relating to EOP’s e-mail restoration project. 


We currently anticipate that by the time of the transition, the loading of data from the 
Mail 2, Letter D and OVP backup tapes into the word-searchable database currently being 
developed will be well underway. As was noted in Ms. Nolan’s letter, the loading of this data is 
projected to be completed in mid-February 2001. Thus, at the time of the transition, some e-mail 
may only be located on yet-to-be-restored backup tapes.' 


On January 20, 2001, we anticipate that the National Archives will assume legal custody 
of all presidential records, including those in electronic form.’ Because this is the first transition 
since the development of the Automated Records Management System (ARMS), this Office and 
the Office of Administration are currently involved in discussions with the National Archives 
regarding legal and technical issues related to the transfer of the data in the ARMS system. In 
addition, issues relating to the transfer of the word-searchable database, the backup tapes and 
other clectronic media are also being explored. In these“discussions, we are working to develop 
and implement a system under which the reconstruction project can be completed and the word- 
searchable database can be made available for searches following the transition. Although the 
House and Senate Appropriations Committees have approved funding for the contract governing 
the reconstruction project through September 30, 2001, we must take into account in our 
discussions that we cannot make commitments for any future administration regarding this 
matter. 


: The reconstruction project has been focused on recovering e-mail affected by the Mail 2 and Letter D 


anomalies and non-records-managed OVP e-mail. E-mail affected by more recently discovered anomalies may also 
be located on backup tapes that will require restoration or, with respect to some e-mail affected by the “multi-host” 
anomaly (referenced in our letters of August 31, 2000 and September 21, 2000), on the ARMS IH server. 

Whether the National Archives would assume legal custody of vice presidential records is an issue that 
may be affected by the upcoming presidential election. 
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We will update the Committee on these issues as matters progress. 


Sincerely, 
Lisa J. Klem 


Associate Counsel to the President 


ce: Paul Weinberger, Esq. 


DAN BURTON. INDIANA. 
CHAIRMAN 


BENJAMIN A, GILMAN, NEW YORK 
CONSTANCE A. MORELLA, MARYLAND 
CHRISTOPHER SHAYS. CONNECTICUT 
ILEANA ROS-LEHTINEN, FLORIDA 
JOHN M. MCHUGH, NEW YORK 
STEPHEN HORN, GALIFORNIA 

JOHN L. MICA. FLORIDA 

THOMAS M. DAVIS IH. VIRGINIA 
DAVID M. MCINTOSH, INDIANA. * 
MAAK E. SOUDER. INDIANA 

JOE SCARBOROUGH, FLORIDA 
STEVEN C. LATOURETTE, OHIO 
MARSHALL “MARK” SANFORD, SOUTH CAROLINA 
BOB BAAR, GEORGIA 

DAN MILLER, FLORIDA 

ASA HUTCHINSON, ARKANSAS 

LEE TEARY, NEBRASKA 

JUDY BIGGERT, ILLINOIS 

GREG WALDEN, OREGON 

DOUG OSE, CALIFORNIA 

PAUL RYAN, WISCONSIN 

HELEN CHENOWETH-HAGE, IDAHO 
DAVID VITTER, LOUISIANA 


Mark H. Lynch, Esq. 
Covington & Burling 
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ONE HUNORED SIXTH CONGRESS 


Congress of the United States 


House of Representatives 


COMMITTEE ON GOVERNMENT REFORM 
2157 RAYBUAN House OFFICE BUILDING 
WASHINGTON, DC 20515-6143 


Masomo (202) 225-5074 
Mucomrry (202) 225-5051 
Try (202) 225-6852 


October 12, 2000 


1201 Pennsylvania Avenue, N.W. 
Washington, DC 20004-2401 


Dear Mr. Lynch: 


HENRY A. WAXMAN, CALIFORNIA, 
RANKING MINORITY MEMBER 


TOM LANTOS, CALIFORNIA 

ROBERT E. WISE, Jn., WEST VIRGINIA 

MAJOR A. OWENS. NEW YORK 

EDOLPHUS TOWNS, NEW YORK, 

PAUL E. KANJORSK|, PENNSYLVANIA 

PATSY T. MINK, HAWAII 

CAROLYN B. MALONEY. NEW YORK 

ELEANOR HOLMES NORTON, 
DISTRICT OF COLUMBIA 

CHAKA FATTAH, PENNSYLVANIA 

ELIJAH E. CUMMINGS. MARYLAND 

DENNIS J. KUCINICH. OHIO 

ROD A. BLAGOJEVICH, ILLINOIS 

DANNY K. DAVIS, ILLINOIS 

JOHN F. TIERNEY. MASSACHUSETTS 

JA TUANER, TEXAS 

THOMAS H. ALLEN, MAINE 

HAROLD E. FORD, Ja.. TENNESSEE 

JANICE O SCHAKOWSKY, ILLINOIS 


BERNARD SANDERS, VERMONT. 
INDEPENDENT 


Thank you for your letter of October 4, 2000. However, your assumption that the 


third declaration of Michelle Peterson, which you enclosed, answered the questions 


raised in my original letter is mistaken. The Committee would still like the answers to 
the questions first posed October 4, 2000: 


e Were you ever instructed to inform this Committee of any information 


contrary to Ms. Peterson’s statements to Committee staff? If so, who so 

instructed you and when? 
e Were either you or Ms. Peterson requested to provide any information to 

this Committee about Ms. Peterson’s involvement in the e-mail matter? If 


so, who so requested and when? 


Thank you for your prompt attention to this matter. If you have any questions, 
please call me at (202) 225-5074. 


Sincerely, x 


c <i A 


Jaiks C. Wilson 
Chief Counsel 
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COVINGTON & BURLING 


120} PENNSYLVANIA AVENUE NW WASHINGTON, DC MARK H. IYNCH 


WASHINGTON, DC 20004-2404 NEW YORK TEL 202.052.0544 
TEL 202.692.6000 LONDON FAX 202.770.5544 
FAX 202.662.8201 BRUSSELS MUNCH Ò COY.COM 
WWW. COY, COM SAN FRANCISCO 
October 16, 2000 
BY FAX 
Mr. David Kass 


Committee on Govemment Reform 
2157 Rayburn House Office Building 
House of Representatives 
Washington, D.C. 20515-6143 


Dear Mr, Kass: 


This is to confirm the substance of our conversation earlier today. As you 
know, on October 13, 2000, Judge Lamberth ruled that he would permit the plaintiffs in the 
Alexander case to call Lanny Breuer as a witness. In view of this development and the 
likelihood that plaintiffs’ counsel will cdver the same topics that are of interest to the 
Committee, I suggested that it would be more efficient to postpone the interview of Mr. 
Breuer that was scheduled for 2:00 p.m. this afternoon until after he appears in the 
Alexander case. This course will enable you to have the benefit of a transcript of 
Mr. Breuer’s testimony before you interview him, and it should save time for everyone. 


We are not suggesting that Mr. Breuer’s court testimony should take the 
place of an interview but only that, in the interests of efficiency and conserving everyone’s 
time, the interview should follow the testimony. Accordingly, I want to assure you that 
Mr. Breuer will be available for an interview to provide you with an opportunity for any 
reasonable follow-up questions you may have after he testifies. I understand that you would 
have preferred to conduct the interview today, but I thank you for your understanding of our 
position. 


Sincerely, 


Lom Bs 


Mark H. Lynch 


OAC ONTTHNT R NOTANTAQD XVd 00:9T GO/9T/OT 


DAN BURTON, INDIANA, 
CHAIRMAN 


BENJAMIN A. GILMAN, NEW YORK 
CONSTANCE A. MORELLA, MARYLAND 
CHRISTOPHER SHAYS, CONNECTICUT 
ILEANA ROS-LEHTINEN. FLORIDA 
JOHN M. MCHUGH. NEW YORK 
STEPHEN HORN. CALIFORNIA 

JOHR L. MICA, FLORIDA 

THOMAS M, DAVIS Ili, VIRGINIA 

DAVID M. MCINTOSH, INDIANA + 
MARK E. SOUDER, INDIANA 

JOE SCARBOROUGH, FLORIOA 
STEVEN C. LATOURETTE, OHIO 
MARSHALL “MARK” SANFORD, SOUTH CAROLINA 
BOB BARR, GEORGIA 

DAN MILLER, FLORIDA 

ASA HUTCHINSON, ARKANSAS 

LEE TERAY, NEBRASKA 

JUDY BIGGERT, ILLINOIS 

GREG WALDEN, OREGON 

DOUG OSE, CALIFORNIA 

PAUL AYAN, WISCONSIN 

HELEN CHENOWETH-HAGE, IDAHO 
DAVID VITTEA, LOUISIANA 


Maaar (202) 225-5074 
MmonTy (202) 225-5057 
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ONE HUNDRED SIXTH CONGRESS 


Congress of the United States 


House of Representatives 


COMMITTEE ON GOVERNMENT REFORM 
2157 RAYBUAN House OFFICE BUILDING 
WASHINGTON, DC 20515-6143 


4 


(202) 225-8852 


HENAY A. WAXMAN, CALIFORNIA, 
RANKING MINORITY MEMBER 


TOM LANTOS, CALIFORNIA 


JANICE D. SCHAKOWSKY, ILLINOIS 


BERNARD SANDERS, VERMONT. 
INDEPENDENT 


October 16, 2000 


Mark H. Lynch 

Covington & Burling 

1201 Pennsylvania Avenue, N.W. 
Washington, D.C. 20004 


Dear Mr. Lynch: 


Thank you for your letter of earlier today. I wanted to confirm, in writing, the 
position of the Committee with respect to the interview of Mr. Breuer. As I expressed in 
our telephone conversation of earlier today, we would prefer if Mr. Breuer had made 
himself available for an interview today. As I explained, Committee Members must file 
additional views for the recently-approved e-mail report by Thursday, and we had hoped 
to interview Mr. Breuer prior to filing those views. 


I appreciate the fact that you are making Mr. Breuer available to the Committee 
after his testimony in the Alexander case. Given the fact that the Committee is 
investigating White House e-mail issues that are not directly at issue in the Alexander 
case, and unlikely to be the subject of questioning, it is likely that we will need to speak 
to Mr. Breuer. Given the fact that Mr. Breuer has canceled two scheduled interviews 
with the Committee, I hope that we will be able to interview him in a timely fashion after 
his testimony before Judge Lamberth. 


Very truly yours, 


() Lk 


David A. Kass 
Deputy Counsel & Parliamentarian 
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KING & SPALDING 


1730 PENNSYLVANIA AVENUE, N.W. 
WASHINGTON, D.C. 20006-4708 
TELEPHONE. 202/737-0500 
FACSIMILE: 202/626-3737 


DIRECT DIAL: 


EMAIL: 
202/626-5592 ahart@kslaw.com 
October 17, 2000 
James Wilson, Esquire Paul Weinberger, Esquire 
Congress of the United States Congress of the United States 
House of Representatives House of Representatives 
Committee on Government Reform Committee on Government Reform 
2157 Rayburn House Office Building 511 Ford House Office Building 
Washington, D.C. 20515 Washington, D.C. 20515 


Re: Documents in Response to the Letter From James Wilson Dated August 28, 
2000 


Dear Mr. Wilson and Mr. Weinberger: 


Enclosed please find documents in response to the letter from James Wilson dated 
August 28, 2000. Please call me at 202/626-5592, if I can be of further assistance. 


Sincerely, 
Ann M. Hart 
Enclosures 
191 PEACHTREE STREET 1185 AVENUE OF THE AMERICAS 1100 LOUISIANA STREET, SUITE 3300 
ATLANTA, GA 30303-1763, NEW YORK, NY 10036-4003 HOUSTON, TX 77002-5219 
TELEPHONE: 404/572-4600 4 TELEPHONE 212/556-2100 TELEPHONE: 713/751-8200 


FACSIMILE 404/672-5100 FACSIMILE: 212/856-2222 FACSIMILE: 713/751-2200, 
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THE WHITE HOUSE 
WASHINGTON 


October 17, 2000 


By Facsimile and Regular Mail 


James C. Wilson 

Chief Counsei 

Committee on Government Reform 
U.S. House of Representatives 

2157 Rayburn House Office Building 
Washington, D.C. 20515 


Dear Mr. Wilson: 

In response to your letter of October 11, 2000, please be advised that this Office does not 
know whether Michelle Peterson or her attorney “were ever instructed to inform [the] Committee 
of any information contrary to or related to her statements to Committee staff.” Moreover, this 
Office would not presume to “instruct” an individual represented by counsel along the lines 
suggested by your letter. 

Please feel free to call if you have any questions. I may be reached at (202) 456-7804. 

Sincerely, 


4 


Lisa J. Kem ak 
Associate Counsel to the President 


cc: Paul Weinberger, Esq. 
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THE WHITE HOUSE 
WASHINGTON 


October 18, 2000 


By Facsimile and Regular Mail 


James C. Wilson 

Chief Counsel 

Committee on Government Reform 
U.S. House of Representatives 

2157 Rayburn House Office Building 
Washington, D.C. 20515 


Dear Mr. Wilson: 

Enclosed please find additional documents relating to the computerized records- 
management of OVP e-mail, marked with control numbers E 8887 - E 8894. These documents 
were located during the course of the Office of Administration’s review of boxes of documents 
of a former employee, which had been segregated for archival purposes. 

Please note that versions of documents E 8891-93 and E 8893-94 without handwritten 
notations have been previously produced (as E 6398-99 and E 6400-01). In addition, a nearly 
identical version of E 8890 has been previously produced (as E 6396). 

If you have any questions, please do not hesitate to call. 


Sincerely, 


lodio 


Associate Counsel to the President 


Enclosures 


ce: Paul Weinberger, Esq. 
(w/enels.) 
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i 


i Ë Howard M. Sparks 
04/26/99 05:56:04 PM 


Record Type: Record 


To: Dorothy E. ciag 


ce: 
Subject: Network Problems for OVP (4/26/99) 


Dottie, 


OVP Problem Analysis: 


A detailed analysis of today’s OVP problems resulted in identification of WINS on Backup Domain 
Controller-109 (BDC-109) as the source. 


it was determined that BDC-109 did not have an entry identifying the name OVP2, and as such was 
unable to resolve that name to the address of 165.119.120.207 which is the IP address of the OVP2 
server. 


In order to understand what this means it's important to understand how and what a WINS is. A WINS 
server (Windows Internet Name Service) server provides name resolution to workstations. 


During start-up a workstation asks for an IP address from a DHCP server (process). This workstation then 
contacts its WINS server, (DHCP also tells it the address for the WINS) and provides its Host name 
information, which the WINS server stores in a database, along with the workstations IP address. WINS’ 
primary function is to provide an address for devices registered with it, when a requesting system asks for 
it by name (netbios is the protocol). 


In the case of the workstations attempting to located the OVP2 server, the server's address and netbios 
name were not registered within the WINS running on BDC-109. Hence, the log-in process failed to 
acquire that server because it was unable to locate it. 


Each of the affected workstations were still logged onto the network, though there were little assets on the 
network they would have been able to use.... 


In this example, OVP2 would have registered, during start-up with BDC-OEOB1, and not the BDC-109 
WINS which was being used by the VP clients. However, the information about the OVP2 server, as with 
all Windows NT devices should have been available on BDC-109 because WINS information is replicated 
to atl WINS servers.... Here however, this appears to have not happened properly... 


To ensure that this problem will not repeat itself for the VP and his immediate staff (Paul Cusack; Wendy 
New; Patty McHugh), Mac Baine has configured each workstation to point directly to BDC-OEOB1 as 
their WINS server. These are the only VP staff working in the White House, and who's workstations are 
residing on Subnet 109 (BDC-109). 


Future Concerns: 


When rendering an opinion of potential problems for the VP and his immediate staff, | pulled together staff 
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with direct involvement in Network Communication, Server Configuration, and Workstation Operation. We 
looked at how the network operates, its configuration and how that relates to NT, both at the server and 
the workstation. 


What we have found is the byproduct of years of neglect which sets the stage for significant, 
unpredictable, unreliable operation. Subnet 109 is a good example of how things have gone wrong, and 
even though advances have been made, there still lurks potential for trouble... In addition, it is highly 
speculated that the problem of disappearing folders and tool bars, are directly related to these significant 
issues as well. 


` Ethernet networks, such as are deployed here at the EOP are generally concidered healthy below 15% 
utilization, manageable from 15% to 25%, and unstable from 25% to 33%.... Above 33% average 
utilization ethernet segments begin to suffer from a process in which they tend to feed off of themselves 
such that utilization increases at an unpredictable rate of change, and with this increased utilization, less 
and less true data is passed. 


Many areas around the EOP are being subjected to normal traffic levels in the 25% to 33% range, with 
some even higher. NT 4 subjected borderline networks to just enough increase in traffic as necessary to 
push them over the limit, As such, we are now seeing a marked increase in problems which go away after 
a reboot of a workstation (i.e... tool bar). 


In addition, we have found that replication of data between BOC's (WINS servers) has become unreliable, 
and normal configurations such as setting up NT to run policies from a network Log-in server, are also 
unreliable, 


To address these issues the Network Infrastructure Branch requested $1.35 Million in CIP funds to 
implement upgrades to the EOP’s infrastructure. These funds have been primarily earmarked for the 
OQEOB where the cabling infrastructure impedes data distribution available through modern switched 
networking components. We are currently looking at approximately $400K worth of cable upgrades which 
should take place this fiscal year (GSA is working with us on a quote). In addition, approximately $500K is 
slated to purchase the equipment that will connect together the new cabling and provide support, such as 
subnet 109, which had two new ethernet switches installed to support the VP and his immediate staff. 
This is just one area in which we saw an impending need, even prior to the commencement of the NT 
rollout. 


Also, the Network Infrastructure Branch is in the process of reducing the number of BDC’s that were 
installed during the NT 3.51 rollout. Microsoft instructs us that we should be"running 2 BDC’s and 1 PDC. 
The advantages of this configuration are manageability, maintainability, reduced Cost of ownership, and a 
significant reduction in network traffic currently being generated by the 30+ BDC’s installed today. This 
change in configuration has already been accomplished in OMB, is scheduled to occur in the OEQB the 
weekend of May 1st, and will conclude with the rest of the NEOB (the primary domain controller) 
EOP-Prime after the completion of Novell to NT sometime tater in May. 


Not all problems are as simple as those above however... During the installation of NT 3.51 the engineers 
compensated for problems they encountered with communications by mandating configuration changes to 
the main backbone routers. These changes transformed the EOP's routed network into a bridged 
configuration. This means that traffic generated in one area of the network travels across the routers to 
areas of the network to which it was not intended to go. Normally, a properly configured network would 
only pass traffic to other subnets if the traffic was addressed to a device there, The most significant form 
‘of traffic reaching all areas of the network is called broadcast traffic. Broadcast traffic is primarily devices 
announcing to other devices that they are on the network. This is a very significant issue. 


The Network infrastructure Branch is in the process of analyzing the traffic patterns of the EOP network. 
This information is necessary for the proper configuration of these devices. Improperly configured, 
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systems who need to talk together may be prohibited from doing so causing system failures. If configured 

to loosely, as is the case today, traffic levels around the network are elevated causing intermittent failures. 
In addition, uninhibited communication patterns are seen by many as a security risk. At the conclusion of 

the analysis, NI staff will begin to reconfigure the main backbone routers for optimal system operation. 


Finally, $150K of CIP funding has been requested and made available for implementation of Software for 
monitoring, proactively, network health. This new system will notify support staff to, or automatically, 


respond when conditions exist which falt outside of normal operating parameters. This implementation will 
begin during May, and will continue as new features are identified, and implemented. 


Respectfully, 


Chip 
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EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTRATION 
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EXECUTIVE OFFICE OF THE PRESIDENT Aiti 
OFFICE OF ADMINISTRATION 


WASHINGTON, B.C. 20803 


April 15, 1999 


MEMORANDUM FOR MARK F. LINDSAY 


THROUGH: 


FROM: 


SUBJECT: 


ACTING DIRECTOR 
OFFICE OF ADMINISTRATION 


MICHAEL J, LYLE 
GENERAL COUNSEL 
OFFICE OF ADMINISTRATION 


DOROTHY E. CLEAL Coats: Cheal 


ASSOCIATE DIRECTOR 
INFORMATION SYSTEMS & TECHNOLOGY 


Synopsis of Vice President’s Computer Problem on April 2, 1999 


I have reviewed Northrup Grumman’s evaluation of the Vice President’s computer incident 
which occurred on April 2, 1999, and I concur with the facts and proposed corrective actions as 
submitted. Key to this issue is that three days of the Vice President’s mail has been irretrievably 
lost. I do not know the legal ramifications due to this problem. 


I have also identified additional [S&T management issues which I believe could use closer 
scrutiny. I am currently reviewing these items with my staff and will submit my findings once I 
have completed a thorough intemal review. The items that I am looking into includes: \ 


What action, if any, can be taken to revent the irretrievable ~ Wad ath arf 

loss of files? > watleg alien AUL Fhe am aTe 
Spiny wad wn fw ve: t 

What process was used in transferring the OVP servers to pE ahr i 

IS&T? “Leche, yety detere TA ah Be Asa ger La 

Horak PEN fi Fiera 4 the eng Egiat o Le oe Celt et Porth 

What Standard @garatisigl ness re for perver ppgrades is in 

‘place Currently? {What ones ni zi e implemented/revised? , 

BY whom? pphysee. Gyi a bod Re anko iadh pokihak 

BMA ton cr he pk 2u m 

The need for an internal policy regarding designation of 

responsibility letters for government staff personnel associated 

with specific equipment Loy! Ge, A gerry whore Shena bade, 


we entipace ba as ir Saas fag ee hfis Fhe 
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è Current level of government involvement, guidance and 
oversight in Northrup Grumman activities i cluding server 


oe Cogs pir. Onin lamas 
ps ee oe etre E EF BAI A Hele Ga ae ba 


(bP Bte ferenti, 


. What oth er ee ‘assurance focedures need/shoutd be weense Serpa hom 
implemented? — ere. pr ene’ Se WLR FH enw Ay fond’ 


Sted. ` 
. Hh that a back up computer for the Vice President is__ ~ ‘an = Sf in 
— ont -Locle 
always ready in the event of emergencies/problems. Z 


mplement procedures to ensure that upgrades are installed | as ; ; 


Sippo may be needed. auter AS rag e pain teh bare, ie. gai Pein 
Zr Roy 
+ Clarify requirements/policy/funding for Mack Bayne’s (NG) 
- selection as Vice President Gore’s IT support technician. 
Ensure that a qualified back up is clearly identified and trained. > 


It is clear that this error was caused as a result of human error and a lack good oversight or well- 
defined procedures or contingencies. I have personally discussed this matter with Messrs. Gregg 
Donley and Bill Carty ( Northrup Grumman) and have received their assurances that Northrup 
Grumman will aggressively address matters under their purview. This matter will be closely 
reviewed by the proposed Northrup Grumman Tiger Team. I am told that Mr. Donley will 
discuss the Tiger Team concept and Northrup Grumman’s proposed actions regarding overall 
contract performance improvements directly with you on Tuesday, April 20th. 


Attachment 


-2- , E 8892 
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NORTHROP GRUMMAN 


EOPNG-98-0145 


To: Ms. Dottie Cleal 
Associate Director, IS&T 


From: Robert E. Whiteman 
Acting Program Manager 


Date: April 14, 1999 
Subject: VP Notes Problem 
Issue: 


On Friday, April 2, at about 10:15 a.m. Ms. Sharon Mitchel reported to Mr. Bob Haas that the 
Vice President was having problems with his Lotus Notes mail. Bob began investigation and 
discovered that the index file for the Vice President was truncated. This is a problem well known 
to Lotus and is very widely documented. There is no way to repair truncated files in Lotus Notes. 


Background: 


Once the problem was identified, Northrop Grumman immediately responded and discovered 
that the Vice President’s laptop was located at the West Wing of the White House. IS&T 
retneved the laptop before noon and delivered it to the computer lab for diagnostic evaluation, 
The Vice President’s laptop is locked down with software and hardware security measures. Due 
to the size of the index file, the only feasible method of recovery is to connect to the network. 
Connection to the network is achieved through the use of a PCMCIA network interface card 
(NIC), However, the PCMCIA NIC did not work and when staff personnel tried to load new 
PCMCIA card software drivers it was discovered that the floppy disk drive also did not work, At 
about 3:00 p.m. Northrop Grumman contacted outside associates and borrowed an extemal 
floppy drive which was subsequently delivered to the lab at 3:18 p.m. At this time, Northrop 
Grumman got the NIC to operate in the laptop and connected it to the netvor The index file 
was uploaded at 3:52 p.m. and it was completed by 4:20 p.m. z 


Key Issues: 


* The Vice President’s files are managed differently from the rest of EOP. 

* Staff personnel responded upon immediate notification of the problem. 

* The primary IT support technician assigned to the Vice President’s office was out sick (due 
to an automobile accident). This created some discomfort for the Vice President’s staff. 

a A qualified backup technician was assigned to assist. He was familiar with the Vice 
President's staff/office and had performed work for the Vice President in the past. He also 
was in contact via telephone with the primary IT support technician. 
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Extent of the Problem: poe : Lee 
fa 


Tn the process of our ip¢estigation of the problem, it was determined that: Pa 
+ Due to a truncated file, The Vice President was unable to send or email.. 


* The Vice Presidents laptop (from the West Wing) had a faulty external-floppy-disk drive , 
and there were no spare parts or a back up laptop available. 

« When the OVP server was migrated to NT 4.0 it was configured with the IS & T-standard of 
three partitions. One each for the system, application and data files. Upon attempting to 
restore the Vice Presidents data it was discovered that the tape system reflected a previous 
OVP convention of two partitions, ane for system files, the other for both application and 
data files. Due to this, no data files have bye backed up to tape since the OVP server 
migration. — Suea yla Erk lap Laser often 

+ Three days of the Vice Presidents e-mail has been irretrievably lost as a result of this 
problem. i 


Corrective Action: 


At 4:25 p.m. Bob Haas was notified that the index file was uploaded to the network and he began 
the process of replacing it into the Vice President's account. This was accomplished at 4:48 p.m. 
At 5:00 p.m. the Vice President was able to open mail files successfully. Baer 


Preventative Measures: 


l. Senior headquarters was notified of this problem and is tracking this issue through to 
completion. 

2. All Northrop Grumman Network and Operations personnel have been appraised of the 

situation and Corrective pr procedures have been ‘discussed Gov. wamtoad. Yaad , 

The OVP server has been included tthe ‘server backup fF J aisdaie, . 

A directive will be implemented in which Northrop Grumman will change the backup- daat 

procedure to ensure that a selected number of files will be restored from each full backup 

taken to ensure that, not only are the files backed up, but also they are recoverable. 

5. The server upgrade checklist will be updated to check to ensure that all files are properly 
included in the server backup process. 

6. Northrop Grumman will request that an additional 250-MB of memory wil be added to the ç 
OVP server to reduce the resource constraint on processing. mobo hi y & ru Teter y 

7. IS & T will order spare laptop computers for the President and Vice President. Northrop 
Grumman will load the appropriate software as soon as they arrive. These spares will be 
dedicated for the two principals. syyt de Locked fJocered Fa BO presi Oea, 


“ee len do ue prio hae Geo Beeny fokk 
Crnja aber net Vir Jp koi do 
Say atts om to hen 1% © eg” Cp?! t theme 


Jaane 7 


an 


7 
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ADDITIONAL VIEWS 
APPENDIX II 


DETAILED CHRONOLOGIES 
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DETAILED CHRONOLOGIES 


A. White House Chronology 


Notes: “*” refers to correspondence included in Appendix I. 
“+” indicates information gathered from interviews, hearings, or news accounts. 


to get this modernization program on track. ... We released that money to you almost, I believe, 11 months ago. So you have had the 
funds from the previous year released to you.” Posey responds, “It is very difficult to tell people who are working extraordinarily hard, 10 
to 14 hours a day, who are career staff like Laura [Callahan] here, that { cannot get the monies to help them do their job, their tools, 
because there are things we have to do first.” 


PEERS SEEPS eer SeRiis er teastet epee eetags bocca ETETETT ETE 
IENS MESSRCSERPEE REESE tee Ee raat terre ere etetiaa Tes seater esas tT Peete ew EEet ienen 
9/7496 | A computer contractor mislabels a White House e-mail server “Mail2” instead of “MATL2” causing incoming e-mail not to be recorded. ae 
yyayo7_| Barry e-mail to McGinnis, Blackwood, Myers, Benjamin, Doering, and (Callahan] requesting McGinnis write a paragraph on restoration i 
7 efforts for his draft “memo for the record” re: 10,000+ lost e-mails. 
10/2197 Ruff, WH Counsel, letter to Dick Bennett, Government Reform and Oversight Committee, certifying that “[an ARMS search of White 54 
= House e-mail] will yield any responsive e-mail either sent to or from any individual in [the White House].” 
12/2/97. | Attomey General Reno declines to appoint an independent counsel to investigate telephone fundraising by President Clinton or Vice ie 
President Gore. 
1/21/98 | Lewinsky scandal breaks. er 
175098. | Bany incident report describing e-mail anomaly with Lewinsky (INTERNETUSER1) and Raines (EOPUSER1) e-mail (with handwritten 6 
š notes at bottom). 
3/4/98 Barry declaration in Alexander v. FB} civil suit. Paragraph 11 includes reference to archiving of White House e-mail similar to that in 188 
paragraph 4 of Barry’s later July 9, 1999, declaration. 
Ada Posey, then-Director of OA, testifies before Congressman Kolbe’s Treasury, Postal Service, and General Government Appropriations 
Subcommittee, She states that the fencing of funds forced them to “cannibalize equipment that we used for development projects in 
preparation for our Y2K assessment . . .” She further states that this “had an impact on the morale of my staff.” Cong. Kolbe responds, 
3/12/98 “We have not been doing this to demoralize your staff, to cause a hardship. We have fenced this in order to try to direct the White House + 


pS Bac cea a a EEEE AANA ec I ee SE TS 


5/16/98 | NG meeting discussing e-mails that could bypass records management and be deleted. 10 

5/16/98 Author(?) meeting notes from Tues. May 16 (but this date does not fall on Tues.) discussing e-mail problem and possible solutions. 65 

: Attendees: Lambuth, Spriggs, Golas, Haas, and Salim. ~ 

siog | APuzzo e-mail to EOP Staff (including OA, WHO) suggesting deleting e-mail messages or saving them to individual computers to save 16 
disk space. 

6/8/98 Barry e-mail to Wright and Gallant indicating his deposition in Alexander is on Thursday. Gilligan (DOJ) and Paxton (WH Counsel) 18 
requested Tues, and Wed. as dates to prepare Barry. 

6/11/98 | Barry is deposed in the Alexander case. “i 

6/12/98 | Haas e-mail to Lambuth and Salim identifying discovery of e-mail problem where e-mail documents could bypass records management. 12 
Meeting between Lambuth and Callahan discussing Mait2 problem (Mark Lindsay involved via speakerphone). Lambuth later testifies 
that Callahan threatened her with termination, arrest, and jail if she disclosed the problem to anyone. Callahan later testifies that she did 

6/15/98 | not threaten but only informed Lambuth of the standard operating procedures. Bob Haas, who was also at the meeting, also tater testifies a 
that Callahan threatened jail. Sandra Golas also later testifies that she remembers the threat of jail, Bob Spriggs and Yiman Salim later 
testify that they remember warnings not to disclose, but do not remember threats of jail. Spriggs later recalls being threatened generally. 

6/15/98 Lambuth later testifies that she had a follow-up meeting with Mark Lindsay, after the initial meeting with Callahan, in which he repeated ee 

iy the threat of jail if she or anyone else disclosed the e-mail problem. 
Draft document (author unknown) faxed from OA General Counsel to OA Director describing computer anomaly, including cause, 

6/18/98 50 

618/98 NG document listing affected e-mail users: $01 EOP addresses, 471 have mismanaged e-mails. Total unreviewed e-mails on 6/18 = 62 
246,083 (tabulation by Committee staff). 

6/19/93 | APUZZo memo to Podesta advising of anomaly in Mail2 server. Various copies include handwritten notes: Apuzzo to Ruff: “sent this ae 
memo to John this afternoon” Podesta to Apuzzo: “Please ask Mark to brief me.” p 
Apuzzo/Podesta memo with notations from Adam Greenstone and sent to Brooks Scoville indicating that the memo was prepared by 

6/1998 131 
Laura {Callahan] on 6/19/98. 

6/19/98 | Apuzzo/Podesta memo instead addressed to Mark Lindsay from Paulette Cichon. 136 
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6/19/98 | Charles Ruff calendar entry indicating 4:30 p.m. meeting with Lindsay and Mills. 48 
6/20/98 | Podesta calendar entry for meeting with “Ginny” (3:00 p.m.) SEAN. 
pee Appendix 1 
7/10/98 | Barry e-mail to Wright indicating he reviewed Alexander deposition transcript. Made changes and faxed to Feingold [sic] at DOJ. 114 
Gallant c-mail to Hawkins and Wright regarding the Lambuth transition. “If Jim Webster is the person, then we need to introduce him to 
T2198 hes HA 39 
Laura and Sheryl and get the transitions underway. 
Anderson e-mail to Posey; cc: Lindsay, Bryan, and Cichon. “Ada: Based upon our recent meetings with NG related to the Y2K 
assessment, it is imperative that we immediately appoint a new COTR to handle the NG contract (non-¥2K related work). Given some of 
NG?s statements/warnings and the fact that they appeared to know our every move, I am very concemed that the current COTR and NG’s 
7/23/98 | PM are not operating at arm’s length. When a contractor briefs you that ‘they (meaning us!) don’t want to make a big legal thing about 168 
this but they need to make sure they have a report with NG and JM’s names on it,’ there is clearly a problem. . .. Now that we know there 
is a problem, we need to act. Although the current COTR has served us well over the years, it is time for a change. My recommendation 
is that we redress this immediately.” (12:17:47) 
7/23198_| Docring e-mail to Wright attaching Doering and Miller’s report (in unreadable hex format). 119 
7/24198 | Barry e-mail to Wright indicating no movement on Mail2 problem, but plan for fixing it has been submitted. (12:18:31) 119 
anaigg, | Barty e-mail to Wright, Hawkins, Gallant, and [Callahan] discussing e-mail problems: “small changes . .. cause huge repercussions . .. hi 
happened yesterday and we got bumed . . . have to get our hands around the management of NOTES/ARMS . . . soon.” (12:55:04) 
7/24/98 | Wright e-mail to Galiant forwarding 7/23/98 Doering and Miller report and 7/24/98 Barry e-mail re: movement on Mail2. (17:05:25) 119 
znyyg | (Author unknown) meeting notes regarding Mail2 problem. 6/12/98 — discovered problem that e-mail documents could bypass record ii 
management. 5/16? — discovered Mail2 databases not processing correctly. 
7/30/98 | Barry e-mail to Wright discussing weekly reconstruction mecting. No movement on Mail2, but submitted plan for fixing problem. 22 
71/31/98 | Podesta calendar entry for meeting with “Mark Lindsay/Record Mgmt Brief” (3:00 p.m. — 3:30 p.m.) pean 3 
8/4198 | Podesta calendar entry for meeting with “Mark Lindsay” (1:00 p.m. ~ 1:30 Ser AY: 
Podesta calendar entry for meeting witl lat indsay” (1:00 p.m. ~ 1:30 p.m.) Appendix I 
Barry e-mail to Wright following up on Tues. Mail2 discussions — no movement to fix problem. Golas, Spriggs, and Haas say no 
8/13/98 movement on their side (their last activity meeting was before Lambuth left on 7/98). Have only had contact with Wright, Gallant, 52 
Lambuth, Gotas, Haas, and Spriggs on the project — no other government person. Barry unclear of his role — frustrated. Recommends “the j 
records be recreated and any searches need to be reperformed.” Mentions his “concerns and frustration level.” (07:21:01) 
gz139g | Gallant e-mail to Wright and Barry stating Webster is replacing Lambuth (he had meeting with Cichon, Golas, Spriggs, and Haas). 40 
g Agrees with Barry — need for new searches — “need direction from OA counsel on that front.” (11:49:03) 
8/13/98 | Wright e-mail to Webster and Barry forwarding 8/13 Gallant e-mail asking when the three of them can meet on this. 53 
Wright e-mail to Barry, Gallant, and Records Management replying to Barry’s previous e-mail. Wright indicates there is movement to get 
8/13/98 | situation back on track. Cichon briefed “Welsh” that he can now proceed. Set up meeting with “Welsh” for direction. (07:37:13) (Note: 52 
“Welsh” is actually Jim Webster). 
8/17/98 | President Clinton testifies for the grand jury and tells the nation that he had an “inappropriate relationship” with Monica Lewinsky, “mn 
Hawkins memo to Patton, Anderson, Barry, Cichon, Crabtree [now Callahan], Doran, Fuller, Gallant, Hail, Heissner, McKay, Pannell, 
8/28/98 | Posey, Roscoe, Sparks, Walford, and Wright re: weekly report (8/20-8/26). “Holiday Card Application” continues to be developed by 80 
Lotus Notes team. On 8/24, demonstrated this application to EOP management. 
Barry e-mail to Webster and Wright requesting meeting to discuss plan for proceeding with Mail2 problem. Barry spoke with Gallant in 
9/1/98 r 25 
the morning about problem. (03:15:24) 
Webster e-mail to Spriggs, Golas, Haas, Salim wanting meeting witk Barry on their "favorite issue” after they reach agreement with NG 
9/1/98 120 
to complete task. (03:20:14) 
9/1/98 | Golas e-mail to Vasta inquiring if he talked to Mark Lindsay yet (forwards 9/1/98 Webster and Barry e-mails). (15:36:43) 120 
9/9/98 | Lucente (NG) meets with Golas, Hass, and Spriggs. They tell him about threats, express concern about document searches, and say they ie 
(Wed.) | have been prohibited from speaking to superiors. He feels they have been treated unfairly. 
9/10/98 Barry e-mail to Gallant and Wright indicating he is “growing increasingly concerned” about lack of movement on Mail2 and that the root 113 
problem has not been fixed for 4 months. (07:58:36) 
9/10/98 | Wright e-mail to Barry responding to his 9/10 e-mail — saying they should talk the next morning. (02:02:01) 113 
9/11/98 | House of Representatives releases the Report of independent Counsel Starr to the public. bi! 
9/11/98 | Earl Silbert has a teleconference with Northrop Grumman counsel and Northrop Grumman employee. (1.25 hrs.) 202 
9/11/98 | Earl Silbert has a teleconference with Northrop Grumman [counsel]. (.75 hrs.) 202 
9/12/98 | Earl Silbert reviews document. (.25 hrs.) 202 
9/12/98 | Earl Silbert has teleconference with Northrop Grumman counsel. (.50 hrs.) 202 
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Lucente (NG) letter to Helms notifying him of dysfunction in e-mait detected in late May. Callahan was notified of problem and froze 

9/14/98 | NG management out of remedial action. Tells Helms that “As a consequence we are not proceeding with our efforts to remedy the 64 
dysfunction until we have reccived further contractual direction.” 

9/15/98 | Earl Silbert has teleconference with Northrop Grumman counsel. (.25 hrs.) 202 
Barry e-mail to Webster, Gallant, and Wright asking if Webster canceled mecting addressing “‘tighting the wrong” phase of the project. 

9/15/98 (E4015) * 120 

9/22/98 | Earl Silbert has teleconference with Northrop Grumman counsel. (.25 hrs.) 202 

9/25/98 Barry e-mail to Gallant and Wright indicating there has still been no movement on Mail2 problem, even though sent “concerned memo” 2 109 

‘ weeks ago — needs to know role for his “own sanity.” (08:59:14) 

Gallant e-mail to Barry and Wright responding to 9/25 Barry e-mail. Gallant had meeting yesterday with Vasta, Logicon Project 

9/25/98 | Manager, Spriggs, and Webster on Mail2. Notes team came up with strategy and that “Contracts is aware of the whole mess . . . Please - 109 
no jumping out the window -- it’s not necessary!” (15:19:39) 

9/25/98 | Wright e-mail to Barry responding to 9/25 Barry e-mail — NG will not proceed without direct specifications. (16:36:51) 110 

9/28/98 | Ear] Silbert has teleconference with “White House counsel.” ¢.25 hrs.) 202 

10/9/98 Earl Si vith N 

(Fri) r] Silbert has teleconference with Northrop Grumman counsel. (.25 hrs.) 202 
10/10/98 7 . y j a : dy 
(Sat) | Lera Callahan leaves the EOP. (approximate date given by Callahan in her testimony before the Committee) 

Barry e-mail to Vanfossan, Kouba and Hochuli listing 4 projects he can see happening in near future but not budgeted for -- #3; Project X 

10/13/98 H 115 
— estimated cost $250,000. 

L11298 | Batty c-mail to Vasta, Spriggs, Patton, Wright, Roscoe, Helms indicating they need to discuss Mail2. Can't proceed with task as 6 
described in WO. Want to discuss. (07:01:52) 

11/12/98 | Barry e-mail to Patton, Helms, Roscoe and Wright stating NG needs technical guidance on response to Mail2 IWO. (7:46:16) 30 

11/13/98 | Barry e-mail to Wright and Moyle stating that the Government needs to get a response on the Mail? TWO for the contractor. 31 

11/16/98 | Barry e-mail to Hall, Spriggs, Vasta, and Wright requesting discussion on course of action for moving Mail2 forward. (08:06:35) 121 

11/16/98 | Barry e-mail to Heissner forwarding 11/16 Barry e-mail requesting discussion on Mail2. (13:13:21) 121 
Vasta e-mail to Spriggs forwarding 11/12 Barry e-mail requesting meeting to discuss Mail2. Vasta asks Spriggs if he is available Thurs. 

11/16/98 H 7 v 76 
or Fri. to meet with Barry. (07:17 am) 

NE alii 

Barry c-mail to Moyle and Wright indicating staff failing to follow project procedures. Had meeting with Heissner, NG, and Hall — Mail2 

11/20/98 f rare i 103 
project responsibility to Heissner. (07:02:09) 

11/20/98 | Moyle e-mail to Schott [now Cleal] forwarding 11/20 Barry e-mail. (16:20:30) 104 

11/23/98 | The “bleeding” is stopped on Mail2. as 

112498 | Attorney General Reno declines to appoint an independent counsel to investigate Vice President Gore’s solicitations from the White ee 
House. 

12/2/98 | Breeding e-mail to Vasta indicating ROM for Mail2 reconstruction is $602,492. (08:23:32) 72 
Breeding e-mail to David G. Peterson forwarding 12/2 Breeding e-mail to Vasta indicating ROM for Mail2 reconstruction is $602,492. 

12298 | 0826:22 2 

12/2/98 | Barry e-mail to Heissner indicating receipt of NG cost to do Mail2 - $602,492, but price does not include restoration. (13:22:53) 122 
Vasta memo to Patton re: weekly COTR meeting (11/20/98) indicating NG expressed concern of some Government representatives 

12/2/98 | approaching NG employees to do tasks. Government agreed to make requests through NG management. (handwritten note on NGL 70 
00270 in original) 

Poe a EA E. 

12/4/98 Publication date of initial /nsight article on “Computer Glitch Leads to Trove of ‘Lost’ E-mails at White House.” Barry Toiv confirms i 
the problem but claims that e-mails were duplicative. 

12/7/98 | Attorney General Reno declines to appoint an independent counsel to investigate President Clinton's role in 1996 fundraising activities. a 
Vasta memo to Patton, Barry, Helms, Roscoe, Breeding, and David G. Peterson re: weekly COTR meeting (12/9/98), At the weekly 

12/11/98 | COTR meeting on 12/9/98, Northrop Grumman notified the “Government” about Insight magazine article, NG agreed to Government 63 
request to do one tape evaluation. 

12/12/98 | House Judiciary Committee approves articles of impeachment against President Clinton. ae 

12/15/98 | Earl Silbert has a teleconference with Northrop Grumman counsel. (.50 hrs.) 202 
Vasta memo to Patton, Barry, Helms, Roscoe, Breeding and David G. Peterson re: weekly COTR meeting (12/16/98). No change in 

12/18/98 | Mail? status. 1WO/ROM given to Government at 12/2 COTR meeting. Government agreed that at least one tape evaluation should be B 
performed to validate reconstruction process. 

12/19/98 | The Housc of Representatives impeaches President Clinton. ar 
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periodic backup tapes.” And “Karl” written in the margins next to the edit. 


12/22/98 | Shay pager text message to Holt and Raines alerting them Mail2 problems are under investigation. (10:59:21) 90 
Shay pager text message to Sharma, Smith, Shay, Morris, Dawson, Chasez, [Cleal]. Van Hom, Ribeiro, Reese, Hall, Vasta, Wright, 

12/22/98 | Whiteman, EOPDC Operations, Mitchell, Lindsay, Heissner, Drenning, Crumling. Cavazos, and Bartholomew alerting them Mail2 91 
problems are under investigation by a network group. (11:00:03) 

12/2398 | Yanfossan e-mait to Ehrlich, Kalnins, Jones, Winslow, Washington, and Budget - OMB indicating preparation of Armstrong analysis — iia 
OA given resources to comply with lawsuit/Mail2 reconstruction. (14:26:13) 

12/23/98 Vasta memo to Patton, Barry, Helms, and David Peterson re: weekly COTR meeting (12/23/98). Mail2 ROM outstanding — no feedback. 67 

ei NG identified 788 tapes for reconstruction. Handwritten note on memo: “Delivered 12/29/98 1530 hrs.” 

12/2498 | Bary e-mail to Kouba and [Cleal] listing three tiers of Armstrong projects not in progress or funded. Mail2 is in third tier (project that a 

could be done, but not vital). Cost of Mail2: 1999 = $650k / 2000 = $1 million. 

12/30/98 | Earl Silbert has a teleconference with “White House counsel.” (.25 hrs.) 202 
1/8/99 | [Cleal] e-mail to Moyle, Barry, Wright, and Heissner stating “Project X” should only be called by its real name. (09:49:21) 107 
1/8/99 Moyle e-mail to [Cleal] asking for the real name of “Project X.” (09:51:55) 107 
1/8/99 Heissner e-mail to [Cleal] indicating real name of “Project X” is “Notes/ARMS Interface Failure.” (12:40:26) 108 
1yei99_ | Bary e-mail to Wright and Moyle. Weekly summary includes Sid Blumenthal e-mails removed from ARMS issue. Also includes 129 

Armstrong briefing given to Kate Anderson and OA General Counsel - moving Project X forward. 

1/14/99 | Barry e-mail to Kouba requesting “Project X” designation be removed from ARMS financial sheet. 33 
1y22y99 | Vasta memo to Patton, Barry, Helms, and Roscoe re: weekly COTR meeting (1/20/99) indicating NG “still awaiting Government & 

response to documentation previously submitted.” 
1/26/99 | Barry e-mail 10 Cleal inquiring if Mail2 reconstruction should be added to the list for the FOP Executive hearing preparation. 85 
1/29/99 | Attomey General Reno declines to appoint an independent counsel to investigate Harold Ickes’ role in 1996 fundraising activities. a 
Cleal e-mail to Barry, Wright, Doering, Anderson, and Lyle requesting meeting set up discussing overview of intentions/ramifications 

2/1/99 pags e 34 

‘before we delete anything. 5:24) 

2/1/99 Barry e-mail to Moyle and Wright indicating need to schedule mecting with Dottie on deletion of ARMS records. (10:19:39) 34 

ay | Cleal e-mail to Wright, Mitchell, Fuller, Misich, Barry, Heissner, Sigman, McKay, and Sparks scheduling 4 p.m, meeting to review issues iz 
for Appropriations Hearing — Need help from Tony Barry - Mail2. (12:52:36) 

24/1799 Barry e-mail to Clea! and Wright stating Barry’s name should be removed and replaced with Heissner’s on Appropriations hearing paper 105 
— “it’s in his hands,” (13:21:16) y 
Vasta memo to Patton, Barry, Helms, and Roscoe re: weekly COTR meeting (1/27/99). Government asked about NG methodology re: 

2/2/99 | tape inventory and tracking. Government said its effort to automate tape inventory/tracking functions were not going to happen. 75 
Goverment asked NG to revisit 10/97 issue, when NG awarded EOP contract, and provide tape inventory from that point. 

asg | Heissner e-mail to ? (not listed) indicating “et sleeping dogs lie.” He's glad to write response for Congress/ltigant info. request for i 
Mail2 — but does “not want to call undue attention to the issue.” (09:06:44) 

2/5/99 | Heissner e-mail Cleal forwarding his “let sleeping dogs lie” e-mail. (09:08:46) 82 

218/99 Barry e-mail to Whiteman, Bartholomew, Spriggs, Golas, Doering, and Wright indicating Notes/ARMS interface fails to include BCC 35 

addresses. Needs to be investigated and fixed. 
2/9/99 | Whiteman e-mail to Salim forwarding 2/8 Barry e-mail on Notes/ARMS problem. 36 
2/12/99 | The Senate acquits President Clinton on the Impeachment charges. +x 
2/19/99 | Vasta memo to Patton, Barry, Helms, and Roscoe re: weekly COTR meeting (2/17/98) indicating no change in Mail2 reconstruction. 68 
2/23/99 | Cleal c-mail to Moyle forwarding Heissner’s “let sleeping dogs lie” e-mail. 83 
2124199 Barry e-mail to Greenstone, Wright, Fuller, Misich, Sigman, Cieal, Moyle indicating, contrary to red builet in draft hearing paper, no 92 
work has been done on Mai!2 reconstruction. Suggests discussing with Heissner. (07:18:19) 
Barry e-mail to Sigman indicating no work has been done on Mail2 reconstruction — contrary to red bullet in draft hearing paper. 

2/24/99 "i s . i la 93 
Suggests discussing with Heissner. (07:22:58) 

2/24/99 | Moyle e-mail to Heissner asking what Barry is talking about in 2/24 Barry e-mail. (10:32:04) 92 
2/24/99 Heissner e-mail to Moyle giving “more nearly accurate version” for paper that they are “awaiting funding and management decision to 94 

proceed” (vs. “reconstruction has begun”). (12:00:05) 

2/24/99 | Moyle e-mail to Greenstone forwarding 2/24 Heissner e-mail of “more nearly accurate version.” (13:04:54) 94 
2/24/99 | Moyle e-mail to Greenstone forwarding 2/24 Barry e-mail that, contrary to draft hearing paper, no work done on Mail2. (13:04:08) 97 
2724199 Barry e-mail to Adam Greenstone. Bullet on Mail2 Reconstruction includes redline of statement “Reconstruction has begun through 135 
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Draft of appropriations hearing preparation document with changes given by “Kate,” including an accurate, descriptive bullet point on 


2/24199 | Mail 2 Reconstruction.” This bullet is manually crossed out. aM 
224/99. | Draft of appropriations hearing preparation document with changes given by “Dottie.” : 133 
Undated | Final version of 2/24/99 appropriations hearing preparation document with changes incorporated and without Mail2 bullet (no date given) 132 
372/99 | Mark Lindsay testifies before Congressman Kolbe’s Appropriations Subcommittee. He does not inform the Subcommittee of the Mail2 Se 
3 problem. 
3/3199 | VanHom e-mail to Heissner indicating there may be reconstruction with “Project X” at some point. (11:55:38) 106 
Heissner e-mail to VanHom indicating “Project X” is called “Mail2 Records Reconstruction Project” and there will be no problem if he 
313/99 ; 106 
restores data on the server being removed. (13:26:34) 
371299 | Doering e-mail to Cleal, Barry, Wright, and Heissner indicating she reviewed Barry's proposal — added consideration of reconstruction. 7A 
Heissner plans on having meeting next week on Server 2 (re: cost, difficulty). 5 
3/16/99 | Cleal e-mail to Sigman, Wright, and Doering requesting solution for cost of tapes for mail backups. (02:36:20) 116 
3/17/99 | Heissner e-mail to Doering, Barry, and Bartholomew requesting meeting for next day at 11 a.m. on Mail? recovery. (07:44:04) 123 
ay1yp9 | Doering e-mail to Cieal, Wright, and Sigman responding to 3/16 Cleat e-mail - problem because NG required IWO and tapes are piling up. as 
“As long as backup tapes keep piling up — it’s costing money. It will cost money to do nothing.” “Action: Punt!! Smite!” (02:51:36) 
Cleal e-mail to Patton, Heissner, Doering, Wright, and Sigman responding to 3/17 Doering e-mail. Wants to know if NG should be doing 
3/17/99 116 
something under the base contract re: restoration, (03:11:47) 
ay1gpg | Patton e-mail to Cleal, Heissner, Doering, Weight, and Sigman indicating NG inherited the problem and shouid be doing something under iie 
3 the base contract, Heissner having meeting on restoration today. (11:11:45) 
Barry e-mail to Patton, Heissner, and Doering indicating Mail2 bleeding may still be occurring (Millennium acct.) - NG should 
agog | Bary 37 
investigate and report back. (12:43:31) 
Heissner e-mail to Patton, Cleal, Doering, Wright, and Sigman responding to 3/18 Patton e-mail. Operations is not under Heissner’s 
3/18/99 sner ie m 116 
purview. (13:04:26) 
yigg | Kouba e-mail to Anderson, Cleal, Heissner, Barry, Vanfossan, Doering, Lyle (re: Armstrong talking points (used to brief Apuzzo)) b 
General Counsel determined Armstrong funding can be used for Mail? and first steps on this project underway. (13:12:15) 
Kouba e-mail to Anderson, Lyle, Barry, Docring, Heissner, Vanfossan, and Cleal; re:Armstrong 3/19 talking points. “No determination 
3/18/99 | on the use of Armstrong funds for ARMS/NARA tape conversion will be made until the issue of the $500K NARA transfer is settled.” 95 
(01:12:31) 
Anderson e-mail to Kouba making changes to 3/18 Kouba e-mail Armstrong talking points — deleted last bullet until confirmed with 
3/18/99 1 95 
Lyle. (01:46:19) 
ay1gi9g | Kouba e-mail to Doering, Cleal, Heissner, Barry, and Vanfassan forwarding 3/18 Anderson changes and indicating “Mail2 reconstruction a 


is back on hold until additional confirmation is received.” (13:57:55) 


Heissner e-mail to Doering, Barry, Bartholomew, and Cleal indicating Heissner and Barry met yesterday to discuss Mail2. Barlier 
recommendations still valid: Heissner-obtain management direction and develop strategy. “Action had been pending awaiting direction to 
3/19/99 | proceed and the identification of a source of funding from OA Counsel. Joe Kuba [sic] today indicated that OA Counsel had approved 124 
using Armstrong Funds for this work. . . . Note: According to yesterday’s memorandum from Kate Anderson this project is currently on 
HOLD awaiting approval from OA Counsel.” (07:38:46) 


3/19/99 | Lyle e-mail to Kouba asking Kouba to “correct” OA budget materials by removing bullet relating to Mail2 reconstruction. (16:11:57) 84 

3/22/99 | Cleal e-mail to Vanfossan requesting that they should confer on the 3/18 Kouba e-mail (Mail2 is on hold) or push Mike to get resolution. 96 

4/1199 Ritter e-mail to Salim, Haas, Spriggs, Golas, and Vasta stating Ritter is tasked with Mail2 report. . . “surprise, it’s a Government 117 
requirement.” 


Salim e-mail to Ritter and Records Management responding to 4/1 Ritter mail. Answers Ritter's questions on status. Says NG became 
4/2/99 | aware of problem on 6/12/98 (Salim, Haas, Lambuth) and “because of confidentiality constraints imposed upon us by the government (at 55 
the time — Laura {Callahan]), NG’s high level management did not become aware of the problem until a few months later.” (01:49:29) 


Heissner e-mail to Vasta and forwarded to Barry and Doering asking for the status of the “scarch/determination of currently still 138 


R; unrecordsmanaged e-mail.” 
a a 


Heissner e-mail to Whiteman, Spriggs, Docring, Barry, Bartholomew, and Fox requesting meeting for tomorrow (Friday) at 2:00 to 7 


WES, discuss email. Requests confirmation. (12:25) 
ae es 
Miller e-mail to Whiteman and Salim describing (a “write up”) of the new ARMS issue - letter “D.” Can be resolved like Mail2. 
499 | r.07549) 125 
aog | Whiteman e-mail to Heissner, Bartholomew, Barry, Ritter, Salim, and Cleal forwarding 4/9 Miller e-mail and requesting immediate NG oe 


meeting, (2:51) 


Heissner e-mail to Cleal forwarding 4/9 Heissner e-mail and indicating Barry, Heissner, Whiteman, and NG tech. people met and will 
4/9/99 | develop plan by Monday. NG and Government also met earlier in day to develop solutions to other unrecordsmanaged e-mail. Bottom 125 
line: Problem somewhat under control. (03:39:18) 
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appo | Salim e-mail to Heissner, Barry, Whiteman, Ritter, Spriggs, and Miller attaching meeting minutes on new ARMS issue (“D” problem). 78 
Same method to resolved Mail2 will be used to correct this problem, (5:05) 

4199 | Cleal e-mail to Lyle and Lindsay forwarding 4/9 Heissner e-mail and indicating additional e-mails not recordsmanaged and will provide 5 
update Mon. after meeting. Will set up meeting with OGC to discuss. “This Is Amazing!!!” (17:42:23) 3 

agg | Meeting Memo (author unknown) regarding records management of Mail2 accounts (Clinton, Millennium, Guestbook). Task: to develop P 


and execute procedures to conserve Mail2 by April 18. 


4/2799 | Lindsay gocs to White House Counsel’s office to explain the D-user problem. Later testifies that he cannot recall with whom he met. 


Lyle e-mail to Anderson forwarding 4/9 Cleal e-mail and stating “it looks like we are off to a good start this week . . . stop by so that we 


can discuss.” 125 


4/12499 


4/13/99 | Barry e-mail to Doering inquiring about information on what legal owes them re: guidance on how/if to proceed with Mail2 problem. 126 


Ritter e-mail to Vasta reporting on records management problem: 6/12/98-Lambuth notified, who told [Callahan], Posey, and Lindsay. 
4/20/99 | Age of problem: April 1996 ~ Dan Gunia was to add information to records management. Dominick Carhart (PRC) designed program to n 
aid in migration of users, but program was flawed. 11/20/98 Mail2 server rebuilt to stop continuing problem. (09:33:57) 


Kouba e-mail 1o Cleal, Heissner, Barry, Doering, Vanfossan, and Anderson listing Armstrong talking points for Thursday Apuzzo 
4/20199 | meeting. Re: Mail? — “need to make legal determination that reconstruction is required by the court case and that this is a legitimate use 99 
of Armstrong funds” and “no current action being taking on this.” (02:56:37) 


i Cleal e-mail to Lyle requesting confirmation of accuracy of 4/20 Kouba proposed talking points (need to make legal determination if 
0/99 mae i 100 
reconstruction is legitimate use of funds). (15:02:02) 

4/20/99 Heissner c-mail to Kouba listing changes to Armstrong talking points — OA Counsel must determine if reconstruction “of the relatively 101 
small percentage” of c-mails is required by case and if legitimate use of Armstrong funds. (15:51:01) 

4/21/99 | Heissner e-mail to Cleal and Sigman noting his 4/20 recommended changes were not incorporated. 102 

4/21/99 | Kate Anderson e-mail to Kouba asking “Did Mike bring you the edits?” 146 
Spriggs e-mail to Ritter attaching 9/23/98 “Statement of Work” to fully re-instate Mail2/EOP into EOP records management system. 

5/2199 | Srey) 38 
Ritter e-mail to Leister forwarding 4/2/99 Spriggs e-mail — indicating this is from Sept. 1998 and still no action or response from the 

5/21/99 38 
government, (02:55:27) 
Leister e-mail to Cleal stating “] assume you are asking about the Mail2 problem which took place last fall. The answer is yes; the backup 

5/21/99 : pera AOb 118 
tapes are in the DC {sic].” (14:56:15) 
Handwritten note from D. Cleal to K. Anderson. Attached as cover page to memo to Lyle requesting approval to begin recycling backup 

5/28/99 | tapes in the EOP data center, states, “J would like any feedback you may have before I forward to Mike Lyle for his review/signature.”” 203 


May corroborate Gallant's belief that recycling of backup tapes might have occurred where they were not properly inventoried or labeled. 
Accordingly, destruction of Mail2 backup tapes may have resulted 


Heissner e-mail to Wright, Doering, Barry, Fox, Ritter and Bartholomew. “Can we meet tomorrow, Friday, at 10 a.m. in my office for no 
6/10/99 | more than 30 minutes to go over the Mail2 server solution from a technical standpoint with the purpose of confirming for Dottie Cleal that 150 
the solution and procedures currently in production will ensure that all records which should be managed are indeed managed?” 


Barry declaration in Alexander v. FBI suit describing “ARMS” in paragraph 4. This is given more than year after “Mail2” problem 
U99 i i 192 
discovered, but does not discuss problem here. 
8/27/99 Doering e-mail to Wright stating “FYT” and forwarding 4/20 Kouba proposed talking points (need to make legal determination 127 
reconstruction is legitimate use of funds), 
En a n R e 
8/30/99 | Wright e-mail to Barry forwarding 8/27 Doering e-maii with 4/20 Kouba proposed talking points attached. 127 


NG/Government status meeting notes (? author of notes, but attendees: Liester, Barry, Hughes, Ritter, Bartholomew, Sparks, Crossman, 
9/1/99 | Cavanzos, Miller, Wright, Haymes, Chapman). Barry commented meeting held with Golas today (attendees: Golas, Barry, Cavazos, 14 
Wright) re: tape situation. 


Barry e-mail to Anderson, Bartholomew and Heissner. “Kate; I am trying to find out the status (From your perspective) on the *MAIL2’ 
10/26/99 | issue and the related ‘D problem.’ . . . NG put together an IWO for recovering the data (&600k +). I am now trying to find out if this 164 
needs to be accomplished. Any help would be appreciated.” 


10/27/99 | Anderson e-mail response to Barry. “I will check with Mark Lindsay and Mike Lyle.” 164 

11/8/99 | Anderson e-mail (further response} to Barry. “Please forward me a copy of NG’s IWO. Thanks, Kate” 200 

12/2/99 Se earail to Sparks, Reese, Leister, and Barry listing “to do” items; installing 100 palm pilots for WHO, etc. . . . as well as Mail2 11 

4/18/00 | Lyle, Young, Anderson briefing charts (Power Point) for Nolan on Mail2. 51 

Loo. | Notes of unknown origin (reflect presence of Tony Barry). Includes note on IWO of $600,000 and $2 million. Discusses briefing “Mike” 130 
and includes the option to “wait ‘until directed’ and seek supplemental appropriations.” 

1/28/00 Nionakis, Assoc. WH Counsel, letter 10 Hollis, Committee on Govemment Reform, indicating scope of search for Waco documents 60 
“encompassed all items or documents in any way relevant,” but WH did not produce e-mail documents. 

2/1/00 Heissner e-mail to Erna G. Beverly re: The Weekly. “Spent several hours reviewing e-mail associated with the Mail2 Problem.” 152 
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2/15/00 | First article on the e-mail scandal mentioning threats appears in The Washington Times. bis 
2/16/00 | Committee on Government Reform sends first letter to The White House concerning the ¢-mail matter. * 
2/7400 | Timeline for ARMS — 40 different development tasks (re: problem discovery and fixing} — start dates range from 6/1 1/98-2/9/00. 46 
oe Resource names include Salim, Barry, Whiteman, Haas, Miller. Golas, and Spriggs. 
White House talking points on e-mails (draft versions) stating items including: no scarch executed because of lack funds and “back in 
3/7/00 1998, OA asked NG for estimate just to study the problem. NG said it would cost $600,000. At that time, OA did not have the funds to 7-9 
do it.” 
3/8/00 Committee on Government Reform sends second letter to The White House concerning the e-mail matter x 
3/9100 Nionakis, Assoc. WH Counsel, letter of transmission/document production to Wilson, Committee on Government Reform, of first e-mail 61 
3 items. Mentions 6/18/98 NG document re: affected e-mail users that were recently produced to OA. 
3/13/00 Salim memo attaching list of active EOP mail accounts as of 6/1/99 (the date mail restoration agents were run on all servers to fix the 14 
re letter D problem), 
3/13/00 | Salim memo attaching list of active mail accounts as of | 1/22/98 (date restoration agents were run on Mail2 server). 15 
3/15/00 | The White House awards ECS (contractor) and SRA (subcontractor) the “narrow tape conversion project” to fix the Mail2 and D-user m 
problems by reconstructing the tapes. 
Nolan letter to Burton explaining discovery of new problem “this weck that e-mails on the server of the Office of the Vice President have 
3/17/00 * 57 
not been fully managed by ARMS. 
Mark Lindsay of OA sends letter to Congressman Kolbe requesting $1.7 million from the Armstrong account to remedy the e-mail 
3/20/00 | problem. ne 
Michael Lyle appears before Congressman Kolbe’s Appropriations Subcommittee. Lyle does not mention the Mail2 problem in his 
opening statement. In question from Cong. Hoyer, Lyle states that “fenced” funding caused the EOP computer systems to erode and 
3/23/00 therefore made the Y2K effort more difficult. The Y2K effort in turn rendered OA “unable to do any efforts in terms of any r 
: reconstruction of any back-up tapes that contained e-mails that Mr. Burton's committee is focusing on.” Lyle also characterizes the 
fenced funding as a “contributing factor” in the e-mail problem. Cong. Kolbe called this assertion “disingenuous.” Cong. Kolbe criticizes 
the timeliness of Mark Lindsay's March 20, 2000 request for $1.7 million from the Armstrong account to remedy the problem, 
Day One of Committee on Government Reform e-mail hearing. Witnesses on the first panel include Betty Lambuth, John Spriggs, Yiman 
3/23/00. | Salim, Robert Haas, Sandra Golas, Steve Hawkins, and Daniel “Tony” Barry. Witnesses on the second panel include Mark Lindsay and * 
Laura Callahan. 
3/23/00 | The Department of Justice Campaign Financing Task Force announces that it has launched a criminal probe of the e-mail scandal. os 
Paulette Cichon sends “witness statement” to minority staff of Government Reform Committee. Denies hearing Lindsay threaten jail at pe 
3/23/00 a a 
meeting with Lambuth. 
3/24/00 Callahan affidavit clarifying answer given at 3/23/00 Committee on Government Reform hearing. She did discuss email issues with DOJ 59 
attorneys Shapiro and Gilligan re: civil suit. Gillian involved in preparation of declaration to the Court. 
3/29/00 | White House awards contract for e-mail reconstruction to ECS. as 
3/30/00 | Day Two of Committee on Government Reform e-mail hearing. Witnesses include Beth Nolan and Robert Raben. ue 
3/30/00 | Committee on Government Reform sends criminal referral on Barry to the Justice Department. $ 
BE EA | 
4122100 Nolan Power Point briefing with notes — possibly from Jack Young — including mention of seeking additional $2 million in Armstrong 137 
E funds. 
4/12/00 | Justice Department refuses to make line attorneys who assisted Barry with his affidavit available for interview, a 
Congressman Kolbe rejects Mark Lindsay’s request that $1.7 million from the Armstrong account be used to fix the e-mail problem. 
Kolbe's letter states that the computer glitch occurred three months before any funds were fenced. His letter also states that the EOP/OA 
failed to “independently validate and verify” the operations of the ARMS system. Kolbe also states that, “the Commitee is extremely 
4/27100 | concerned that it took nearly two years for the White House to notify the Committee of this critical problem and the potential implications 145 
for additional moneys to both solve the problem and reconstruct the e-mails.” The letter directs OA to reconstruct and restore the e-mails 
from the $4.8 million in unobligated balances from Y2K appropriations. Finally, the letter directs OA to provide monthly status reports of 
the reconstruction effort, beginning on June 1, 2000. 
Day Three of Committee on Government Reform e-mail hearing. Witnesses on first panel include Kart Heissner and Michael Lyle. 
5/3/00 5 ý ue 
Witness on second panel is Robert Raben. 
5/4100 Day Four of Committee on Government Reform e-mail hearing. Witnesses on first pane] include Charles Ruff, Cheryl Mills, and Mark ** 
Lindsay. Witnesses on second panel include Beth Nolan and Dimitri Nionakis. 
5/25/00 Letter from Cong. Kolbe to Lindsay expressing concem over potential additional requirements for reconstruction between $5 and $30 171 
million. 
+ 
Letter from Steven Reich at White House Counsel's Office to James C. Wilson at Committee on Government Reform stating that “[Y Jour 
6/7/00 | May 16, 2000 letter regarding non-records managed e-mail has led us to discover that a technical error apparently prevented e-mail on the * 
OVP server from being backed-up from the end of March 1998 through carly April 1999.” 


1643 


Deputy Assistant Attorney General Alan Gershel of the Department of Justice Campaign Financing Task Force sends Tony Barry a letter 


8/1/00 | informing him he is “not currently a target” of the e-mail investigation. The letter misspells his last name as “Barrie.” ma 
White House produces first batch of reconstructed e-mails responsive to the Committee’s previous subpoenas, Documents include e- 
orzo | mails concerning the Vice President's fundraising activities. Also included is an e-mail reminding the Vice President that e-mail is 1542198 


backed up on the White House computers and stating “the only way not to have your e-mails backed up on government computers would 
be to get a Clinton/Gore computer in your office and set it up for private e-mails.” 


ed 
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ote: “*” refers to correspondence included in Appendix I. 
“*#” indicates information gathered from interviews, hearings, or news accounts. 


Documents referenced by Bates numbers (e.g. “E 7229”) in this table can be found in A.V. Appendix III. 
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3/3/93 


E-mail from DeVere Patton to S. Mitchell. Subject: Backup Tape for OVP. “Sharon, Help! OVP needs back-up tapes for a 
mainstream 150Q tapedrive. Would you happen to have any in your desk?” 


5/5/93 


Memorandum “for all Executive Office of the President Staff” from John Podesta and Stephen Neuwirth. Re: Presidential 
Records. “[RJecords of the Office of the Vice President are Vice Presidential records and are treated under the Presidential 
Records Act in the same manner as Presidential records. The records of the Office of the Vice President are not federal records. 
. +. The Presidential Records Act defines ‘documentary materials’ as . . . electronic or mechanical recordations.” See E 8105. 


E 8104-13 


6/11/93 


6/13/93 


E-mail from M. Gill to J, Podesta, J. Eller, J. Gill, G. Weaver, C. Mills, T. Campbell. “I am very concerned about the 
Armstrong case and the pending decisions by Judge Richey. The impact on electronic mail [e-mail], not just in the White House 
but for the country, could be enormous, costly, and could very well provide enough disincentive to make e-mail too ‘expensive’ 
to use. [don’t want to seem superfluous but this could very well be the most important technology case since Judge Green and 
the breakup of AT&T, Currently e-mail is treated the same as a FAX or a piece of mail. With the troubling exception that e- 
mail messages are stored electronically versus file cabinets and archives. Jn the past telephone conversations have been treated 
differently than paper, photos and other means of communication. None of us would feel very comfortable if every phone 
conversation we had was recorded and stored. But the distinction is blurred in the world of FAX machines, voice mail and 
eventually video images. Where are the lines to be drawn, how are the distinctions to be made, and who is going to make the 
decisions. The point of this message is not to draw conclusions, the point is to convey that this case could have a far reaching 
impact and I wanted to share my concern.” 


176 


E-mail from J. Podesta to M. Gill; cc: J. Eller, J. Gill, G. Weaver, C. Mills, T. Campbell. Re: Armstrong case. “The case 
presents several difficult problems, not the least of which is that we are stuck defending record management principles by 
referencing a factual record filled with decisions made by the Bush and Reagan Administrations. 1 think when you actually get 
down to making policy decisions about how to manage, store and preserve electronic federal records, outside the context of the 
case, we can design a system which is user friendly, user useful and fully complies with the PRA and FRA, We obviously need 
to get on with the upgrade of our system. Steve Neuwirth is managing the case for the Counsel’s office, We have fairly 
frequent meetings with DOJ and Archives on the case. I'll make sure you're invited to these meetings, if you're interested. 


177 


6/15/93 
12:24 


6/15/93 
13:07 


E-mail from J. Podesta to J. Gill. ce: M. Gill, J. Eller, G. Weaver, C. Mills, T. Campbell. “L want to be clear about one point — 
the Armstrong case deals with federal records, not Presidential records (I forget myself sometimes. Having said that, I think 
your technological solution to storing these Presidential records seems promising. We should discuss with A.O.” 


E-mail from J, Gill to J. Podesta; cc: M. Gili, J, Eller, G. Weaver, C. Mills, and T. Campbell. “John, I second Michael Gill's 
concerns that what ever [sic] we do, we must NOT create obstacles and barriers -- dis-incentives [sic] -- to maximizing the use 
of e-mail. It should be as private as a FAX, telephone call or a first class letter. It should not impose penalties on the users. 
Quite to the contrary, Government [sic] will run better if we use electronic communications to the max, How can we create real 
INCENTIVES and rewards for using e-mail? If we fail to protect the concept of e-mail, then we will drive people to ‘black’ 
communications via bathroom conferences, had passed notes etc. Which is worse? I think we face an educational challenge 
here. Regards, Jock.” 


178 


179 


6/15/93 
15:50 


E-mail fom M. Gill to J. Gill; ce: J. Podesta, J. Eller, G. Weaver. “I’m confused. If the Armstrong case does not deal with 
Presidential records why were our hard drives removed? It seems likely that if they can get our hard drives and back up tapes 
from our File Servers it becomes a Presidential records issue. As far as the records retention, I am very concerned we don’t 
establish a “Big Brother” type policy regarding e-mail. We should apply the same standard we use regarding phone calls, faxes, 
or U.S. Mail for outside communications and apply the same standard for inside communications as we do interoffice mail, I 
want to be clear about one point -- the Armstrong case deals with federal records, not Presidential records (I forget myself 
sometimes). Having said that, I think your technological solution to storing these Presidential records seems promising. We 
should discuss with A.Q.” 


184 


6/15/93 
PRIF 


E-mail from J. Podesta to J. Gill; cc: M. Gil Eiler, G. Weaver, C. Mills, and T. Campbell. “Give me a break. What do you 
mean “we need to protect the concept of e-mail.” Who is trying to destroy the concept of e-mail? What we need is fewer 
flames and more work an how to design a user friendly system that appropriately manages and preserves Presidential and 
federal records without a lot of hassle to the user. Your ideas with regard to that task are welcome,” 


180 


6/15/93 
17:32 


E-mail from J. Podesta to M. Gill; cc: J. Gill, }. Eller, G. Weaver. Subject: Armstrong case. “Our hard drives were seized by 
DiGenova in the passport office independent counsel case, not Armstrong. Phone calls aren’t records unless recorded or notes 
are taken. I agree that we should deal with e-mail the same way we do faxes or other communications. That’s what our record 
guidance does.” 


E8127 


6/15/93 
18:04 


E-mail from J. Gill to J. Podesta; cc: M. Gill, J. Eller, G. Weaver, C. Mills, and T. Campbell. “John, Jeez, you really got my 
attention. Eller asked what in hell Id sent you. My intent was not to flame, nor accuse anyone of anything. My intent was ta 
support the notion of not allowing a judge who might not be technologically sophisticated to impose rulings on us that would 
have adverse impact on our drive towards electronic communications. I was trying to express my concern that we not let a 
judical {sic] ruling inadvertently set policy that might not be good policy.” 


E 5306 
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6/15/93 
18:47 


E-mail from M. Gill to J. Podesta, “It was my understanding that the judge wanted to be able to sort through our records like he 
sorts through his WordPerfect documents, If you included all e-mail, as many seem want to do [sic], it smells suspiciously like 
Big Brother and that was what raised my concerns.” 


E 5310 


6/21/93 


E-mail from M. Gill to G. Weaver. Includes bullet that reads: “1) Lotus Notes secret project for the OEOP — I don’t know if 
you have talked to Paul Tisdale yet but I need to give my users some relief. John Podesta seemed to clear up any Armstrong 
case doubts about what we are doing so I feel good about it, Can we talk timing?” 


E5301 


7/12/93 


E-mail from M. Gill to G. Weaver. “Hugo Beck from Lotus gave me a call with some really good info about cc-mail. He asked 
me about Armstrong and I pleaded the 5" but I thought you (or your staff) should talk to him about cc-mail security features 
they did for the NSC, hidden security features in cc-mail, and other stuff like how to automatically choose to send it to records 
management, etc.” 


E5299 


7420/93 


Memo from K. Gibson and N. Katyal to T. Campbell; Re: OVP Document Retention Procedures. “OVP must create and 
implement back-up systems to preserve such material. OVP may want to consider creating an e-mail and document system 
where boxes could be checked for personal correspondence. OVP may have a strong policy reason for maintaining paper copies 
instead of computer records since facts within computer records are much easier to access by keyword searches.” 


E 5390-92 


8/12/93 


E-mail from Sheryl Hall to B. Overton; cc: J. Macdonald, Ir. and M. Blackwood Subject: Vice President Records. Client 
Services will be moving the OVP NPR (National Program Review) staff from the 5® floor OEOB to new offices. Some of the 
equipment is coming back to storage due to users leaving. Are we responsible for performing the backups of the records on this 
equipment for NPR or does that fall under Vice President? The move is occurring this afternoon and any guidance you can 
provide today would be appreciated.” 


E8091 


8/12/93 


E-mail from Bruce Overton to Sheryl Hall. cc: J. Macdonald, Jr. and M. Blackwood. It is your call whether RMD should be 
doing the support services. However, the NPR’s records are regarded as being under the aegis of the OVP. Todd Campbell 
(OVP) should be contacted to request what kind of back up and treatment he wants given the electronic data on the hard drives 
and then those materials should be turned over to whomever he designates. Please make memos to the file so that it is clear 
what was directed to be done and who became the custodian of the electronic materials. Thanks.” 


E 8092 


10/26/93 


Memorandum from B. Overton, OA General Counsel to John W. Cressman, Assistant Director. Subject: Provision of 
Requested Materials to the Justice Department in Armstrong v. Executive Office of the President. Includes line: “[T]he 
electronic records management system being designed by OA is to provide an electronic medium to manage messages created 
or captured using the OASIS ALL —IN-1 system that constitute Federal or Presidential records. . . . The electronic records 
management system will address a number of functional requirements including: . . . Searchability of Records — the records witi 
be stored in a fashion to permit retrieval by text search software. Ideally a commercial, off-the-shelf package can accomplish 
this function and will be fully integrated into the system. Thus a request by date, name, search string, keywords or phrases may 
be prepared and executed. The output media (paper or electronic) will be determined by the volume of data produced in 
response to the request.” (See E 8024) 


E 8021—40 


11/8/93 


1/18/94 


E-mail from M. Gill to G. Weaver, “. . , I have decided to pursue buying my own domain. This domain would reside in here in 
the OVP and be called @ovp.whitehouse.gov. It would have to be approved to be a subdomain of whitehouse.gov. This will 
solve the backup and separation of records problems with being @whitehouse.goy or eop. To avoid archival confusion we may 
want to change the name of our mailbox back to OVP from EOP_OVP. The Presidential Records Act specifies that our records 
and Presidential records are to be kept separate.” 


E-mail from J. Gill to G. Weaver, J. Eller, J. Macdonald, K. Hopper, E. Gibble, J. Sarmiento and L. Mortman. “It appears that 
the weekly database on H:\data has been corrupted. Does anyone have a backup? Are we backing up the server every night? If 
not waht [sic] plans are there to institute this very traditional DP practise [sic]? To have all our data at risk because we are not 
doing backups seems very peculiar. How many of our other novell lans are not backed every night? I know that the OVP 
network is backedup every day.” 


1/27/94 


2/17/94 


AAC Associates Time Tracking System time sheet. Employee: Blaine Lee; Authorized by: Steve Fletcher; End-user: Michael 
Gill; Description: Backup Scripts for Server. Comments: Tatked with Bill Gray about how to bakup [sic] the OVP server user 
[sic] a script that will alow [sic] them to save information to tape and not lose even one day. 


E 5298 


E 7242 


E 5325 


E-mail from T. Good to M. Hudson. “Vice Presidential records . . . well now, you do have an interesting situation with this. 1 
would suggest that, if possible, it be maintained as a separate subsystem with access available to only the VP staff, Likewise, 
the Presidential material should be shielded from the VP staff. Neither staff should have access to the other's material. At the 
end of the Administration, it should be possible to download both sets of data so that cach gets what belongs to each. By the 
way, can anybody with access to Quorum access any record and modify it? delete it? add to it? Is there any audit trail of who 
has done something like this to a record? It isn’t really any of my business, but I would be concemed about that if I were the 
manager of the system. I wonder who is? . . .” 


E-mail from J. Gill to G. Weaver and J. Macdonald. “ I am concerned that our server is still not getting a daily back-up. Tam 
told it is because there are both MAC and DOS files on the server. Yet when I check with my industry sources I am told this is 


Memo from T, Campbell to M, Gill. “Please write me a detailed memo on what OVP is doing to archive computer records, both 
documents and Electronic Mail. I need this memo as soon as possible.” 


E7206 


rather standard and poses no problems.” 


3/16/94 


Memo from M. Gill to T. Campbell. “This is in response to your memo dated 3/9/94. After my return from vacation, on 
3/15/94 1 checked to make sure that the OVP system was still being backed up. Unfortunately, I discovered that the tape 
machine had failed and that the last backup was on 2/22/94. Before my vacation I indicated to Martin Dunsby with AAC 
associates that there might be a problem and that this needed to be checked. The file server and tape backup unit is new and was 
installed on 2/10/94, We have now corrected the problems and the tape backup unit was fully operational on 3/19/94. The 
following describes the current OVP backup and archival policy. Full backups wili be done every Saturday moming at 5:00 am. 
Everyday other that Saturday, an incremental backup will be done at 5:00 am. Incremental is defined as any modified or new 
files at the time of the backup. All backup tapes are then archived in the Staff Secretaries Vault for save {sic] keeping.” 


E6321 
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3/18/94, 


AAC Associates Time Tracking System time sheet. Employee: Bill Gray; Authorized by: Michael Gill: Comments: Created 
backup scripts for the office of the vice president. Also, demonstrated how to do a restore from tape. 


E 5326 


4/11/94 


E-mail from M. (Beth) Blackwood to M. Gill and T. Campbell; Re: Meeting to discuss records management actions. “Gwenn 
would like to schedule a meeting to discuss the possibility of bringing up the recordkeeping system for WH/OVP in the near 
future (possibly May 2). The purpose of this meeting is to discuss when and how this could be done to satisfy our legal 
commitments. We'd propose to schedule this meeting at 3:30 pm in Gwenn’s office on Wednesday, April 13.” Also contains 
handwritten note “Kumiki - Please attend. Thanks! Todd” 


E5327 


4411/94 


E-mail from M. (Beth) Blackwood to G. Weaver, M. Gill, M. Krislov, T. Good, K. Gibson, J. Wright, and N, Doering. 
Invitation to 4/13/94 meeting “to discuss the steps necessary to bring WH and OVP online to the automated records 
management system in accordance with recent court documents. We would like to tentatively establish May 2 as the 
implementation date for the WH and OVP, but we need to have agreement on several matters before we can proceed.” 


E 5297 


4/15194 


Draft of memo from K. Gibson lo the Vice President. Subject: E-mail. “At the recent Regulatory Review meeting, you 
expressed some concem about the e-mail policies that are being instituted across the Federal government. . .. We believe that 
we should explicitly adopt the White House policy because it is reasonable and to depart from may draw (public) criticism. . . . 
The White House Counsel's Office believes that a court would similarly conclude that certain e-mail generated by the 
President's Office and the Vice President's Office would be ‘documentary material’ under the Presidential Records act and 
should be treated as such. We agree with this analysis and conclusion.” 


4/25/94 


E-mail from T. Barry to L. Planet and R. Spangler. Subject: OVP / VPO confusion ??? “Is the Class ‘Vise [sic] President’s 
Office’ know [sic] as VPO or OVP. At some point GILL_M had a class of OVP but now it looks like its VPO. This is critical 
for ARMS and must be consistant [sic] 22?” 


£7244 


4127194 


Draft of memorandum from K. Gibson to the Vice President. Subject: E-mail. Includes handwritten notes “JQ: Please review 
& revise, (As you know, VP is very concemed about e-mail.) Thanks! Kumiki, KG -- let's meet to discuss this issue -- Thanks, 
Jack (Quinn]” 


4/27194 


Memorandum (probably final) from K. Gibson to the Vice President. Subject: E-mail. 


5/17/94 


Memorandum from K. Gibson to M. Krislov; Re: E-mail: Suggested Monitoring Procedures, “In order to ensure generally that 
designations of record and non-record messages by the system users are consistent with our policies and procedures and to 
identify areas of additional training and guidance, each agency should adhere to the following monitoring procedures: A. Each 
agency should designate one indivudual to serve as the Designated Agency Monitor. . .” 


ESSI3 


5/26/94 


E-mail from T, Barry to J. Wright. “Put WHO OPD and VPO on line with ARMS.” 


E6532 


6/3/94, 


E-mail from T. Barry to J. Wright. “Demoed ARMS to VPO and WHO records management staff.” 


E6531 


T2194 


9/15/94 


E-mail from N. Doering to T. Good and M. Gill; cc: G. Weaver, M. Blackwood, K. Gibson, M. Krislov and J. Baron. “As of 
July 14, 1994, we were “live” for officiai e-mail monitoring. Since you have agreed to monitor, you may want to model your 
approach to monitoring like we have done for Federal monitors. Picase see the attached for format, Please start monitoring on 
July 25, 1994.” 


E 6491 


E-mail from J. Fox to M. Jardine; . Carlsen. “2. How often are the backups performed? [nightly] Automated backups, 
NOT archived, single tape re-used repeatedly. Backup integrity not verified. 3. Why does OVP get email backups on floppy 
disks? [Crocker: this one for you to answer :}] SDC: it’s not that OVP gets “backups”; they get their mail delivered via 
floppies because there’s no other path. Very sad.” 


9/20/94 


10/31/94 
7:21:00 


E-mail from M. Gill to Jack Martin; Re: October Meeting. “What 1 am about to share with you is confidential and is supplied to 
you for the purposes of discussion and should not be shared outside your organization.” “How do I determine if the strategic 
direction of Notes in government is appropriate for the executive branch and how do I communicate my strategic concems 
which [include] Mail/Records Management compliance (both FOIA and Presidential Records Act).” 


E-mail from D. Barry to N. Doering; Re: Pres and OVP Monitoring Plan . “On OASIS/ARMS, any account that is part of OVP 
IS creating PRESIDENTIAL records. IS THIS CORRECT???” 


E 7250-53 


E6289 


E 6292 


10/31/94 
9:26:00 


E-mai] from M. Gill to D. Barry; Re: Pres and OVP Monitoring Plan. In response to above e-mail, states that “{m]y standard 
line on this is: Records created or received by the Office of the Vice president are Vice presidential records. They are cited in 
the Presidential Records Act as such. The PRA stipulates that they should be treated in the same fashion as, but maintained 
separately from, Presidential records.” However, it is undisputed that Gill to manage OVP e-mail in the manner done by EOP. 


12/16/94 


6/15/95 


6/27/95 


Todd Campbell leaves the OVP. 


E-mail from M. Gill forwarded by J. Quinn to K. Gibson, D. Strauss and others. “Our Lotus Notes conversion project is almost 
complete. We need your help to complete the project. Please print out al] the cc:Mail messages that you want to keep and then 
delete all your cc:Mail messages by Monday June 19". That way when Chris our consuitant makes his way around to you the 
cc:Mail will be alf set for Notes conversion .. . “ 


E-mail from Albert Gore to M. Gerich? -- reacting to news that OVP cannot engage in interactive internet dialogue under the 
Armstrong case. “Sounds like a crazy result. This looks like a problem than [sic] is far bigger than the Acquisition Reform Net. 
T'm curious about how OMB managed its interaction in the recent open mecting within the bounds of the Anderson Act. As I 
read this, the Anderson Act precludes EOP participation in net-based discussions with parties outside the EOP complex. This 
will both isolate the EOP in an exploding electronic environment, and limit its ability to shape and encourage interaction on 
subjects like acquisition and budget reform.” 


E6318 


ao 


E 6309 
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6/28/95 


E-mail from N. Cunningham to F. Reeder; cc: J. Macdonald. “This seems worth bringing to your attention because among the 
series of e-mails is one from the Vice President expressing dismay at the restrictions that Armstrong places on Internet access. 
As you can See from the e-mail that he is responding to. . . it appears that OA is being made to be the bad guy... We need to 
straighten out this misimpression right away. especially given the VP's personal concem, Perhaps we could arrange a meeting 
with the VP's staff to explain why we have to be concerned about capturing external e-mail, and to offer to work with the VP 
and NPR to provide them access they seek through means that properly complies with records requirements.” 


205 


12/1/95 


E-mail from M. Gill to all staff. Subject: Announcing a new way to send intemet from Notes. [Text redacted] see E 8756 


194 


12/4/95 


E-mail from M. Gill to all staff. Subject: Yet an even EASIER way of sending Internet mail! [Text redacted] see E 8757 


194 


2/22/96 


E-mail from Joel Velasco to Vice President Gore. Subject: Carter Eskew Request. “Carter wants to be able to e-mail you from 
his office. We have some options: |. Give Carter your special e-mail address that Michael Gill had set-up earlier; 2. Give 
Carter my e-mail (or Heather/Liz) and we would forward all e-mail from Carter to you. You would have to do the same to send 
him e-mail; Reminder: All internet e-mails are recorded on the White House computers. According to Michael, the only way 
not to have your e-mails backed up on government computers would be to get a Clinton/Gore computer in your office and set it 
up for private e-mails. QUESTION: How would you like to proceed on this? 


193 


6/19/96 


E-mail from M. Gill to All Staff; cc: R. Blankenship, A. Elkins, J. George, L. Qazi, J. Wright; Re: Too much E-mail. “OVP 
continues to have a problem with running out of disk space. IS&T has identified that we have too much e-mail and we need to 
delete all un-needed messages. Please take a moment to delete any drafts, sent or received e-mail in your box and help out the 
OVP.” 


E5775 


9/9/96 


Oasis All-in-1 Monitoring Information In Reply to GAO Questions September 9, 1996. “Statistics 10/1/95 through 9/9/96 CEQ, 
OA, OMB, ONDCP, OSTP, WHO (OVP has not monitored).” 


E 6486-87 


12/97/96 


Michael Gill leaves the OVP. 


+x 


1/28/97 


OVP e-mail mentioning Callahan. Callahan was at a meeting on 1/28/97 that included Ted Meyer, Katie Stock, Shawn 
O'Connor, Chip Sparks, Paul Meyer, and Ron Horowitz. The e-mail states “The impromptu meeting was to facilitate an 
immediate solution for the ‘Domain Controller not found? issue and the unreliable OVP Novell servers, The OVP_2 Novell 
Server that provides data and application directories for OVP users also went down. The two problems are mutually exclusive 
issues.” 


E6010-11 


2/25/97 


E-mail from M. Vela to All Staff. “Some of our colleagues are unable to send and possibly receive E-mail this morning, In 
order to enable them to do such, I am asking each of you to go into your E-mail and delete all old mail that you no longer need 
and make sure that you also empty your trash immediately thereafter. This should buy us the time we need to more permanently 
fix the problem.” 


E5772 


2/25/97 


E-mail from K. Gibson to M. Vela; cc: All Staff. “Please be careful NOT to delete e-mails that are the subject of any current 
document requests. Thanks. ksg.” 


E5772 


3/17197 


OVP e-mail including bullet on L. [Callahan]. Contains a bullet with Callahan’s name. Under the bullet are the statements 
“Meetings will be held with OVP on tape retention and Quorem problems,” and “Unlike most other organizations, OVP does 
not like Advanced Profiling.” 


E 6002 


3/21/97 


3/24/97 


E-mail from P. Myers to C. Vanfossan, J. Hochuli, C. Benjamin, A. Posey. Draft of answers to “Committee Questions” 
apparently from Congressman Kolbe. In response to a question on failed systems affected by fenced funds, there is a response 
that states “On March 21, 1997, the disk space on the OVP file server filled up again. As a result, the Vice President and his 
staff could not access their email. IS&T was forced to initiate a special backup of the file server during prime time across the 
network, worscning the EOP network traffic load problem, in order to capture official records onto tape. The OVP staff was 
then forced to manually delete the on-line versions of the records in order to free up disk space so email could flow again. The 
time email services were down was 4 hours. The request to purchase additional hard drives has been on hold due to the fenced 
appropriations.” See E 6555. 


E 6547-58 


OVP e-mail including bullet on L. [Callahan]. Contains a bullet that states “OVP -- Lack of disk space has been causing a 
problem with email delivery. There is now 770K of free space (enough to last until 2PM 3/24) -- Laura is looking into more 
permanent solutions.” 


E 6005-09 


3/24/97 


E-mail from L. [Callahan] to P. Myers and C. Benjamin; Subject: OVP File Server Situation - Update. “We completed a second 
full set of backups for their file server friday [sic] night. OVP users are being instructed to delete any nonessential email that is 
over 90 days old (this was ‘okayed’ by their legal office Friday) in order to free up disk space.” 


E6564 


1/30/98 


6/19/98 


Weekly Status Report from J. Wright to S. Hawkins. “In support of the OVP and IS&T, Northrop Grumman supplied 
biographies on four Northrop Grumman employees from the PC Desktop Department. The request for biographies came from 
Laura {Callahan} to help choose a primary and secondary technician to provide technical support to the Vice President and the 
OVP staff members. All four of the Northrop Grumman employees were interviewed personally by the Vice President, Al 


E-mail from D. Gunia to J. Wright; cc: D. Pannell. This weekly stams report has two bullets under “Issues” that relate to the 
OVP. The first one is “OVP Migration follow-up. Still need to work with NSG and find out when they are going to do some 
cleanup work on the OVP Login Scripts and drive maps and shares.” The second one is “OVP NewsEdge ID’s/Lic Issues -- 
Working with Moe Vela, Sue Powell, Paul Dagenais and Bill VanHora on ID and License Issues for the NewsEdge systems. 
Have copy of PO that tracks we only have 40 NewEdge LAN Users LIC. OA = 32 and OVP = 8. However the NewsEdge 
server shows 61 ID's. Need to work on House Keeping and ID’s methode [sic] to control access to sysem [sic].” This 
document was previously produced as E 4026 - 4031. 


Gore. The employee interviews were well received by the OVP office, as reported by Laura [Callahan].” see E 7419 


E 5864-66 
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944198 


E-mail from T. Barry to J. Wright. In his weekly report, under “ARMS activity,” Barry writes in a bullet “I had a discussion 
with Jim Webster regarding OVP e-mail and records management. I informed him that we had a OVP records bucket that we 
only were getting mail from OVP that crossed into another bucket. However, it tums out that ARMS may be getting internal 
OVP mail because the mail template of certain OVP users contains the records management icons. He wants to put WAVES up 
for all OVP users and also have all their records managed through ARMS. | referred him to Kathy Gallant for a decision on 
that,” This document was previously produced as E 2016. 


E 5872-73 


9/23/98 


E-mail from K. Gallant to M. Vela; cc: R. Haas, J, Webster, and A. Tarica. Subject: Email Group Problem. “They fixed it 
again! We are doing some development work in getting the OVP Lotus Notes mail record managed properly and apparently in 
testing a scenario, something went “live”. The goys rushed to clear it out and hopefully have corrected the problem. I’m going 
to a mecting, if heaven forbid this happens again, PING Robert or Alan, please immediately [sic].” 


E6560 


10/9/98 


E-mail from S. Hawkins to J. Vasta and D. Chapman. Subject: Completed Seif Evaluation. “The Office of the Vice President 
(OVP) has experienced a significant improvements [sic] in the quality of service they received from IS&T and NG, and are very 
satisfied customer [sic]. ... Mr. Gore calls upon our technical staff while on business trips for updated software or to 
troubleshoot a problem he might be having with one of his laptops or his new palmtop machine. NG performance in this area 
has been reported by the OVP office as Outstanding.” See E 6696. 


E 6688-6715, 


10/14/98 


E-mail from M. Vela to All Staff. “Twas just informed that it is necessary for cach of us to delete any unnecessary e-mails that 
we have saved in our Lotus Notes accounts. The server is near capacity and to avert a problem we must comply with this 
deletion request. PLEASE only delete opened e-mail messages.” 


E 5365 


10/19/98. 


E-mail from R. Haas to J. Vasta. Re: OVP1 mail server is Operational. “Please send me a copy of the procedures and I will try 
to follow them; because I don’t know what you are talking about a template! 


E5771 


12/4/98 


E-mail from M. Vela to All Staff. “We need some help from all! The Lotus Notes is within 5% of maximum capacity and it 
will shut down at that time.........to avoid this problem, 1 need each of you to delete any unnecessary Lotus Notes mail ASAP. 
Thank you for your cooperation!” 


E5783 


12/10/98 


E-mail from C. Moyle to S. Hall, J. Wright, K. Heissner, H. Sparks, T. Barry, T. Misich attaching weekly report from D. [Cleal] 
to M. Lyle, Bullet #8 reads: “OVP Mail Server: The OVP mail server issue is still being worked but the problem has been 
temporarily remedied by having OVP staff personnel remove discarded c-mail information, New disc drives are on order and 
will be installed upon receipt. This problem is no longer critical and no additional problems regarding this issue are anticipated. 
IS&T will continue to monitor the situation and install disk drives upon receipt. Close coordination with OVP is ongoing.” 


E 6373-75 


1/12/99 


1/13/99 


215199 


3/1/99 


4/2/99 


E-mail from L. Scott to J. Fox; ce: C. Adams and R. Whiteman. “I spoke with Chris about this. He tells me there are about 3 
months on the VPs mail stored on the whitehouse.gov server. RC Cavazos has backup tapes in the data center with earlier 
mail. Getting the mail from whitehouse.gov would not be a problem. However, you'd need to speak with RC about getting the 
mail from the backup tapes. This would not be an insignificant effort, and it might requre (sic] an IWO if a request is submitted 
to recover all of the VP’s c-mail back to 1993.” Response from Fox to Scott and cc’d to Adams, Whiteman, and Lisa M. Brown 
at OVP on the same day states “Lisa: The VP mail is recoverable but this will be a significant effort which will require addition 
[sic] funding to support. If you decide to recover the VP e-mail, please let me know and we will have to develop a project plan 
and estimated costs before proceeding.” Brown then responds to Fox saying, “I will get back to you after we address the ‘bulk 
mail’ issue. Can you just make sure that nothing is deleted in the meantime? thanks!” Finally, on 1/15/99, Fox responds to 
Brown saying “No Problem!” 


E 6246-48 


E-mail from M. Vela to All Staff; cc: S. Mitchell at EOP. “We are in another Lotus Notes crisis. ou must delete any 
unnecessary e-mail and/or databases in Lotus Notes IMMEDIATELY. We are going to run out of disk space in the next hour or 
so and we will go down if we don’t comply with this request. PLEASE do what you can to alleviate this problem. Thanks!” 


E-mail from P. Lindahl to R. Johnson and P. Lynch; Subject: Raw Weekly. “Vice President Albert Gore has requested that his 
Palm Pilot be able to Synch his Lotus Notes E-mail to his Palm Pilot Handheld Have tested OVP mail user (Test_Palm) after 
upgrade of mail server to higher version. In box now synchs with palm. We have determined a problem with internet e-mai] 
address fields on template for OVP address book. Marvin Miller is attempting to make changes so that the ‘lookup’ of mail 
addresses for OVP are updated properly on the Palm Pilot. Also need to have Moe Vela order an i/o card for Vice President 
Gore’s PC to support an additional serial port for the Palm cradle as well as order an additional cradle and Palm Modem for 
Phase H of this project. Vice President Albert Gore will be able to remotely access his e-mail.” See E 6620 


E 5784 


E 6616-27 


E-mail from DÐ. Cleal to A. Greenstone. “My staff provided the following info to me: White House Internet Email. Met with 
the users and the technical staff to review requirements and review the test results. The OA GC is still waiting for WH and OVP 
guidance with regard to proper records disposition for these systems. Met with OA General Counsel and Records Management 
to address the WHO and OVP records disposition memo - we have still not received it. This memo was due to OA/GC by 
January 25", 1999. Without this memo the next generation of the White House Internet E-mail will not be able to go into 
production as planned. This date has been pushed out twice now due to the failure of WH and OVP Gcs to provide the 
appropriate guidance (in writing). We have engineered a temporary solution that Adam is comfortable with, this should enable 
us to meet the March 15, 1999 installation schedule. Who do | need to address this with. If we can not get White House 
Counsel to respond I will need to escalate this to Mike Lyle and Mark. Please let me know the status. Thanks. Dottie.” 


E-mail from P. Cusack to OVP staff and blind carbon copied to Vice President Gore. Subject: Emails sent to the VP 3/30-4/2. 
“If you sent an email to the Vice President between 12am on Tuesday, March 30° through 2pm Friday, April 2, would you 
please resend it to him via emai) with a notation that you are forwarding one from this period. Please use discretion in 
discussion this network/Lotus Notes problem.” 


E 6614-15 
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444/99 


E-mail from J. Vasta to W. VanHorn, E. Bixler and R. Haas. Subject: VP E-mail Error on April 2, 1999. “I would like to get 
together with you early on Monday. Ihave to provide the government with more details on the problem we experienced on 
Friday. If there is anyone else that needs to attend, please let me know. | need 10 understand: - What caused the problem; - 
Why we couldn’t restore from a backup tape. The e$ share on OVP_I Lotus Notes server was not being backed up. The e$ 
share on OVP_1 contains OVP mail files. — Why we didn’t backup the e-mail of the OVP server Our mail servers are setup 
with three partitions; ... The old OVP_1 server's C: and D: drives were being backed up on our regularly scheduled backup. 
In January of this year we upgraded system (OS) and hardware of the OVP_I server. A “swing server” was used for this 
process. The team installed additional drive space, NT 4.0 and Y2K patches. The new server was pul into service on January 
16, 1999. In keeping with the standard conventions in place, the new server was configured with three partitions. The backup 
schedule was never adjusted to reflect the additional partition. Backups continued normally, without error because a C: and D: 
drive existed on the new server, and only a C: and D: were in the list of drives to be backed up on the OVP_1 server. On Friday, 
April 2, we received a trouble call stating that an OVP mail file needed to be restored. We then discovered the E: drive of the 
OVP_I server had not been added to the backups since the upgrade in January.” 


E 7270-71 


41799 


E-mail from J. Wright to self and cc: Christa Moyle. Subject: email memo from NG. “Provided to Dottie as a discussion 
document. Dottie I have read the E-mait memo from NG. Following is a summary what {sic] I know. Though I was not 
involved with the situation on Friday. I made aware {sic] of it on Monday. ... The memo certainly reveals that NG did not have 
a complete check-list process when building and configuring servers. Their check list process assumed that the server inherited 
from the VP office was configured in a similar manner as all the other servers being supported by NG and OA/IS&T, To say 
the least, a bad assumption when they did the upgrade.” 


E 6589 


4/8/99 


Weekly Activity Report, from D. Cleal to M. Lindsay (E 6407-09) “WPOTUS e-mail - On Friday, April 2™, IS&T was notified 
that the Vice President was experiencing problems with his PC. The problem occurred as a result of a file becoming truncated. 
This problem resulted [in} temporary problems with the Vice President’s computer and the permanent loss of several days of 
Email [sic]. The problem appears to be duc to a contractor error that was made during a recent server upgrade. The contractor 
is scheduled to submit a full report to IS&T which will provide a thorough analysis of the details surrounding this situation.” 


£ 6407-09 


4114/99 


Memorandum from R. Whiteman to D. Cleal; re: VP Notes Problem. Details the problem with the VP's laptop. “On Friday, 
April 2, at about 10:15 a.m. Ms. Sharon Mitchell reported to Mr. Bob Haas that the Vice President was having problems with 
his Lotus Notes mai]. Bob began investigation and discovered that the index file for the Vice President was truncated. . .. There 
is no way to repair truncated files in Lotus Notes. . . Extent of the Problem: . . . When the OVP server was migrated to NT 4.0 it 
was configured with the IS&T standard of three partitions. One each for the system, application and data files, Upon 
attempting to restore the Vice Presidents data it was discovered that the tape system reflected a previous OVP convention of two 
partitions; one for system files, the other for both application and data files. Due to this, no data files have been backed up to 
tape since the OVP server migration. Corrective Action: At 4:25 p.m. Bob Haas was notified that the index file was uploaded 
to the network and he began the process of replacing it into the Vice President’s account. This was accomplished at 4:48 p.m. 
At 5:00 p.m. the Vice President was able to open mail files successfully.” 


175 


4415/99 


4/16/99 


Memorandum from D. Cleal to M. Lindsay through M. Lyle; Re: Synopsis of Vice President's Computer Problem on April 2, 
1999. Status report on 4/2/99 OVP server problem and attaches Northrop Grumman statement of facts and proposal for 
corrective action. Also describes IS&T management issues requiring closer scrutiny. Proposes to submit final findings after 
completing internal review. 


E-mail from N. Doering to D. Cleal; cc: D. Barry; Re: Records Issues for GC. “Perhaps we could have a meeting [on] 
[g]uidance on OVP electronic records—is this OA’s responsibility? It seems that this question comes up occasionally.” 


4120199 


4/20/99 


Handwritten note from D. Cleal to C. Sparks, J. Wright, S. Mitchell and K. Heissner. “Please review the attached information 
and prepare responses to the questions that have been raised. IS&T needs to provide official feedback to the VP’s office next 
week. Christa will be coordinating a meeting by early next week Mon/Tuesday to discuss our formai response. Please be 
prepared.” 


E-mail from D. Cleal to M. Lindsay and M. Lyle; Re: OVP Computer Problem. “I just spoke with Paul Cusack from the VPs 
office and he indicated that the VP is interested in receiving a final response from 1S&T on what caused the truncation problem 
and what is being done to prevent recurrence of this situation. As you are aware I provided you with a preliminary memo with 
NGs response and included my management assessment on what IS&T needs to do. 1 will complete this process by getting my 
staffs response and confirmation that we have completed certain actions. Simultaneously I will have a memo prepared for 
the VPs office, It will be routed through OA OGC and you before submitting. Paul Cusack agreed that this time line was 
sufficient. Dottie” 


4/27/99 


E-mail from D. Cleal to M. Lindsay; ce: S. Parsons; Re: Associate Director Report ~ IS&T. “I am preparing a memorandum for 
the Office of the Vice President regarding IT problems that have occurred over the past several weeks, Ihave been told by Paul 
Cusack that the Vice President is interested in how IS&T is dealing with the recent problems and how we have resolved the 
issues, The report is expected Thursday, April 29, 1999." 


4/28/99 
10:16:08 


E-mail from K. Heissner to R. Whiteman; Re: OVP Mail Server; entitled, “HEADS UP!” “Currently ongoing work related to 
the resolution of unrecordsmanaged [sic] e-mail on all EOP mail servers has caused issues related to the OVP Mail Server to 
surface which need to be addressed. [ ] Spriggs expressed some concems ... related to the OVP Mail Server and its inability to 
perform records management processing as the server seems to be barely able to handle its current mail processing load.” “The 
responsibility for the OVP servers [sic] hardware and operating software falls into Chip Sparks’ area. Please coordinate a 
meeting with him.” 


PONOSEN —_____-_ 


E 6396 


E 5200 


E 6393 


E6377 


4/28/99 
2:17:31 


E-mail from R. Whiteman to K. Heissner; Re: OVP Mail Server Problem. In response to above e-mail, states that “Iam 
forwarding this to Mr. Ritter for action.” 


E 6382-83 
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4428/99 


E-mail from R. Whiteman to S. Bussey, A. Tarica, J. Stiver, M. Miller, R. Haas, and Y. Salim. Subject: LN Self Eval. “The 
Lotus Notes team provided direct support to the Office of the Vice President (OVP) during this evaluation period [10/98 to 
present]. The Lotus Notes team began addressing the issue of the non-EOP standard OVP mail template in November 1999. 
The team designed and tested a custom OVP mail template to resolve the problem of OVP users inheriting the standard EOP 
template when OVP accounts are created. The rollout the OVP template was subsequently delayed by the Government until 
OVP records management issues and template distribution issues are resolved.” 


E 7265-68 


4/29/99 


E-mail from K. Heissner to H. Sparks; Re: OVP Mail Server. Responds to Sparks’ opinion that supporting email system is 
within his sphere of responsibility. Also states, “The OVP server is in serious trouble and we need to clearly identify the 
problems and offer reasonable solutions to Dottie. Records management, an application, is one of our concems,” 


E6381 


4/29199 


E-mail from K. Heissner to D. Cleal; Re: OVP Mail Server Problems. “File Truncation Problem. The cause of this problem is 
insufficient server memory and is likely to persist until a new OVP mail server at a cost of $10,000-1 2,000 is placed into 
operation. The current server is at the maximum memory. It is also older and slower technology; it cannot be expected to last 
another year or two without causing serious performance problems. Needless to say, the planning for the implementation of a 
new server depends on the availability of adequate funding. Don’t know where that stands. Probably was not included in our 
capital budget. OVP Server Environment. The OVP Mail server operates in its own non-secure domain. To properly function 
in the EOP environment it needs to be integrated into the EOP infrastructure. One barrier to its integration is the fact that it does 
not meet EOP security requirements. It aliows dial-in access without adequate security protection (No SecurlD). The OVP has 
not participated in thc EOP infrastructure including such features as secure access and virus protection. Records Management. 
When the servers were turned over to IS&T no records management had been practiced by OVP. The current machine does not 
have sufficient computing power to add RM functionality now, even if that were possible. To activate records management now 
will require a major level of effort of system redesign, hardware upgrades, and OA mail system modifications.” 


E 6380 


4130199 


E-mail from K. Heissner to H. Sparks; Re: Replacement of the OVP Server. “[ ] [Hass] explained that [the server’s failure] was 
traced to low memory.” “[] VanHorn gave me a $10,000-12,000 estimate for a new machine with more memory, more disk 
space, and greater speed.” 


£6378 


4/30/99 


E-mail from D. Cleal to M. Lindsay; cc: S. Parsons, C. Ehrlich; Re: Associate Director Report - IS&T. “Feedback to Paul 
Cusack (OVP) on Vice President Gore’s Computer Problems: I spoke with Paul yesterday and indicated that in my review Iam 
finding a number of details that require additional time to evaluate, Accordingly, 1 would not be able to provide the necessary 
information to his office for approximately another week. This memorandum will not be forwarded until properly routed, 
reviewed and cleared with you and Virginia Apuzzo. I am finding out some very interesting issues that I am in the process of 
fixing.” 


E6392 


5/3/99 


E-mail from H. Sparks to D. Cleal attaching a draft of memo from Cleal to V. Apuzzo through M. Lindsay; Re: Office of Vice 
president Computer Problems, Draft of memo from Cleal for Apuzzo regarding computer problems at OVP. Includes bullet that 
states “Department of Justice was notified by the Office of Administration, General Counsel about the loss of the Vice 
President's E-mail files.” In Apuzzo’s interview with the Committee, she stated that she could not recall whether there was ever 
a records management problem with the Vice President's e-mail system. 


5/4/99 


5/4199 


E-mail from D. Cleal to M. Lindsay; Re: Associate Director Report ~ IS&T. “My memorandum to the OVP regarding the 
computer problems that occurred on April 2" and April 26" is almost complete and is expected to be finalized in the next day or 
two. It will be routed through OGC, you and Virginia before a copy is provided to the OVP.” 


E 6447-51 


E6391 


E-mail from H. Sparks to D. Cleal; Re: OVP Problems (Updated Section in Bluc). Proposed revision to Cleal memorandum to 
OVP on Office of Vice President Computer Problems, 


5/5199 


5/5/99 


5/1199 


E-mail from H. Sparks to D. Cleal; cc: T. Misich; Re: Comments. Comments on Cieal OVP memorandum. “[T]he translation 
is actually not a truthful statement ... My only concern with that is, If [sic] Vice President Gore seeks confirmation through 
outside sources, the statements might not wash out well ... Authentication did occur!” “My problem is, if Mr. Gore requests 
additional details ,,,, [sic} we’ll have to make things up to fit the statements made.” 


E 6447 


E 6454-55 


Memorandum from D. Cleal to V. Apuzzo through M. Lindsay; Re: Office of Vice president Computer Problems. Draft of 
memo from Cleal for Apuzzo regarding computer problems at OVP. Includes bullet that states “Department of Justice was 
notified by the Office of Administration, Genera] Counsel about the toss of the Vice President's E-mail files.” 


E-mail from C. Sigman to D. Cleal; cc: K. Heissner; H. Sparks, S. Powell, T. Misich and D, Baker, Subject: OVP Upgrade and 
Server. “Here’s what is happening with the OVP server: Sue is placing a credit card order for a $740 upgrade to the existing 
OVP server. Sue will arrange to have them delivered directly to the NEOB. This request came from Chip Sparks. Funding 
from the CIP account for server infrastructure, Karl has given me the information for a $18,284 replacement OVP server. He 
says that everyone concurs that this is correct configuration but that you were never able to hold the brief meeting you hoped to 
hold, Karl says that Dottie will give me the go-ahead to process the requisition to purchase it. Funding from the CIP account 
for server infrastructure. For the record, assuming these purchases, we’ ve now spent $189,263 of the $308,000 CIP allocation 
for server infrastructure.” 


5/7/99 


Memorandum from D. Cleat to V. Apuzzo through M. Lindsay; Re: Office of Vice president Computer Problems, Draft of 
memo from Cleal for Apuzzo regarding computer problems at OVP. Does not include bullet stating DOJ was notified by the 
OAGC. 


5/7/99 


E-mail from D. Cleal to M. Lindsay; cc: M. Lyle, S. Parsons and C. Ehrlich; Re: Associate Director Report ~ IS&T. 
“Memorandum to OVP on the Computer Problem: Has been delivered to you for your review and discussion with Virginia, I 
did call Moe Vela and E-mailed [sic] Paul Cusack on the status that this could not be provided to them today. I have not heard 
back from either one (Moe is out today).” 
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5/11/99 


E-mail from M. Ritter to A. Leister. Subject: OVP & other concems. “The OVP mail server (OYP1 is back to it’s original 
configuration of 96MB Ram. The server proved unstable with the new memory and we are back where we started. I will 
inform you if any changes are to be made. With respect to the notes tapes: In April of 1998 a problem with the ARMS/Notes 
interface was discovered and we began maintaining all the backup tapes from the mail servers: Prior to this, server backup tapes 
had been recycled for economic reasons, There had been NO CHANGE in this since April ‘98. We made a plan in which we 
run system agents which will identify anyone who is not being records managed. Upon completion of this task, we will 
determine a method to insure that the admin. input team use proper syntax when entering new data. After ALL incorrectly 
unmanaged users are put into the ‘managed state’ by the data entry folks, we will re-run the agents to insure it was done 
correctly and we haven’t missed anyone. At that time, (?DATE?) we know that the system is working properly, and we begin to 
recycle NEW tapes. We cannot recycle tapes from 4/98 to (?DATE?). This would destroy the only record of e-mail for many 
users in that time period. It is probably a violation of a court order.” 


E7287 


5/11/99 


E-mail from D. Cleal to M. Lindsay; ce: M. Lyle, $. Parsons, C. Ehrlich; Re: Associate Director Report — IS&T. Discusses 
OVP Server Memory Upgrade. Likely referring to Cleat memo to VPOTUS, also notes, “Yhe [sic] OVP memorandum 
regarding the Vice President’s computer problems has been cleared with Cheryl Mills’ office. It now needs to go to the OVP 
General Counsel. Mike Lyle is successfully working this issue.” 


182 


5/13/99 


Memorandum from D. Cleal to V. Apuzzo through M. Lindsay; Re: Office of Vice President Computer Problems. Appears to 
be the final memo from Cleal to Apuzzo regarding computer problems at OVP. Does not include bullet stating DOJ was 
notified by the OAGC. 


E 5201-03 


5/13/99 


Memorandum from D. Clea! to V. Apuzzo through M. Lindsay; Re: Office of Vice President Computer Problems. Includes 
Signature of Mark Lindsay and a check by Apuzzo’s name. Appears to be the final memo from Cleal to Apuzzo regarding 
computer problems at OVP. Does not include bullet stating DOJ was notified by the OAGC. 


204 


6/7/99 


E-mail from K. Heissner to R. Hughes; cc: H. Sparks and M. Ritter; Re: New OVP Server. “Chip: Now that the machine is in, 
would you pick up on the installation? I had filled in to coordinate this work some time ago when quick response was needed 
and the OVP mail server and the Mail2 records management problem needed to be dealt with, but I don’t want to intrude into 
your area and would appreciate your taking it from here. Eric Ritter is keenly aware of the absolute necessity to give this work 
priority and to have the new server in production before the end of June, as promised. T'il be glad to give whatever assistance 
may be necessary.” 


E 5788-89 


8/11/99 


E-mail from R. Hughes to A. Greenstone; Subject: Records Management. “We do not have a reliable back up of all VP bulk 
mail. We just auto forwarded to the Senate.” 


E6859 


9/17/99 


E-mail from A. Feraren to R. Sullivan; Subject: Old SGI Vetting Server in OVP Mail Room. “All vetted name and event files 
formerly stored in the old SGI vetting server (vpsgi.eop-gov) located in the OVP mail room have been migrated to the current 
OVP vetting server, ovpvet.cop.gov. Backup tapes have been made of the old vetting server for archives. It is safe to delete alt 
files residing in the old vetting server (vpsgi.cop.gov) located in the OVP mail room.” 


E 6829-30 


1/19/00 


E-mail from D. Barry to C. Anderson and A. Greenstone. Subject: OVP and records management. “IS&T is in the process of 
clustering the OVP mail server and 1 am wondering if there has been a change in OA's stance regarding OVP records 
management. We (IS&T) are still operating under the guidance that was developed back in the Mike Gill era which is that OVP 
is doing their own E-mail records management and that we are not to be involved. This means that we should not care that 
some OVP users have the RM E-mail template and some do not. Also the RM scan process does not run on the OVP mail 
server. I would like your take on this.” 


E 6866 


3/6/00 


3/8/00 


E-mail from A. Feraren to M. Miller; ce; J. Spriggs and T. Barry. “Last week John Spriggs brought to my attention that he was 
observing email from OVP Lotus Notes users with Bec’s to the EOP ARMS system. John explained to me that OA/IS&T has 
an agreement with the OVP that they (OVP) would be responsible for their own automated records management. Should this be 
the case, then the problem of OVP Lotus Notes users hitting the EOP ARMS system may have implications of accountability. 
Since there are multiple stake holders in this situation, I’! need your assistance in getting some information to present in our 
morning meetings.” The e-mail goes on to ask for the details of when, how, and how many OVP users were Bec’d to ARMS. 
Feraren says this information will be used to ask IS&T how to proceed in fixing the problem. At the end, Feraren signs his 
name “Bing.” 


E 5849 


E-mail from M. Miller to A. Feraren. “The Lotus Notes and Mail Integration teams have raised concerns about OVP Records 
management. Currently some OVP records are sent to EOP ARMS system but some are not. Should we stop collecting records 
for OVP or start collecting all records from OVP.” 


E 6789-90 


3/9/00 


E-mail from A. Feraren to T. Misich, Subject: OVP Mail Server/ARMS Situation. “Terry, Here’s the essence of the OVP mail 
server and ARMS situation. A number of OVP user-originated electronic mail is being sent to the EOP automated records 
management system (ARMS). This situation occurs because the current OVP mail accounts creation pracess, now being 
handled by EOP/IS&T, creates the mail account using the EOP mail template as opposed to the original OVP mail template. As 
a result, OVP users who have inherited EOP’s Notes mail design template have encoded in their mail a blind copy (Bec) to the 
EOP ARMS system. It is not clear who is supposed to perform the automated records management of the OVP mail server 
electronic mail records. Additionally, because of this OA/OVP ARMS issue, the process that scans EOP mail servers for 
inbound email from the Internet (ARMSCAN) is not installed nor operating on the OVP_1 mail server. A result of this issue 
[sic] gaps exist in the backing up of data files on the OVP mail server.” 


E 6349 


3/10/00 


E-mail from A. Feraren to T. Misich. Subject: OVP Mail Server/ARMS Situation, “FYI: From what I’ve been told OA/IS&T 
never agreed to ARMS manage OVP's email.” 


E 6831-32 


6/7/00 


Letter from Steven Reich at White House Counsel’s Office to James C. Wilson at Committee or Government Reform stating 
that “[YJour May 16, 2000 letter regarding non-records managed e-mail has led us to discover that a technical error apparently 
prevented e-mail on the OVP server from being backed-up from the end of March 1998 through early April 1999.” 
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9/22/00 


White House-produces first batch of reconstructed e-mails responsive to the Cominittee’s previous subpoenas. Documents 
include e-mails concerning the Vice President’s fundraising activities. Also included is an e-mail reminding the Vice President 
that e-mail is backed up on the White House computers and stating “the only way not to have your e-mails backed up on 
government computers would be to get a Clinton/Gore computer in your office and set it up for private e-mails.” 


193 - 198 


Undated 


Author unknown, “Issues - History: OVP’s Lotus Notes environment is a legacy system. OA/IS&T inherited the management 
of their QVP_I server after they had lost there {sic] previous administrative staff. The Office of the Vice President was either 
considered immune or understood themselves to be immune from records management in the same sense that EOP performs. 
Their approach to an record keeping consisted of tape backups of their mail data that got stored in a vault. . . . External Mail: 
Mail received into Lotus Notes from the outside world is not being records managed at all. This is because the process that 
handles this portion of Records Management in EOP is not running on the OVP_I server.” 


E7320 


Undated 


Author unknown, EOP Project Profile. Title: OVP Mail Template. Benefit: Enable the maintenance of OVP mail files. 
“1/28/99 The Notes Team is awaiting OVP policy regarding records management before deployment. - John G. Stiver. 11/9/98 
OVP Template created and ready for activation. - Alan R. Tarica.” 


E7319 


Undated 


Author unknown. Handwritten notes, with “1. Aspen Lodge” at top of page. “OVP Server wasn’t records managed{.] Storm 
upgrade for Y2K[.} back ups of server Additionally out of this we discovered not records management. Issuef.] How[?] 
Turnover not Received server[.} Insufficient {illegible]. Integrated into the EOP server environment, Not integrated properly 
back up files. Ergo lost files.” 


E6520 


Undated 


Author unknown. “Vice Presidents Email”, Word formatted. “A change was made to the ARMS processing code to recognize 
OVP email addresses so the mail records could be stored in a VPO fife and not in a UNKNOWN file, affecting the Notes 
interface to ARMS. The arms-scan interface process was never implemented on the OVP server because it was clearly 
understood that OVP was doing their own records management and ARMS was not being used to manage OVP records.” It 
unclear when this change was made, Any searches for OVP e-mail before that date would not have found records marked as 
“unknown.” 


E6376 


Undated 


Author unknown. “cc:Mait MTA Administrators Guide”; handwritten note, “Received From John Spriggs” Fact summary of 
“OVP ARMS probiem and its scope in the least technical terms possible” and timeline of “events relating to the OVP Lotus 
Notes server administration, backups, and records management records.” “Michael Gill was the original Lotus Notes 
administrator who decided to manage OVP electronic mail records using backup tapes. The OVP_I/OVP server was backed up 
nightly/weekly using an XYZ Tape Backup System unti! March 28, 1998 when [OA-EOP} moved the OVP servers into Room 
07 of the [OEOB},” “[OVP] was either considered immune or understood themselves to be immune from [automated] records 
management [as performed by] EOP.” “The responsibility of the tape backup process may have been assigned to J. Flynn 
during the tenure of [Mike] Whessler’s administration of the OVP_I/OVP server.” Describes, inter alia, “?Van Hom?: OA 
Stared Backup Exec of C: and D: Drives on OVP _I (not E:)” as occurring on 3/30/98; “OVP F: Partition Identified as not 
being Backed Up” as occurring on 4/2/99; “Feraren: Raises OVP Arms Problem at IS&T Branch Chiefs Meeting” as occurring 
on 3/6/00; “Misich: Requests summary of OVP Problem for OA Lawyers” as occurring on 3/6/00; and “Feraren: Emailed 
summary of OVP problem to Misich” as occurring on 3/9/00. 
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ADDITIONAL VIEWS 
APPENDIX III 


OFFICE OF THE VICE PRESIDENT DOCUMENTS 
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Dorothy €. Cleal 
04/20/99 12:24:50 PM 


Record Type: Record 
To: Mark F. Lindsay/OA/EOP@EOP, Michael J. Lyle, 


eg: 
Subject: OVP Computer Problem 


I just spoke with Paul Cusack from the VPs office and he Indicated that the VP is interested in receiving a final 
response from IS&T on what caused the truncation problem and what is being done to prevent recurrence of 
thls situatlon. As you are aware | provided you with a preliminary memo with NGs response and included my -~ 
management assessment on what IS&T needs to do. | will complete this process by getting my staffs , 
response and confirmation that we have completed certain actions. Within the next week I will finalize this 
Information and draft you a final input on what has been done. Simultaneously I will have a memo prepared 
for the VPs office. It will be routed through OA OGC and you before submitting. Paul Cusack agreed thar 
this dme fine was sufficient. Dottie 
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EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTRATION 
WASHINGTON, D.C. 28503 


May 13, 1999 


“MEMORANDUM FOR VIRGINIA M. APUZZO - 
ASSISTANT TO THE PRESIDENT FOR 
MANAGEMENT AND ADMINISTRATION 


THROUGH: -MARK PF. LINDSAY 
DIRECTOR 
OFFICE OF ADMINISTRATION 
FROM: DOROTHY E. CLEAL $ ato. Unk. 
ASSOCIATE DIRECTOR stn Cees 
INFORMATION SYSTEMS AND TECHNOLOGY 
SUBJECT: Office of the Vice President Computer Problems 
INTROPUCTION 


Over the past several weeks, the Office of the Vice President (OVP), has experienced various 
computer problems including difficulties with the Lotus Notes application and the network. I 
initiated an IS&T review to: 1) determine the cause{s) of the Vice President's Lotus Notes 
problem which resulted in the irretrievable loss of three days of E-mail (03/31/99 to 04/02/99); 2) 
determine the cause(s) of certain network related problems; 3) identify any known or potential 
computer system vulnerabilities that might affect the Vice President’s office in the near term; and 
4) identify appropriate corrective measures. 


DISCUSSION 


1, Lotus Notes Problem - April 2, 1999. 


What happened: On April 2, 1999 the Vice President was unable to send of receive E-mail for 
approximately seven hours. In the process of correcting the problem, the technical support staff 
discovered that three days of the Vice President’s E-mail was irretrievably lost. 


Why this happened: The OVP Mail and Applications Server had insufficient memory, disk 
space, and power. In fact, the Server is near the end of its useful life cycle as a primary server. 
Consequently, the server became overloaded and its operation system automatically cleared its 
memory to prevent total lockup. All documents which had not been saved to a disk -- in this 
case three days of E-mail — were irretrievably lost in the process. 
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Normally, E-mail that is lost may be retrieved from backup tapes. However, when Northrop 
Grumman migrated the OVP server to NT4.0, it was configured using the standard IS&T 
configuration rather than the OVP’s configuration. In addition, the backup schedule was not 
properly adjusted to the EOP backup standards. Consequently, no data files had been backed up 
to the tape since the OVP server migration. Virtually all of the Vice President's E-mail was 
ultimately recovered except for the three days of E-mail previously referenced. 


Actions Taken: 


+ Initiated an immediate and comprehensive analysis to determine all relevant and 
contributing factors to this problem. 


. Determined that the OVP server must be replaced. The cost estimate to accomplish 
this is approximately $18,000 and funding has been identified under the FY99 server 
upgrade plan. The new server is expected to be installed by June 1999. 


. Scheduled a memory upgrade for the current OVP server as an interim measure 
' pending the purchase and implementation of a new, more modern and powerful server 
in the June time frame. 


. Corrected and tested the OVP server backup schedule to ensure proper operation and 
backup to all server partitions. 


. Reconfigured the OVP server to EOP configuration standards. 


. Initiated a thorough intemal review of specific IS&T management procedures 
including a clarification of the responsibilities of government personnel assigned to 
maintain/operste OVP systems and equipment. 


+ Initiated a thorough extemal review of specific Northrop Grumman management 
procedures including requiring clarification of the responsibilities of contractor 
personnel assigned to maintain/operate OVP systems and equipment. 


. Directed Northrop Grumman to conduct a thorough review of assigned personnel to 
determine whether they possess the necessary technical skills. IS&T is conducting a 
similar review of its personnel. 


2. Network related problems - Apri! 26, 1999: 
What happened: The computer file that controls and assigns user privileges on the OVP 
network was corrupted. As a result, user access to the network was restricted. This problem 


resulted in disrupted service to OVP for about seven hours while the problem was being 
identified and analyzed. 
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Why this happened: The exact cause of this problem is unknown. The age and power of the 
OVP server may bave been a contributing factor. Furthermore, the sheer volume of traffic on the 
subnet network (subnet 109) to which the OVP server is connected, may have contributed to this 
problem. 


Actions Taken: 


«  Tasked Northrop Grumman to reconfigure the current OVP client network 
configurations to relieve the overburdened system. 


. Scheduled the removal of the subnet 109 server to coincide with the NT4.0 
conversion project for users of subnet 109. Ultimately, this action will minimize the 
burden on the system by rerouting traffic to a more powerful system. 


~  Tasked Northrop Grumman to design, schedule and implement the installation of two 
Ethemet switches for subnet 109 (specifically alleviating impact on OVP customers). 


A complete assessment of the OVP’s the computer/system is ongoing. Once completed, a full 
determination will be made on what further action may be necessary. 
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RECORD TYPE: FEDERAL (RECONSTRUCTED EMAIL) 
CREATOR: Mary B. Blackwood { BLACKWOOD_™ ) (049 
CREATION DATE/TIME: 11-APR-1994 12;48:00.00 


SUBJECT: Event -> 13-Apr-1994 03:30pm BLACKWOOD_M 


10: Gwendolyn N, Weaver ( WEAVER_G ) <i 

READ: UNKNOWN 

T0: Michael A, Gill í GILL) gi 

READ: UNKNOWN 

TO: Marvin Krislov ( KRISLOV_M ) ql. 

READ: UNKNOWN 

10: Terry W. Good ¢ Goop_T >) ii 

READ: UNKNOWN 

TO: Kumiki S. Gibson ( KUMIKI S. CBSO naaa 


READ: UNKNOWN 


T0: James B. Wright (C WRIGHT_J ) gaii 
READ: UNKNOWN 


TO: Nellie W. Doering € DOERING_N ) gaiii 
READ: UNKNOWN 


TEXT: 
You are invited to the following meeting: 
Scheduled by : BLACKWOOD_M 


Purpose : discuss records management implementation 
On : 13-Apr-1994 

From : 03:30pm To : 04:30pm 

At : 4208 


Sa SRS eS THe purpose of this meeting is to discuss the steps 
necessary to bring WH and OVP online to the automated records 
management system in accordance with recent court documents. 

We would like to tentatively establish May 2 as the implementation 
date for WH and OVP, but we need to have agreement on several 
matters before we can proceed. 
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RECORD TYPE: FEDERAL (RECONSTRUCTED EMAIL) 


CREATOR: Michael A. Gill ( MICHAEL A. C1 MMMM cocraut 


CREATION DATE/TIME: 08-NOV-1993 15:55:00.00 


SUBJECT: Re: F.Y.I. 


TO: WEAVER_G Ca | 


READ; UNKNOWN 


TEXT: 
Message Creation Date was at 8-NOV-1993 15:50:00 


Thanks, I'm glad you called. While thinking about my particular 
problem with Internet, I have decided to pursue buying my own domain. 
This domain would reside in here in the OVP and be called 
@dova.whitehouse.gov. It would have to be approved to be a subdomain 
of whitehouse.gov. This will solve the backup and separation of 
records problems with being Qwhitehouse.gov or eop. 


To avoid archival confusion we may want to change the name of our 
mailbox back to OVP from EOP_OVP. The Presidential Records Act 
specifies that our records and Presidential records are to be kept 
separate. I'm sure that Jerry and his Kids did not have this in mind 
when they asked me to change it, 


Do we have a meeting today? I hope you had a nice weekend. 


93 
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RECORD TYPE: FEDERAL (RECONSTRUCTED EMAIL) 


CREATOR: Michael A. Gill € MICHAEL A. C1 O (DEFAULT) 


CREATION DATE/TIME: 12-JUL-1993 22:05:00.008 


SUBJECT: I hate typing your whole address everytime 


TQ: weaver_g « WEAVER CQ oA > 


READ: UNKNOWN 


TEXT: 
Message Creation Date was at 12-JUL-1993 17:41:00 


Your still not in the directory. 


anyway, Hugo Beck from Lotus gave me a call with some really good 
info about ¢cc-mail. He asked me about Armstrong and I pleaded the 
5th but I thought you (or your staff} should talk te him about 
cc-mail security features they did for the NSC, hidden security 
features in cc-mail, and other stuff like how to automatically 
choose to send it to records management, etc. 


I ask him to give you a call, hope you don't mind the "favor" 


one more thing, As a concerned parent I think we should check on 
Katie McGinty's shop. I think the Office of Environmental Policy 
has been orphaned. I will be happy to add them to our LAN if you 
can get them the memory upgrades - that is if they are not going 
on Oasis anytime soon. Thanks for everything. I know I have 
dumped a lot of stuff in your lap. Let me know if it gets to be 
too much. Regards. -M. 
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RECORD TYPE: FEDERAL (RECONSTRUCTED EMAIL) 


CREATOR: Michael A. Gill ( MICHAEL A. G1) <Q E F auit> 


CREATION DATE/TIME: 21-JUN-1993 20:50:00.800 


SUBJECT: Netes and All-in-one accounts 


TO: WEAVER_G £ WEAVER GAGNE COA) 


READ: UNKNOWN 


TEXT: 
Message Creation Date was at 21-JUN-1993 20:27:00 


Hi, 


I haven't talked to you in a couple of days, are you hanging in 
there? Your name is not in my directory so I have ta dig up old 
messages that I have from you. 


a couple of things for our next conversation but first... 
Where are you? can I come see your palacial office? 
Okay here is the list: 


1) Lotus Notes secret project for the O£0B - I don't know if you 
have talked to Paul Tisdale yet but I need to give my users some 
relief. John Podesta seemed to clear up any Armstrong case doubts 
about what we are doing so I feel good about it. Can we talk 
timing? 


2) If the notes thing can't be something we can do I am going to 
ask Carlsen for All-in-one accounts for the folks here. At one 
time the quoted me a $140.00 per head cost and then they talked 
about giving it to the OVP for free just to have us on board. 


What do you think, I know that you have a ton of stuff in the mix 
but if we can pull this together Paul and I can do the heavy 
lifting, We can show everyone that working together we can put a 
big thick chalk mark in the win column!!! 


FYI this is the longest day of the year and it had to be on a 
MONDAY! see ya, Regards. -M. 
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RECORD TYPE: FEDERAL (RECONSTRUCTED EMAIL) 

CREATOR: Jonathan P. Gill € GILL_JOAIACD ) (WHO) 
CREATION DATE/TIME:15-JUN-1993 18:04:00.00 

SUBJECT: RE: Armstrong case 


TO: John Podesta € PODESTA_JaA1aCD ) (WHO) 
READ: UNKNOWN 


CC: Jonathan P. Gill € GILL_JOAIACB ) (WHO) 
READ: UNKNOWN 


CC: John Podesta ( PODESTA_JƏALƏCD ) (WHO) 
READ: UNKNOWN 


CC: Jonathan P. Gill € GILL_JƏA1lƏCD > (WHO) 
READ: UNKNOWN 


CC: John Podesta f { PODESTA_J AT Al AT CD ) (DEFAULT) 
READ: UNKNOWN 


CC: Michael A. Gill ( MICHAEL A. GILLQEOP_OVPOCCGATESEOPMRX ) (DEFAULT) 
READ: UNKNOWN 


cc: ELLER_J ( ELLER_JdA1aCD } (WHO) 
READ: UNKNOWN 


CC: PODESTA_J ( PODESTA_JaA1aCD ) (WHO) 
READ: UNKNOWN 


CC: GILL_J € GILL_JƏAlƏCD ) (WHO? 
READ: UNKNOWN 


CC: weaver _g € WEAVER_Gdaladcd ) (0A) 
READ: UNKNOWN 


CC: MILLS_C € MILLS_CO@A1SCD ) (WHO) 
READ: UNKNOWN 


CC: Todd J. Campbell (€ TODD J. CAMPBELL@EOP_OVPOCCGATEMEOPMRX ) (DEFAULT) 
READ: UNKNOWN 


TEXT: 

John, 

Jeez, you really got my attention. Eller asked what in hell I'd 
sent you. 

My intent was not to flame, nor accuse anyone of anything. 

My intent was to support the notion of not allowing a judge who 
might not be technologically sophisticated to impose rulings on us 
that would have adverse impact on our drive towards electronic 
communications. I was trying to express my concern that we not € 5306 
let a judical ruling inadvertently set policy that might not be 
good policy. 

That's all. 

Other than my optical storage suggestions, please let me know how 
else I may contribute. 


1663 


Jock 
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RECORD TYPE: FED RAL (RECONSTRUCTED EMAIL) 


CREATOR: Michael A. Gill ( MICHAEL A. CT- aa EFT 


CREATION DATE/TIME: 15-JUN-1993 18:47:00.00 
SUBJECT: Rel4]: Armstrong case 


TO: PODESTA_J € PODESTA Jag cwHo> 
READ: UNKNOWN 


TEXT: 
Message Creation Date was at 15~JUN-1993 18:10:00 


Great thanks for the clarification, 


I originally sent you and the others an e-mail expressing my 
concerns. Those concerns arose from trying to understand why we 
were having trouble getting Internet and our difficulty in 
establishing outside gateways. Aside from the obvious security 
concerns the Armstrong case was given as "the" reason. The general 
response has been "we can't do anything until we have results from 
the Armstrong case." 


As a result I started reading the newstories about Armstrong and 
Judge Richey and asking questions. I+ was my understanding that 
the judge wanted to be able to sort through our records like he 
sorts through his WordPerfect documents. If you included all 
e-mail, as many seem want to de, it smells suspiciously like Big 
Brother and that was what raised my concerns. 


I agree that we should not "fan the flames" and that we should 
work toward a user friendly solution. I recommend that, as with 
paper, if someone is creating a record they need to send a copy of 
that record to the records manager. Like a paper copy, putting 
someone on a distribution list for receipt. The closer we can 
mimick the paper system the better. -M. 


Our hard drives were seized by DiGenova in the passport office 
independent counsel case, not Armstrong. Phone calls aren't 
records unless recorded or notes are taken. I agree that we should 
deal with e-mail the same way we do faxes or other communications. 
That's what our record guidance does. 


o 
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AAC Associates Time Tracking Systciii 


Time Entry l l 


Charge Code: ‘7002-022 VP GORE 


Call Number: OVP-94008 

Employee: Blaine Lee 

Task Date: 01/27/94 

Hours: 1.0 

Authorized By: Steve Fletcher 

Task Details 

End-User: Michael Gill 

Description: Backup Scripts for Server. 

Comments: Talked with Bill gray about how to bakup the OVP server user a script that will 


alow them to save information to tape and not lose even one day. 
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- AAC Associates Time Tracking Sj acca 


Time Entry 


Charge Code: 7002-024 VP GORE-BLANKET AGREEMENT 
Call Number: OVP-94010 

Employee: Bill Gray 

Task Date: 03/18/94 

Hours: 2.5 


Authorized By: Michael Gill 


Task Details 

End-User: 03 

Description: arcserver config 

Comments: Created backup scripts for the office of the vice president. Also, demonstrated 


how to do a restore from tape 
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<> 


From: BLACKWOOD qe 


Date: 4/11/94 11:34 AM 
Priority: Normal 
TO: MICHAEL A. GILL 
TO: Todd J. te — 4 

ibject: Meeting to discuss records management actions 

ec a aa aed Message Contents -------- nn nnn rrr nnn 


Gwenn would like to schedule a meeting to discuss the possibility 
of bringing up the recordkeeping system for WH/OVP in the near 
future (possibly May 2). The purpose of this meeting is to 
discuss when and how this could be done to satisfy our legal 
commitments. 


We'd propose to schedule this meeting at 3:30pm in Gwenn's office 
on Wednesday, April 13. Please respond regarding your 
availability at this time...or provide times you can make it if 
this proposal is not convenient. 


Thanks. 


Beth Blackwood 


\ 
Komaki -= EPEE IE O Thawte | 
i g. 5. 
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Moe Vela 
i 10/14/98 01:16:15 PM 


Record Type: Record 


To: All Staff 
ce: 
Subject: 


I was just informed that it is necessary for each of us to delete any unnecessary e-mails that we have 
saved in our Lotus Notes accounts. The server is near capacity and to avert a problem we must comply 


with this deletion request. PLEASE only delete opened e-mail messages. Thanks for your cooperation 
and have a great day! 
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MEMORANDUM FOR THE VICE PRESIDENT to ANT Wa wyp he 
FROM: KUMIKI GIBSON 


SURJECT: E-MATL 


| 


5j4 
At the recent Regulatory Review meeting, you expressed some Y 
concern about the e-mail policies that are being instituted 

across the Federal government. This memorandum is to provide you 

with the status of these efforts. 


I. WHITE HOUSE POLICY 


On May 5, 1993, the White House Counsel's Office issued the 
following policy on e-mail to govern the record-keeping of the 
Executive Office of the President: “Records generated 
electronically musz be incorporated into an official 
record-keeping system. Thus, no word processing or e-mail 
document that is a Presidential record [subject to the 
Presidential Records Act, which protects such records during the 
President's term] should be deleted unless it has been 
(a) printed and placed in an appropriate file, or (b) preserved 
in an appropriate electronic system." (The White House Counsel's 
memorandum on this issue is attached.) The White House Counsel’s 
office is currently drafting guidelines to implement this policy. 


As you know, the Office of the Vice President also generates 
records that are subject to the Presidential Records Act. (Not 
all records generated in our office, however, are covered by the 
Act: personal communications and materials related solely to 
your re-election or election, for example, are excluded from the 
Act.) While our office has not explicitly adopted the White 
House policy, Todd and I suggest that we do so and help shape the 


(, implementing guidelines. We reach this conclusion for the 


following reasons. 
ee ite 
i? We believe that we should explicitly adopt the White House 
olicy because it is reasonable and to depart from may draw 
(public) criticism. While no court has held that e-mail is a 
"documentary material” for purposes of the Presidential Records 
Act, an appellate court has found that an e-mail message is a 
“documentary material" within the ambit of the Federal Records 
Act, the law that requires the public disclosure of certain 
records generated by federal agencies. The White House Counsel's 
Office believes that a court would similarly conclude that 
certain e-mail generated by the President's Office and the Vice 
President's Office would be “documentary material" under the 
Presidential Records Act and should be treated as such. We agree 


with this analysis and conclusion. 


= TE en ght we were already vnela The pelrey 
— Cera Yo duae WS shite 
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Without question, if we decide to follow the White House 
policy, we should certainly help shape the guidelines 
implementing the policy. We understand from the Office of 
Administration that we have two options with respect to how to 
preserve our e-mail. One option would require that all e-mail be 
treated as Presidential records, The other option would allow 
the creator to determine whether his or her e-mail is in fact a 
Presidential record by allowing the creator to delete messages 
that s/he considers not to be a Presidential record. 


While no decisions have been made, the White House Counsel's 
Office is leaning toward treating all e-mail as Presidential 
documentary materials. We believe, however, that our policy 
regarding e-mail should mirror our policy regarding paper 
"documentary materials" -- that is, that the creator determines 
for him/herself whether his/her e-mail is in fact a Presidential 
record. 


II. FEDERAL AGENCIES 


As Trudy Peterson made clear at the recent Regulatory Review 
meeting, the National Archives has drafted regulations that will 
govern the retention, management, end disposal of records 
generated by federal agencies. Those regulations are currently 
under review at OIRA. Sally Katzen and I will work with Archives 
to attempt to ensure that these regulations ensure that these 
regulations do not deter electronic communications. 


Please let me know if you have any questions with respect to 
this matter or any problems with our recommended approach. 
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Tape]. NY VececakS 


July 20, 1993 
MEMORANDUM FOR TODD CAMPBELL 
FROM: KUMIKI GIB9ON AND NEAL KATYAL WE 
SUBJECT: OVP DOCUMENT RETENTION PROCEDURES 


This memorandum addresses the procedures that the Office of 
the Vice President ("OVP") must follow under the Presidential 
Records Act, 42 U.S.C. § 2201-07 ("PRA"). We conclude that OVP 
must retain all documents and correspondence that have been 
prepared for the use of the President, the Vice President, or 
members of their staffs. 


Discussion 


The PRA governs the document retention policy of 
“presidential records."' 42 U.S.C. § 2201. Its provisions 
explicitly apply to the Vice President. 42 U.S.C. § 2207. 
Presidential records have three characteristics. First, the 
material must resemble or be in the form of “books, 
correspondence, memorandums, documents, papers, pamphlets, works 
of art, models, pictures, photographs, plates, maps, films, and 
motion pictures. . ." 42 U.S.C. § 2201(1). Second, the record 
must be created or received by the Vice President, his immediate 
staff, or a unit or individual whose function is to advise the 
Vice President. 42 U.S.C. § 2201(2). Third, the record must 
relate to or have an effect upon the fulfilling of the Vice 
President's constitutional, statutory, or other 
official/ceremonial duties. Id. 


Four types of documents are exempt from the PRA: official 
agency records, extra copies of documents, publications and 
stationery, and personal records. There is no legislative 
history or litigation regarding "official records." 


2? The Federal Records Act ("FRA") governs document retention 
requirements for executive agencies. It does not, however, apply 
to the OVP: "The President, the Office of Vice President, and the 
components of the EOP whose sole responsibility is to advise the 
President are subject to the PRA and create presidential records. 
The components of the EOP that have statutory responsibility 
{such as the Office of Management and Budget and Council on 
Environmental Quality) are subject to the FRA and create 'federal 
records.'" Armstrong v. Bush, 924 F.2d 282, 286 n.2 (D.C. Cir. 
1991). 
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Personal records, under the PRA, refer to materials or 
portions of materials “of a purely private or nonpublic character 
which do not relate to or have an effect upon the carrying out of 
the constitutional, statutory, or other official or ceremonial 
duties of the President." 42 U.S.C. § 2201(3). This means that 
private documents (such as diaries) are not presidential records. 
"Materials relating to private political associations" and 
campaign documents are also considered personal records. 42 
U.S.C.. § 2201(3). On the other hand, materials that have both an 
official and a personal purpose (such as telephone logs) are 
considered presidential records. 


Under the PRA, the Vice President has an affirmative duty to 
ensure that “activities, deliberations, decisions, and policies 
that reflect the performance of his constitutional, statutory, or 
other official or ceremonial duties are adequately documented . . 

." 42 U.S.C. § 2203{a). During his term, the Vice President 
may dispose of presidential records that no longer have 
administrative, historical, informational, or evidentiary value 
if the Vice President obtains the views of the Archivist in 
writing before disposal. The Archivist has the option of 
notifying Congress if either (1) the particular records are of 
interest to Congress or (2) such consultation is in the public 
interest. 42 U.S.C, § 2203(d). While the Archivist has the 
authority to notify Congress, neither the Archivist nor the 
Congress has the power to override or veto the Vice President's 
decision to dispose of certain records. The PRA simply requires 
that notice be given to the Archivist; it does not require the 
Archivist's consent. 


OVP is therefore required to adhere to the following 
document-retention procedures:? 


1) OVP must retain all documents, briefings, and other 
correspondence relating to official business. OVP need not 
preserve personal documents (such as private e-mail notes), 
official agency records, extra copies of documents, and 
stocks of publications and stationery. Preliminary drafts 
may be considered presidential records if they reflect 
policy development or significant decisions relating to the 
fulfillment of the Vice President's duties. 


? These procedures are consistent with the requirements 
outlined by the White House Counsel's office. See Memorandum 
from John D. Podesta and Stephen R. Neuwirth to All EOP Staff 
(Presidential Records) (attached hereto). 


2 
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2) OVP must create and implement back-up systems to preserve 
such material. OVP may want to consider creating an e-mail 
and document system where boxes could be checked for 
personal correspondence. OVP may have a strong policy 
reason for maintaining paper copies instead of computer 
records since facts within computer records are much easier 
to access by keyword searches. 


3) OVP must consult with the Archivist and the White House 
Records Management Office to devise a system for document 


retention. An established, on-going relationship with the 
Archivist could be of mutual benefit. 


Please let us know if you need any additional information or 
research on this issue. 
cc: Michael Gill 


Attachments 
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OFFICE QF THE VICE PRESIDENT 


WASHINGTON 


May 17, 1994 


MEMORANDUM FOR MARVIN KRISLOV 
FROM: KUMIKI GIBSON ¢ j 
SUBJECT: E-MAIL: SUGGESTED MONITORING PROCEDURES 


Outlined below are suggested procedures to monitor the 
accuracy of the designations of record and non-record messages: 


SUGGESTED MONITORING PROCEDURES 


In order to ensure generally that designations of record and 
non-record messages by the system users are consistent with our 
policies and procedures and to identify areas of additional 
training and guidance, each agency should adhere to the following 
monitoring procedures: 


A. Each agency should designate one individual 
to serve as the Designated Agency Monitor; 


B. Each Designated Agency Monitor should attend 
the Office of Administration's briefing on 
the policies and procedures pertaining to the 
identification, retention, and disposal of 
record and non-record e-mail communications 
and the process by which the Designated 
Agency Monitor accesses the Records 
Management Document Monitoring System; 


È: Each Designated Agency Monitor should review 
periodically a statistically valid sample of 
messages, as defined by {OMB?}; and 


D. From this review, each Designated Agency 
Monitor should identify, where necessary and 
appropriate, areas of additional training and 
guidance. 


Please contact me at your earliest convenience to discuss 
these suggested procedures. 
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MEMORANDUM 
TO: Michael Gill 
FROM: Todd Campbell ~Y SC 
DATE: March 9, 1994 
RE: Computer Records 


Please write me a detailed memo on what OVP is doing to archive computer 
records, both documents and Electronic Mail. | need this memo as soon as possible. 


€ 5651 


1676 


ECORD TYPE: FEDERAL (NOTES MAIL) 


CREATOR:Robert W. Haas ( CN=Robert W. Haas MD 


CREATION DATE/TIME: 19-OCT-1998 13:25:57.00 


SUBJECT:: Re: OVP1 mail server is Operational 


TO: Joseph A. Vasta ( CN=Joseph A. Vanta Arai ) 
READ : UNKNOWN 


TEXT: 


Please send me a copy of the procedures and I will try to follow them; 
because I don't know what you are talking about a template! 
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: Kumiki S. Gibson 
= 02/25/97 11:51:16 AM 


Record Type: Record 


To Moe ve 


ce All Staff 
Subject: Re: Lotus Notes Crisis EN 


Please be careful NOT to delete e-mails that are the subject of any current document requests. Thanks. 
ksg 


Moe Vela 

z Moe Vela 

3 02/25/97 09:56 AM 
To All Staff 


cc 
Subject: Lotus Notes Crisis 


Good morning to all! 


Some of our colleagues are unable to send and possibly receive E-maii this morning. In order to enable 
them to do such, | am asking each of you to go into your E-mail and delete all old mail that you no longer 
need and make sure that you also empty your trash immediately thereafter. This should buy us the time 
we need to more permanently fix the problem. Thanks for your patience and cooperation! 
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Michael A. Gili 
E 06/19/96 12:05:07 PM 


Record Type: Record 


To All Staff 


CC! See the distribution list at the bottom of this message 
Subject: Re: Too much E-mait a 


OVP continues to have a problem with running out of disk space. IS&T has identified that we have too 
much e-mail and we need to delete all un-needed messages. Please take a moment to delete any drafts, 
sent or received e-mail in your box and help out the OVP. Thank you. -MG 


Message Copied To: 


Ron E Blankenship aay 


asa m. elkins 
jeffrey c. george 
iqbal n. qa2t 
james b. wright 
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7 Moe Vela 
12/04/98 11:26:26 AM 


Record Type: Record 


` To: All Staff 


CG: 
Subject: 


We need some help from all! 
The Lotus Notes is within 5% of maximum capacity and it will shut down at that time......... to avoid this 


problem, | need each of you to delete any unnecessary Lotus Notes mail ASAP. Thank you for your 
cooperation! 
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Moe Vela 
01/13/99 08:09:28 AM 


Record Type: Record 


To: All Staff 
ce: Sharon L. Mitche 
Subject: 


Good morning folks! 
We are in another Lotus Notes crisis................ you must delete any unnecessary e-mail and/or databases 


in Lotus Notes IMMEDIATELY. We are going to run out of disk space in the next hour or so and we will 
go down if we don't comply with this request. PLEASE do what you can to alleviate this problem. Thanks! 
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© | Karl H. Heissner 06/07/99 12:51:24 PM 


Record Type: Record 


To: Robert J. Hughes: 

cc: Howard M. Sparks: , Michael E. Ritter A 

bec: Records Management! 

Subject: Re: New OVP Server a ; 

Chip: 

Now that the machine is in, would you pick up on the installation? 1 had filled in to coordinate this work 
some time ago when quick response was needed and the OVP mail server and the Mail2 records 


management problem needed to be dealt with, but { don't want to intrude into your area and would 
appreciate your taking it from here. 


Eric Ritter is keenly aware of the absolute necessity to give this work priority and to have the new server 
in production before the end of June, as promised, 


I'll be glad to give whatever assistance may be necessary. 


Karl 
Robert J. Hughes 


| & Robert J. Hughes 
"06/07/99 12:05:22 PM 


Record Type: Record 


To; Kad H. H<issner > 


ce: 
Subject: New OVP Server 


Kari, 
Now that the hardware is in house, please provide me with a set of key dates showing what is next. 
V/R Bob 


ra Dorothy E. Cleal 
06/04/99 01:14:06 PM 


Record Type: Record 
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To: Kad H. Heissne A 


ce: Robert J. Hughe: 
Subject: New OVP Server 


What is the status of this issue? 
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& Alberto O. Feraren 03/06/2000 08:30:24 


Record Type: Record 


To: Marvin Miller > ; 
ce: John E. Sprige I, Daniel A. sary 


Subject: OVP Lotus-Notes Mail Server and ARMS 
Marvin, 


Last week John Spriggs brought to my attention that he was observing email from OVP Lotus Notes users 
with Bee's to the EOP ARMS system. John explained to me that OA/IS&T has an agreement with the OVP 
that they (OVP) would be responsible for their own automated records management. Should this be the 
case, then the problem of OVP Lotus Notes users hitting the EOP ARMS system may have implications of 


accountability. 


Since there are multiple stake holders in this situation, I'll need your assistance in getting some information to 
present in our morning meetings. Let me know how much effort this will take. Here's what we'll need: 


1) When did we start getting OVP Lotus Notes users' Bcc's to the EOP ARMS system (you may ned John's 
help with this)? 

2) How many OVP Lotus Notes users have the Bcc template that routes all their email to EOP ARMS? 

3) What are the possible scenarios that caused the Bcc template to be inherited by the OVP Lotus Notes 
users? ( account creation, OVP users were formerly EOP users etc.) 

4) Is the Lotus Notes mail template for the identified OVP users an EOP mail template? 


Once | have the answers to these questions, ['Il present it during our morning meetings to see how IS&T 
would like to proceed in fixing the problem. 


Thanks for your assistance. 


Regards, 
Bing 
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77> >y” Dorian F. Pannell 06/19/98 02:54:50 PM 


Record Type: Record 


To: James B. Wrich Uo 


ce: 
Subject: Status report for the week ending 06/19/98 


$T980619.DOC 


neeensenennennnnnnnnne Forwarded by James B. Wrighta n 06/19/98 04:11 PM -----—------+-------====== 


=Aa— 


Daniel J. Gunia 96/1 9/98] 


Record Type: Record 


To: James B. Wright gaa 


cc: Dorian F. Pannell 
Subject: Weekly Status Report for Week Ending 6/18/98 


ACCOMPLISHMENTS ** Total Hrs. = 40 (CSAR & E-Mail report data from 6/12 - 18/98) 
Processing E-Mail (10.0 Hrs) 


o Estimated time processing E-Mail READ = 329, WROTE = 277 TOTAL = 606 @ 1 MIN. PER 
= 10.10 Hrs. est. 


Leave time taken (8.0 Hrs.) 

o 6/17/98 - out on COMP Time. Court summons for house burglary. 

Misc. CSAR's processed (11.0 Hrs) 

o Misc. user ID Create, Modify, Check-Outs / Delete and Trouble Call CSARs (See CSAR's processed 


#'s below). 


SEC Cross Training on ID processing (2.5 Hrs.) 


o Work with Dorrian, and Chris Jones on cross training efforts. 


EOP Information Security Office (0.5 Hrs.) : E 5864 
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o Work with Jaime Borrego the Acting Info Security Office in response to his E-Mail about the EOP 
Domain Admin ID's and Password SOP. Also working with Jaime and the WHO INTERN Director 
Alison Kolwaite on INTERN database and INTERN Departure notification SOP's and reports. 


Problems with WHADMIN Novell Server (0.5 Hrs.) 


o REF CSAR# 247110, Work with Bill VanHorn on NT Sync problems with the WHADMIN Novell 
server. ID setup of any WHO ID's on WHADMIN on HOLD pending getting WHADMIN server in 


sync with NT again. 


Problems with CEQ ID's setup (2.5 Hrs.) 
o Working with Paul Dagenais and Bill VanHorn on problems with ID SOPs’ for CEQ. 


EOP Security and Mail server disk space (3.5 Hrs.) 


o Working on clean up of Mail3 [D's and disk space. 


New Climate Task Force (1.5 Hrs.) 


o Working with CEQ Carolyn Mosley and Bill VanHorn to setup new Group scripts and ID's for new 
group. 

06/19/98 CSAR ADMINISTRATION REPORT 06/19/98 PAGE z 
ECSCA22 ACTIVITY FROM 06/12/98 TO 06/18/98 

OPEN NEW OPEN NET RESOLVED CSAR 

BEG CSAR END CHG # % 

CSX CS eXtra Projects---~~ 50 0 50 0 0 0.00 
SEC IST Security Group---- 223 94 182 4l- 135 15.39 


ISSUES 
OPEN SEC CSAR's and new backlog 


° Efforts are being made to prevent the OPEN SEC CSAR's from getting to far backlogged. Chris 
Jones is in the process of being training for new ID processing. Pat Drenning and Dorian Pannell are 
being asked to look into the OPEN IBM Mainframe SEC CSAR's and. see what they can resolve. Dan 
Gunia has been putting in some COMP Time to help cover for Paul being out. A staff meeting is 
tentatively schedule for Monday or Tuesday to review the backlog and solutions, 
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OPEN CSX ID Delete's(3 Days) 

c Ive been working with Chris Jones on the UserID archive/delete process. We estimate that it will 
take 5 days to process this backlog and keep current with any new departures. Then we can move 
onto the old HK and review each sever for OLD and un-used ID's that need follow-up. 


OVP Migration follow-up 


o OVP Migration to EOP follow-up. Still need to work with NSG and find out when they are going to 
do some cleanup work on the OVP Login Scripts and drive maps and shares. 


OVP NewsEdge ID's/ LIC Issues (16 hrs.) 
o Working with Moe Vela, Sue Powell, Paul Dagenais and Bili VanHorn on ID and License issues for 
the NewsEdge systems. Have copy of PO that tracks we only have 40 NewEdge LAN Users LIC. 


OA=32 and OVP =8. However the NewsEdge server shows 61 ID's. Need to work on House 
Keeping of ID's and methode to control access to sysem. 


PLANS NEXT WEEK 


SEC On-Call list (1.5 Hrs} [Est.] 


o Create new DRAFT SEC On-Call list for 1998.Text (Was on last week but overcome by events) 


INTERN ID Departure Reports (48.0 Hrs) + (133.0 Hrs.) 


o Need to work with New INTERN Directory to clean up INTERN Departure reports and include new 
report to identify INTERNS that have changed status and signed on as EOP staff. 


o Review list of 675 INTERN Departures report form 1/1/97 - 9/7/97. Est. 400+ names form list 
of 675 INTERN Departure report will have ID's that need to be processed for departure. @ Est. 20 
Min. per 1D) (Est Hrs = 133.0) 

OVP ID Housekeeping Eval Report (17.0 Hrs) 

o Process list of 51 ID's that can be deleted from OVP NT ID report submitted to Moe Veal 

11/12/97 and returned 1/5/98. (@ Est. 20 Min. per ID) 
On-GOING PLANS / TASKS 
ID Delete Automation / SOP's(16.0 Hrs) 


o Work with NSG staff to create automated ID Create / Delete Menu system. 


WhoDB ID's(4.0 Hrs) 
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DANIEL A. 


BARRY 
09/04/98 10:04:24 AM 


Record Type: Record 


To: James B. Weigh 


cc; 
Subject: Weekly for 9/4/98 


E-mail reconstruction activity 


I attended the regular reconstruction status meeting this week. 
After reviewing the code which performs the convert of WPL and DX documents to TXT and performing 
several tests, | decided not to renew the KEYpak licence and maintenance for the coming year. The 
code had been using the VMS convert and if that failed then it would use KEYpak. The tests revealed 
that KEYpak was getting invoked very sparsely and when invoked in theses circumstances, it also failed to 
convert. 

e I worked with Brian Cooper of NSC and Eric Duong from the reconstruction project to help NSC 
perform their data conversions. 

e I spoke with Jurg (FMD) regarding the status of funding for e-mail reconstruction and other armstrong 
projects. The paperwork has been passed to OA Counsel and is awaiting processing there. I send mail to 
OA counsel requesting a status and have heard nothing yet. 


ARMS activity 


e I moved several months worth of data from the CD cluster to the ARMS data warehouse. | also did 
some analysis of disk utilization and projections on how much space we will require. | am now estimating 
that we have about 4 months worth of space available on the ARMS data warehouse. 1 spoke with Sandy 
Golas about getting SMS in to give us a quote on increasing diskspace by filling all available slots on the 
ARMS data warehouse with 4GB drives and swapping several of the 1GB drives with the 4GB drives. If I 
cannot get space before I run out | will have to perform data compression on some of the agency data 
and store it in a compressed format which means that retrieval will be slowed and searches will be 
extended. 

e | had a discussion with Jim Webster regarding OVP E-mail and records management. | informed him 
that we had a OVP records bucket but that we only were getting mail from OVP that crossed into 
another bucket. However, it turns out that ARMS may be getting internal OVP mail because the mail 
template of certain OVP users contains the records management icons. He wants to put WAVES up for 
all OVP users and also have all their records managed through ARMS. | referred him to Kathy Gallant 
for a decision on that. 


Additional activities 


e | continued to spend time reviewing and marking up 2 diagrams detailing the workings of ARMS and the 
NOTES/ARMS interface. These diagrams have been drawn up as a result of the Y2K effort. | met with 
Mark Geschke for about an hour and went through my additions to the diagrams. 

ə | put together a goods and services and authorization request memo for Kathy Gallant's signiture to 
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purchase 6 4GB disks for the NOTES MAIL2 recovery project. This has been passed to FMD for 
signature and will then make its way to OA counsel. 
e I plan on attending the DOT kickoff meeting this week, t will report on progress on this next week. 
Contract Issues: 
e NONE to report. 


Planned Activities for next week: 


e [will be at DOT for 6 hours per day starting next week. 
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o Backups. Requirements haven't been documented but approaches 
are being developed. An inventory does exist of what does 
need to be backed up. Beth Blackwood is handling this data 
collection and policy creation. She needs to be informed 
about what is being backed up and how. What should the 
retention period be? All systems are being reviewed: VAX, 
client server and mainframe. 


o Jodie Torkeison‘s Action items: 
o IS&T staff—what are “current duties”? 
0 ITAP being reconstitued. NOTES Home Load, WinFrame is not 
being tracked. 
o The NOTES Address Book is being fixed up. Ashley will, 
receive an email advising her to get rid of the current 
version. 
o An inventory needs to be built of current software licenses 
o A "cheat sheet” exists for “auto reply”. itis enabled but 
it is not obvious. 
o John McGinnis is to report on X400 addressing and email. 
o MIT and NT task orders will be finalyzed by AOD. 
o OVP conversion--Chuck needs to schedule plus there are 
upgrades. 
o PC maintenance costs and Server Backup costs are issues. 
o The White House is to start using ERS. 
o On-time licenses for AD's have not yet been fully 
installed. The list of names exists. 
o NARA tape receipt procedures are not set up. 


Dale Murray 

o OMB home page problem solved. SNA gateway to be removed as 
all staff are now on TN3270, The air conditioning went off--a 
monitoring system is being developed. 


, Jim Wright 
o The Systems Engineer panel is now working. 


John McGinnis 

o NASA VAX equipment is to be installed this week. Space and 
weight are issues to be considered in bringing in new DASD. 
Name and address books will be put into place. 


Karl Heissner 
o Information requests are still steadily coming in. 


Laura Crabtree 

o Brought up OMB BRD ODBC problems. Meetings will be held with 
OVP on tape retention and Quorem problems. ONDCP and OSTP are 
on NT Sub-domains and Sub-nets. WP 6.1 is now on Air Force 
One. A Backup document will be done COB 3/18 for review. The 
GSA WEB site on real property dynamic list is worth looking 
at. Unlike most other organizations, OVP does not like 
Advanced Profiling. 


o Chuck interjected that the timing of informing the Help Desk 
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DORAN | 
03/24/97 12:03:60 PM 


Record Type: Record 


To: 


cc: 


See the distribution fist at the bottom of this message 


Subject: Minutes of Staff Meeting 03/24/97 


Attendees: Chuck Benjamin, Laura Crabtree, Nell Doering, Barbara 
Doran, Kari Heissner, John McGinnis, Paul Meyer, Dale Murray, 
Debbie Pow, Sue Powell, Chip Sparks, Jim Wright 


Chuck's Report: 


o 


Use or Lose - Some staff lost leave last year because 
proper procedures weren't followed (leave slips submitted 
or signed late, not using restored feave, which cannot be 
restored, etc.) Staff need to be reminded of the need to 
follow procedures and to be vigilant about using leave. 


Midterm Appraisals - Chuck would like to see the 
performance plans as they are developed. There is a need 
for measurable performance goals. The deadline is April 1, 
and the performance period is 4/1 - 6/1. Laura pointed out 
that there is a requirement to work 90 days under a 
performance plan. 


Press Calls - Staff should be reminded that all calls from 
the Press should be referred to the White House Press 
Office. Chuck wants to be notified of any calls from the 
Press. 


External Email - Laura will have a report on the problems 
we've been having for Ada tomorrow. We need to have some 
real dtaes for implementing solutions. 


QFRs - Information for responding to the questions was 
gathered last week and will be worked into a presentable 
form this week. 


Presidential Email Transfers - There have been problems 

with STORMwhich have caused Steve Horn to have problems 
receiving Presidential emai. John says the probetm will be 
fixed tomorrow. (STORM went down twice this weekend.) John 
needs to review the suystem notifcation procedures for 
STORM; only Chris was notified of this weekend's problems 
since the system didn't crash, but merely failed. 


Funding - We have no funding to purchase software, 
hardware, or maintenance. if a client's problem requires a 
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purchase in order to be fixed, the technician must notify 
iST management who will inform the client of the situation 
if a workaround cannot be implemented. We need to track 
resources used in implementing workarounds. 


OVP - Lack of disk space has been causing a problem with 
email delivery. There is now 770K of free space (enough to 
last until 2PM 3/24) — Laura is looking into more 

permanent solutions. 


533s - When reporting costs, don't estimate when actuals 
are not availabie. Jim and Debbie will discuss the latest 
figures. 


Financial Analysis - FMD needed it last Friday. Debbie will 
get it and pass it thru Chuck before delivering it. 


Internet Email - There will be a meeting with the Air Force 
on Thursday. 


Missing Equipment - A lot of equipment has been 
disappearing from desk tops. Chuck is looking for 

solutions, suggestions. We have no policy for securing such 
equipment. While staff must be accountable for their 
equipment, there is no way to prevent unauthorized entry to 
unlocked offices. Paul is developing a policy which will 
include reporting procedurres and key management. Staff 
needs to be sensitized to the need to be wary and to report 
thefts to Secret Service in a timely manner. 


Configuration Control and Management - We need to know what 
kind of demo or trial products are on the system and why 

they are there. Noone is to bring in new products without 

going thru channels. There doesn't seem to be a government 
staff person responsible for PMC (this was a Debbie Behr 
function)... Jim will provide a report on what is going on 
with that system. They "borrowed" some equipment of ours to 
replace something of theirs which had failed. Since they 

have money and we don't, it would be useful if they 
purchased a replacement. Laura will look into this. 


OMB - There is a lack of coordination in our support of 

OMB. PC maintenance is being done using dedicated staff. No 
reports or CSARs are being used to track support. The 
weekly report on PC maintenance needs statistics. 

Saturday Morning Radio Address - There was a problem 
geetting it up this weekend (office moves do not provide an 
excuse). The problem, connected with the move from subnet8 
to subnet6, causing an inability to FTP, has been solved. 

This is a routine weekly actvity and should be planned for. 
There is a need for a notification list for such 

ocurrences; Karl and John will work on it. 
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Standard Desktop - Our standard desktop is Windows NT. 
Clients should net be advised to get Windows 95. 


interagency Conference on Women - The conference ends 
today. Computer accounts need to be disabled, phoine lines 
removed, equipment reallocated, SecuriDs returned, etc. 
John will check with Sheryi on the phone issue; someone 
needs to check with Mike Malone as to reallocation. 


Help Desk - Changes in hardware and software are not being 
communicated to Help Desk staff. We need procedures to 
insure that they are made aware of changes. Laura said that 
it was a communications problem — the information from OPs 
meetings is not being diseminated. 


Communication - We need to inform clients when we can't get 
to their problems quickly and provide a realistic estimate 
of when we can be available to them. 


IDIQ -~ Jim will meet with Chuck. 


Home Page Version 3 - Erskine Bowles wants it up by 
September. No funding was included in the budget. Chuck 
needs information as to what can be done. (Mark says 70% of 
staff resources are used to maintain daily operations.) 


Moves - We need to insure that staff are returning keys. 


Personnel Panels - We need to get going on these. Jim, 
Chip, Laura, and Sharon will provide schedules and 
participants. 


All Agencies Distribution List - A number of agencies are 
not included. John will look into the problem. 


Continuity of Operations - Chuck Sigmund asked if we would 
be able to help agencies which we don't support (such as 
USTR) in the event of a disaster. This would need a change 
in policy, but needs to be taken into account in planning. 
Surveys would be required. The current focus is on the 
disabling of our computer center, but will be expanded 

in the future. 


CEA - We are unable to make delivery to CEA on schedule (we 
are two weeks behind). Laura has staff working on it. 

Security - The weekly report needs statistics on backlog 

and turnaround. 


On-line Search - Tony has completed the second one. We had 
probiems with the installation of the new VAX due to the 

failure of NASA to provide licensing information. The 
information was finally obtained from Digital. 
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own. 


East winfg couldn't get on the pagers because a machine 
wasn't replicating. The problem is fixed. 


The disk space problem in OVP is an hour-by-hour fix. They 
are archiving non-essential email after 90 days to conserve 
space. 


Laura needs to know which agencies funding is fenced. The 
CEA rollout is delayed due to the need to purchase 
equipment, but they have no funds either. 


Debbie's Report: She wili get with FMD at the end of the month on 
WhoDB hours. Chuck asked Karl for a copy of the activities 
log. 

Dale's Report: He is working with Bob and Jim on a transition 


plan. Laura and Dale will get together fo discuss possible 
solutions to the OVP problem. 


Message Sent To: 
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Kimberly S. Anderson@eop 

Daniel A. Barry@eop 

Mary D. Blackwood@eop 

James G. Cole@eop 

Paul F. Dagenais@eop 

Lloyd A. Bryan@eop 

DESK_2@eop 

Valerie G. Rich@eop 

CHARLES B. DIETZEL @eop 
Kathryn W. Jackson@eop 

David P. Jacobeen@EOP 

Ranelie A. Lopez@eop 

SHARON L. MITCHELL@EOP 
Dorian F, Pannell@eop 

Paula M. Sherry@EOP 

Bemardene B. Walford@eop 
Howard M. Sparks@eop 

James B. Wright@eop 

Andre T. Winkfieid@EOP 

Arthur C. Catiguiran@eop 

Charles D. Benjamin@eop 

Paul L. Myers@EOP 

John W. Meginnis Jr.@eop 
ROBERT L. FOSTER@eop 

Laura Crabtree@EOP 

Deborah J. Pow@eop 
BARTHOLOME_M@A1@CD@LNGTWY 
CRUMLING_D@A1@CD@LNGTWY 
DOERING_N@A1@CD@LNGTWY 
DRENNING_ P@A1@CD@LNGTWY 
FOX_J@A1@CD@LNGTWY 
GUNIA_D@A1@CD@LNGTWY 
HALL_S@A1@CD@LNGTWY 
HEISSNER_K@A1@CD@LNGTWY 
JOHNSON_C@A1@CD@LNGTWY 
MCKAIG_B@A1@CD@LNGTWY 
MILLER_DF@A1@CO@LNGTWY 
POQWELL_S@A1@CD@ULNGTWY 
TOLKAN_L@A1@CD@LNGTWY 
MCKAY_R@A1@CO@LNGTWY 
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ke 


Howard M. Sparks 


Record Type: Record 


To: James B. Wright g 


ce: 
Subject: Meeting Minutes 


Jim, 


This is the email that you requested a copy of yesterday afternoon...... 


Chip 
os -~= Forwarded by Howard M. Sparks (BRB 0n 01/31/97 07:27 AM --=---=--=----=-=--====- 


A 


E 


a Kathleen M. Stock 


Record Type: Record 
To: See the distribution list at the bottom of this message 


ce: 
Subject: Meeting Minutes 
Please review. Please notify me with comments. Thanks, Katie 


NT Implementation meeting 
January 28, 1997 
11:30-2:30 


Attendees: 


Laura Crabtree, Ted Meyer, Katie Stock, Shawn O’Connor, Chip Sparks, Paul 


Meyer, Ron Horowitz 


Purpose: 


The impromptu meeting was to facilitate an immediate solution for the “Domain Controller not found” issue and 
the unreliable OVP Novell servers. 


The OVP_2 Novell Server that provides data and application directories for OVP users also went down. The two 
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problems are mutually exclusive issues. 


The NT team solved the VP logon problem by tuming on the WINS1 BDC, and enabling WINS name resolution on 
the Vice President’s machine. They also hard coded his LMHOSTS file to find and pre-load the appropriate IP 
addresses for the OVP domain controller and backup controller. This was double protection to ensure that when the 
Vice President logs on to the network, he can find a domain controller to validate his request. 


This is a temporary fix for the following reasons: 


* The WINS! server is not as a production server. It is a test server and waiting approval for production. It is 
still a test machine. 
. The hard coding to the LMHOSTS file is to time consuming and labor intensive to do to all the machines 


in the EOP environment. 


The meeting then continued as a debate of the proposed BDC implementation plan. The proposed BDC plan is 
pending the approval of Chip Sparks. Mr. Sparks, a network engineer, not an NT specialist, is not convinced that 
the proposed plan developed by the NT team is convincing enough for implementation. He requested 
documentation proving the plan’s validity. A concept document was the basis for the implementation plan and 
everyone approved the idea; however, Chip requested even more statistical information than the concept document 


provided him. 


Chip Sparks concurred that the proposed plan is a good concept and he requires only the following four pieces of 
information to proceed with the implementation. 


An analysis of protocol traffic that compares sizes, speed, and traffic destination over the network, 

A text document proving that workstations act as Browsers (S. O’Connor to provide). 

Information illustrating how browser traffic functions in the EOP environment (MS Documentation) 

An analysis that compares logon validations when WINS servers on active on the network and when they 
are not active on the network. (Test performed on EOP machines.) 


wn 


Katie Stock, Chip Sparks and Conrad Ribeiro will work together to collect the data from the various sources. 


Message Sent To: 


Howard M. Spark 
Laura Crabtre 
Theodore F. Meyer 
Paul L. Myers/ 
Shawn O'Connor. 
Ronald D. Horowitz/ 
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From: Jack S. Fo on 01/15/99 12:53:25 PM 
Record Type: Record 


To: Lisa M. Brown ERB Jack S. Fox 


ce: 
bee: 


Subject: Re: Recovering vp QED a was re: F 


No Problem ! 


Jack 


Lisa M. Brow 


Lisa M. Brown San 


faa 


A 01/12/99 02:38:42 PM 


Record Type: Record 


To: Jack S. Fox ZB 


CC: 
bee: 


Subject: Re: Recovering vr. E-mail; was re: [55 


Thanks for the rapid response. | will get back to you after we address the "bulk mail" issue. Can you just 
make sure that nothing is deleted in themeantime? thanks! 
From: Jack S. Fox €P on 01/12/99 02:14:56 PM 


From: Jack S. Fox os. 01/12/99 02:14:56 PM 
Record Type: Record 


To: Leland L. Scott Jr. à 
cc: a Adams , Robert E. Whiteman QRS Lisa M. Brown QB Jack S. 


Fo; 
bec: 
Subject: Recovering vp QE E-mail; was re: a 
All: 


Sorry about the lack of a title earlier. Fat fingers | guess..... 
Leland: 


Thanks for the info. 
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Lisa: 


The VP mail is recoverable but this will be a significant effort which will require addition funding to support. 
If you decide to recover this VP E-mail, please let me know and we will have to develop a project plan and 
estimated costs before proceeding. 


Jack 


Leland L. Scott Jr. 


@ | Leland L. Scott Jr. 01/12/99 02:01:43 PM 


Record Type: Record 


To: Jack S. Fo: 
ce: Jock S Fo ae Robert E. Whiteman SS 


boo: 
Subject: Re: mR 


Jack, 


I spoke with Chris about this. He tells me there are about 3 months of the VP's mail stored on the 
whitehouse.gov server. RC Cavazos has backup tapes in the data center with earlier mail. Getting the 
mail from whitehouse.gov would not be a problem, However, you'd need to speak with RC about getting 
the mail from the backup tapes. This would not be an insignificant effort, and it might requre an IWỌ if a 
request is submitted to recover all of the VP's e-mail back to 1993. 


If you want Chris to do something about getting the VP's mail from whitehouse.gov, let me know. 


Regards, 
Leland - 


From: Jack S. Fox on 04/12/99 12:30:55 PM 


From: Jack S. Fox on 01/12/99 12:30:55 PM 
Record Type: Record 


To: > See the distribution fist at the bottom of this message 
cc: 

Subject: 

Leland, Chris: 


Please determine how much of the VP's E-mail is available on whitehouse.gov. Specifically, if the request 
was made, how many weeks of the VP E-mail could be recovered and sent to a specific E-mail address 
for records management purposes. We may need to recover all E-mail sent to the VP since the server 
became operational in 1993. 
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Piease advise. 


dack 


Message Sent To: 
Christopher Adams. 


Leland L. Scott Jr. 
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To: Jack_Martin oT US 


ce: 
From: Michael A. Gil 
Date: 09/20/84 07:50:52 PM 


Subject: [ Re: October Meeting 


Thanks for getting back with me, | will need to get full names and birth dates at teast 1 hour 
before arrival in order to clear you into the building. What iam about to share with you is 
confidential and is supplied to you for the purposes of discussion and should not be shared 
outside your organization. Now that all the legal stuff is out of the way, f thought that I would 
start by showing you my machine and how we use Notes and then share with you my wish list of 
things that concern me about rolling this out to the VP. | know this sounds low level and hands 
on but for a Notes neophyte like myself | don't know any other way to talk about Notes. It seems 
things get too theoretical if you get too far away from the keyboard. 


How do | determine if the strategic direction of Notes in government is appropriate for the 
executive branch and how do | communicate my strategic concerns which are: 

1) multi-platform (Windows, Mac, UNIX, PowerPC) 

2) Mail/Records Management compliance (both FOIA and Presidential Records Act) 

3) User Friendly mail GUI, and mail exchange functions (since mail is mission critical, the 
attached file issue is a make or break for Notes), 

4) easy to customize output format, that will incorporate standard and custom government 
forms as output (Trave! Authorizations, Travel Voucher forms, Computer request forms) 
5) integration with Database programs (ability to act as a front end to more intensive 
database programs) 

6) Mobile communications (i think Lotus has excellent ideas in the area and | want to learn 
more about the future plans. 


Let me give you a lay of the land over here and together we can make the visit as productive as 
possible, | have a small Novell LAN of about 50 machines. Most of the machines are Compaq 
Prolinea 486/100's but we also have Compaq Prolinea 486/33's. There are still AST's and 
IBM PS/2's left over from the previous administration but those should be gone soon. The File 
Server is a Compaq Prolient 2000 with 6 gig of memory, the Notes server is a Compaq Prolient 
2000 with 2 gig of memory and 16 meg of RAM. The Notes server is running OS/2 and Notes 
version 3.1.5. The workstations are running DOS 5.0 and Notes version 3.1.5. My machine is a 
Macintosh 560c Duo Dock, in a Duo Dock li docking station using a Dayna EtherPrint device to 
access the network. | am using Notes version 3.1.5 for the Mac. 


E-mail - We use a cc:Maii router to send messages between Notes and cc:Mail and between Notes 
and the White House VAX all-in-one system which runs the MBlinks product to translate 
all-in-one to cce:Mail format. 


issue one: | have a problem with opening and viewing attached files in Notes on my Mac. I 


know that in windows if you define an extension it will open the file with the corresponding 
program. (i.e. .001 extensions get opened with WordPerfect 5.2) Since cc:Mail has a 20k 
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ce: 


From: 
Date:. 
Subject: 


Ok... 
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DOERING_N qma 
Michael A. Gill, GOOD T (is JOHNSON _LR GB 
J 


BLACKWOOD_M _KRISLOV_M Qa 


GRRE. OVERTON E QS. CEFF C QS 
, WRIGHT s QED L, Kumiki S. Gibson 
at 


CARP D AR 
10/31/94 07:21:0 M 


RE: Pres and OVP Monitoring Plan 


Wait a munute .... 


On OASIS/ARMS, any account that is part of OVP IS creating 
PRESIDENTIAL records. 
IS THIS CORRECT ??? 


Later... Tony 
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Lisa A. Berg, Robert 8. Corney, Kumiki S. Gibson, David M. Strauss, Michael A. Gill, 


Dennis W. Alpert pinta re, aa Beardsicy amma, 


Larry H. Branscum EE., Holly D. Carve L, Cynthia A. Draper W 
CUD. (con S. Fuert. Joanne M. — aN Kim J. Hopkins at 
GORE-DC qa, Carol A. Marino GR., Richard M. Saunders Qa. 


Sandra E. Schmidt qa Gregory C. Simon GEER, Caren L. Solomon @ 


Jack M. Quinn at 
06/16/95 05:04:00 PM 
Re: Notes conversion is here 


New Text Item: Notes conversion is here 


how does this "print, keep or purge" program apply with respect to our 
mail logs, i.e., our record of outgoing messages, allo £ which Iprefer to 


keep?:- 


Reply Separator 


Subject: Notes conversion is here 


Author: 
Date: 


Michael A. Gill at OVPNOTES 
6/15/95 11:49 AM 


Our Lotus Notes conversion project is almost complete. We need your help to 
complete the project. Please print out all the cc:Mail messages that you want 
to keep and then delete all your cc:Mail messages by Monday June 19th. That 
way when Chris our consultant makes his way around to you the cc:Mail will be 
all set for Notes conversion. Chris will doing conversions on June 20 and 22. 
Thank you for you help. Lotus Notes will increase productivity in the office. 


-M. 
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From: 
Date: 


Subject: 
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BARRY_D Qa 

Michael A. Gil, DOERING_N , JOHNSON_LA @ 
,MACDONALD | Us, 

BLACKWOOD M QS KRIsLov_ Sai 

CME OVERTON s QE CEF C QS 


WRIGHT J IE Kumiki S. Gibson 
at 
GOOD_T 
10/31/94 09:26:00 AM 
RE: Pres and OVP Monitoring Plan 


My standard line on this is: 

Records created or received by the Office of the Vice President are 
Vice Presidential records. They are cited in the Presidential 
Records Act as such. The PRA stipulates that they should be treated 
in the same fashion as, but maintained separately from, Presidential 


records. 


They are not agency (Federal) records. 
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MEMORANDUM 
TO: Todd Campbell 
FROM: Michael Gill 
DATE: March 16, 1994 
RE: Computer Records 


This is in response to your memo dated 3/9/94. After my return from vacation, on 
3/15/94 | checked to make sure that the OVP system was stili being backed up. 
Unfortunatély, | discovered that the tape machine had failed and that the last backup was 
on 2/22/94. Before my vacation | indicated to Martin Dunsby with AAC associates, that 
there might be a problem and that this needed to be checked. The file server and tape 
backup unit is new and was installed on 2/10/94. 


We have now corrected the problems and the tape backup unit was fully operational on 
3/19/94. The following describes the current OVP backup and archival policy. 


Full backups will be done every Saturday morning at 5:00 am. Everyday other than 
Saturday, an incremental backup will be done at 5:00 am. incremental is defined as any 
modified or new files at the time of the backup. All backup tapes are then archived in the 
Staff Secretaries Vault for save keeping. 


\ 
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& Alberto O. Feraren 03/09/2000 03:13:20 PM 


Record Type: Record 


To: Terrence J. Misich/ Saga 


cc: 

Subject: OVP Mail Server/ARMS Situation 

Terry, 

Here's the essence of the OVP mail server and ARMS situation. 


A number of OVP user-originated electronic mail is being sent to the EOP automated records 
management system (ARMS). This situation occurs because the current OVP mail accounts 
creation process, now being handled by EOP/IS&T, creates the mail account using the EOP mail 
template as opposed to the original OVP mail template. As a result, OVP users who have 
inherited EOP's Notes mail design template have encoded in their mail a blind copy (Bcc) to the 
EOP ARMS system. It is not clear who is supposed to perform the automated records 
management of the OVP mail server electronic mail records. 


Additianally, because of this OA/OVP ARMS issue , the process that scans EOP mail servers for 
inbound email from the Intenet (ARMSCAN) is not installed nor operating on the OVP_1 mail 
server. 


A result of this issue gaps exist in the backing up of data files on the OVP mail server. 


Regards, 
Bing 


E 6349 


Christa Moyle 
12/10/98 12:16:20 PM 


Record Type: Record 


To: See the distribution list at the bottom of this message 


cc: 
Subject: Weekly Report - 12/10/99 


MEMORANDUM FOR MICHAEL LYLE 
ACTING DIRECTOR 
OFFICE OF ADMINISTRATION 


FROM: DOROTHY E. SCHOTT 
ASSOCIATE DIRECTOR 
INFORMATION SYSTEMS AND TECHNOLOGY 


SUBJECT: Weekly Activity Report - 12/10/98 


i: System Crashes: 


A. On Monday, December 7th, the WAVES System experienced a problem as a result cf a LOTUS Notes 
application problem. Confusion existed on when this problem was originally identified and notification to key 
individuals did not adhere to internal guidelines. Additionally, this problem had a real potential to be an 
embarrassing situation for the White House due to the the arrival/ accessing Congressional members and their 
guests for the Congressional Ball. IS&T has gone over its internal notification procedures and are fully 
evaluating how this situation was identified and handled. 


B. OMB Switch: On Monday, the entire second floor of the OEOB which houses OMB was affected by a 
blown fuse which made the switch inoperable. The OMB network 44 (OEOB second floor only involved) 
was down for approximately three hours. Notification of the problem to all pertinent individuals was 
accomplished and IS&T personnel identified the problem within a few hours. The problem was determined to 
be caused by overheating and after some general PMS to the switch, the problem was fixed. 


C. OMB Switch Problem: This problem recurred again on Wednesday morning. A new switch was 
installed and the problem was fixed. There was no impact on OMB and no disruption of service. 


2: The Y2K Weekly Activity Report has been completely revamped and is being finalized for submission 
tomorrow, December 10, 1998. This restructuring effort was undertaken to make the report a more useful tool for 
managers and to consolidate all the Y2K key information into a single management report. This will help free up 
Y2K members from preparing duplicative reports and will -- 

serve as a vital tool POA&M in the getting the EOP Y2K compliant. Now that this effort has been completed we are 
working to develop a POA&M for the EOP POCs so that we can develop a master data list with appropriate action 
coordinators for our files. 


3. NT 4.0 Roll-Out Plan: The Roll Out Pian is being finalized today, December 9, 1998 and IS&T will send 
the proposed NT 4.0 plan to EOP POCs for their review, coordination and feedback no later than Friday, December 
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10, 1998. We will be requesting their feedback to be provided back to us by December 19, 1998 so that we can 
formally publish and distribute this information prior to the Roll-Out in January 1999. 


4, Meeting with OMB regarding Y2K Systems: A very successfully meeting with OMB and IS&T and Y2K 


took place on Tuesday, December 8, 1998. This meeting was scheduled to clarify Y2K responsibilities for 
interrelated systems used by OMB and IS&T. Mr. Al Seferian, Mr. Clarence Crawford, Mr. Paul Tisdale, Ms. Pam 
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Piper, CW4 Terry Misich and Ms. Dottie Schott attended were in attendance. This discussion will be amplified in 
the Weekly Y2K Activity Report. 


5. Budget Briefing Preparations: Chris Van Fossan, Joe Kouba, Chuck Sigman and Dottie Schott met on 
Wednesday to finalize the information that would be presented tomorrow at the OA budget brief to Virginia Apuzzo. 


6. IS&T has followed up on issues that were discussed regarding security concerns with WHODB. Draft 
procedures have been developed to improve both the security and the procedure for access to the system by the 
Social Office. This new approach will ensure that staff who use the system are properly validated for access and 
access is properly controlled. 


7. WHO and IS&T Weekly Meeting on WHISDM: The weekly meeting with John Dankowski, Jim Wright 
and Dottie Schott occurred on Tuesday afternoon, December 8, 1998. Highlights of the discussion included the 
topic of how the Booz Allen Hamilton contract with the WHISDM project and assistance with the Y2K efforts can 
be maximized. It is our intention to continue the weekly meetings with WHO. 


8. OVP Mail Server: The OVP mail server issue is still being worked but the problem has been 
temporarily remedied by having OVP staff personnel remove discarded e-mail information. New disc 
drives are on order and will be installed upon receipt. This problem is no longer critical and no additional 
problems regarding this issue are anticipated. IS&T will continue to monitor the situation and install disk 
drives upon receipt. Close coordination with OVP is ongoing. 


10. Overtime issue for Y2K: The Associate Directors for HRM, FMD, IS&T along with OGC, 
Procurement and the Y2K Co-Chairs met to discuss the policy and procedures for overtime for individuals 
assigned to the RFP Source Selection Team for the [VV/Renovation contract which needs to be in place 
by January 19, 1999. Initial feedback indicated that should overtime be required it could be taken out of 
the S&E account. IS&T/Y2K leadership has been notified by procurement that overtime will be needed 
over the weekend ( 12-13 Dec. 98) This issue is still be reviewed however, Mary Beck has provided a 
memorandum to the Acting Director, OA indicating all OA Associate Directors support this proposal. 


11. The Storm Upgrade commenced last night at 7 p.m. and is running smoothly. IS&T also received a 
request from the Senate Information Security Office requesting that they have some of their staff observe 
the Storm upgrade. This visit will be deferred until Mark Lindsay's return. The Senate Information 


Security Office will be notified accordingly by the OA, Acting Director. 


Message Sent To: 


Conrad J. Ribeiro; 
Howard M. Sparks/ 
Bryan A. Reese Iil/ 


Mark H. Barthoiomew/4 
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Vice Presidents Email 


The Vice Presidents Office has used three different Email systems since the 
1992/93 time frame. 

At the very beginning of the Clinton Administration the Vice Presidents office was 
on the All-in-One Mail System like many of the EOP agencies. While the VPO 
was on All-in-One there records were records managed starting on July 14, 1994 
when the arms system was implemented. 


Then during the 94/95 time frame the VPO switched to CC Mail and took sole 
responsibility for their Email needs and requirements including records 
management of the system. The CC mail system and applications are still used 
today by the VPO in their Senate offices. 


In the late 1995 timeframe the VPO office once again switched to another system 
called Lotus Notes. During this time period the VPO continued to use their existing 
records management SOPs for the newly implemented Notes System. 


Sometime in 1997/1998, EOP/OA was given system administration responsibilities 
of the OVP mail server and account creations on that server. Starting with this 
time period all new VPO accounts were created using the established OA/IS&T 
SOP. Therefore, all VPO accounts were created just like any other EOP accounts 

(resulting in VPO accounts being given the OA E-mail records management 

\template. Using the standard EOP template meant that all of the e-mail sent from 
those OVP accounts would have been sent to ARMS but it would have been sent 
with a incomplete ARMS agency tag, resulting in the Agency field being marked 
as “UNKNOWN”, much like an outside E-mail from the internet. The reason for 
this was that the OVP server was in a separate Notes domain from the EOP mail 
servers and therefore the users on the OVP server were not recognized in the EOP 
Notes Name and Address Book. 


During this time period the ARMS system was receiving increasing OVP email 
records coming in with the incorrect Agency field and this was causing problems 
on the ARMS system. A change was made to the-ARMS processing code to 
recognize OVP_email addresses so the mail records could be stored in a VPO file 
and not ina UNKNOWN file, affecting the Notes interface to ARMS. 


The arms-scan interface process was never implemented on the OVP server 

because it was clearly understood that OVP was doing their own records 

management and ARMS was not being used to manage OVP records. 
Rina $ 
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6 | Kart H. Heissner 04/28/98 10:16:08 AM 


Record Type: Record 


To: Robert E. Whiteman SD 


ce: See the distribution fist at the bottom of this message 
Subject: OVP Mait Server 


HEADS UP! 


Currently ongoing work related to the resolution of unrecordsmanaged e-mail on all EOP mail servers has 
caused issues related to the OVP Mail Server to surface which need to be addressed. 


John Spriggs expressed some concerns yesterday related to the OVP Mail Server and its inability to 
perform records management processing as the server seems to be barely able to handie its current mail 
processing load. if records management processing were to be added to the server, its processing would 
grind to a halt. It appears that when the server was turned over to IS&T by the OVP for operational 
support earlier this year, a number of issues including capacity planning, backup and recovery, and 
tecords management were never addressed. While we have not received any clear direction from 
counsel regarding the records management issue, it can be expected that OVP e-mail needs to be 
records managed in a fashion similar to that used by other EOP e-mail. 


From a records management standpoint | recommend that we proceed as follows: 


1. Identify and document current server's configuration and processing characteristics. 

2. Develop technical specifications and costs for a server upgrade to a level capable of handling current 
and future e-mail and records management processing requirements. 

3, Develop technical specifications and costs and a plan for implementation of an OVP Records 
Management Server, similar to Mail4, as recommended by John Spriggs. 


The responsibility for the OVP servers hardware and operating software falls into Chip Sparks' area. 


Please coordinate this matter with him. If necessary, you may want to convene a meeting to discuss the 
details. Having the technical details available at the time of the meeting wouid be of help. 


Message Copied To: 


James B, Wrig 


Sheryl L. Hal uaa 
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Karl H. Heissner 04/30/88 07:30:57 AM 


Record Type: Record 


To: Howard M. Spark simi 


cc: See the distribution list at the bottom of this message 
Subject: Replacement of the OVP Server 


Chip, 


Because Dottie had asked me to check into some of the aspects of the OVP server failure, | talked with 
Bob Haas, John Spriggs, and Bill VanHorn. 


Bob explained that the truncation problem was traced to low memory. He is recommending 1.5GB for 
most mail servers. 


John explained that the current machine does not have sufficient processing power to add Records 
Management software; it wouid die. 


Bill VanHorn gave me a $10,000-12,000 estimate for a new machine with more memory, more disk space, 
and greater speed. 


May | suggest that we get some or ali of these people together today to develop a set of hardware 
specifications and a schedule for the installation of a new OVP mail server with sufficient power and 
capacity to operate properly for at least another two years. 


And we need to do that today. Except for 10:00-11:00 and a scheduled departure time of 15:00 I'm 
available today. How does 11:00 fit into your schedule? 


Z Dorothy E. Cleal 
04/29/99 05:04:43 PM 


Record Type: Record 


To: Karl H. Heissneri | Howard M. Sparks 

ce: Charles L. Sigmar as 

Subject: Replacement of the erver 

| spoke with Chuck Sigman and there is money available in this years budget to cover the $10-12K cost 
for the replacement of the OVP server. Since the current OVP server has capacity problems that caused 
the truncation of files....1 would like to fix the problem. Please begin the steps to replace the current 


server. Coordinate funding requirements with Chuck and keep me involved with any problems that may 
crop up. 


v 


For clarification...is this a SIDS or a NI action? Also | would like an estimated timeline on when this 
action can be completed from start to finish i.e....ordering the equipment and having it fully installed. What 


E 6378 


1712 


Kar! H. Heissner 04/29/99 11:44:45 AM 


Record Type: Record 


To: Dorothy E. Clea A 


ce: 
Subject: OVP Mail Server Problems 


OVP Server Facts 


File Truncation Problem. The cause of this problem is insufficient server memory and is likely to persist until a 
new OVP mail server at a cost of $10,000-12,000 is placed into operation. The current server is at the maximum 
memory. It is also older and slower technology; it cannot be expected to last another year or two without causing 
serious performance problems. 


Needless to say, the planning for the implementation of a new server depends on the availability of adequate funding. 
Don't know where that stands. Probably was not included in our capital budget. 


OVP Server Environment. The OVP Mail server operates in its own non-secure domain. To properly function in 
the EOP environment it needs to be integrated into the EOP infrastructure. One barrier to its integration is the fact 
that it does not meet EOP security requirements. It allows dial-in access without adequate security protection (No 
SecurID). The OVP has not participated in the EOP infrastructure including such features as secure access and virus 
protection. 


Records Management. When the servers were turned over to IS&T no records management had been practiced by 
OVP. The current machine does not have sufficient computing power to add RM functionality now, even if that 
were possible. To activate records management now will require a major level of effort of system redesign, 
hardware upgrades, and OA mail system modifications. 
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¢ | Karl H. Heissner 04/29/99 09:52:28 AM 


Record Type: Record 


To: Howard M. Sparks qs 
ce: 

bec: Records Management 
Subject: Re: OVP Mail Server 3} 


We probably need to meet to sort this out, The way | interpret the latest org chart, applications (software, 
databases) are in SID, server engineering (hardware and operating software) is in Network Management, 
and so | defer to you. 


The OVP server is in serious trouble and we need to clearly identify the problems and offer reasonable 
solutions to Dottie. Records Management, an application, is one of our concerns. Hardware and 
operating software and performance engineering would seem to fall under Server Engineering. 


But let's talk this through. 


Howard M. Sparks 


vs Howard M. Sparks 
04/28/99 04:19:44 PM 


Record Type: Record 


To: Kari H. Heissner AS 
ce: Robert E. Whiteman MM, Michael! E. Ritter QQ 


Subject: Re: OVP Mail Server 

Karl, 

t don't have any problems with supporting the email system, though l'm not sure based on the Org. Chart 
these functions fall under me.... It is true that the chart states (Servers [all]) but f have not been 
responsible for server hardware on Mail Servers up to this point... In addition, | believe the solution is 
simple, but | believe that it requires hardware upgrade... If you have funding that was set aside by Mark 
for this purpose, it sure would help.... WHISDM is eating my budget faster the projected... 

Jim W. 


l noticed that on the Org. Chart Mail Servers fail under you...... Budget? Project plan? Requirements 
Documents?, or is your roll just operational? 
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Whatever, | will do what i can...... 


Respectfully, 


4 


Robert E. Whiteman k 

04/28/99 02:17:31 PM 
Record Type: Record 
To: Kari H. Heissner > 
cc: See the distribution list at the bottom of this message 
bce: 
Subject: Re: OVP Mail Server i) 
tam forwarding this to Mr. Ritter for action. 
Karl H. Heissner 

Karl H. Heissner 04/28/99 10:16:08 AM 


Record Type: Record 


To: Robert E. Whiteman QD 


cc: See the distribution list at the bottom of this message 
Subject: OVP Mail Server 


HEADS UP! 


Currently ongoing work related to the resolution of unrecordsmanaged e-mail on all EOP mail servers has 
caused issues related to the OVP Mail Server to surface which need to be addressed. 


John Spriggs expressed some concerns yesterday related to the OVP Mail Server and its inability to 
perform records management pracessing as the server seems to be barely able to handle its current mail 
processing load. If records management processing were to be added to the server, its processing would 
grind to a halt. it appears that when the server was turned over to IS&T by the OVP for operational 
support earlier this year, a number of issues including capacity planning, backup and recovery, and 
records management were never addressed. While we have not received any clear direction from 
counsel regarding the records management issue, it can be expected that OVP e-mail needs to be 
records managed in a fashion similar to that used by other EOP e-mail. 


From a records management standpoint | recommend that we proceed as follows: 


1. Identify and document current server's configuration and processing characteristics. 

2. Develop technical specifications and costs for a server upgrade to a level capable of handling current 
and future e-mail and records management processing requirements. 

3. Develop technical specifications and costs and a plan for implementation of an OVP Records 
Management Server, similar to Mail4, as recommended by John Spriggs. 
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The responsibility for the OVP servers hardware and operating software falls into Chip Sparks’ area. 
Please coordinate this matter with him. If necessary, you may want to convene a meeting to discuss the 
details. Having the technical details available at the time of the meeting would be of heip. 


Message Copied To: 


Howard M. Sparks; 
Dorothy E. Cieal 
Daniel A. Bar 
Nellie W. Doering/ 
Jack S. Fo: 


James B, Wrigh 
Sheryl L. Hahi 


Message Copied To: 


howard m. sparks; 
dorothy e. cleal 
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a Dorothy E. Clea! 
05/11/99 04:52:24 PM 


Record Type: Record 


To: 


cc: 


Mark F. Lindsay Q 
Michael J. yi 3 Sylvia L. Parsons/ GRS. Carol E. Ehrich 


Subject: Associate Director Report - IS&T 


Customer Impact resulting from our administrative housekeeping decision - HRM was in their 
last day of submitting Time and Attendance information for this weeks pay cycle. | discussed 
contingency plans with Mary and advised her that the system may not be back online until 10 
p.m. this evening. Mary Beck had a number of alternatives that would allow her to complete 
HRMs submission of time cards to Pensacola. OMB - The OMB sunguard system was brought 
down this morning due to a concern over a program error yesterday. Chuck Easley coordinated 
appropriate information with OMB (Andy Shoenbach). OMB did not get any advance 
notification that the system was being brought down which caused some concern and irritation. 
| have discussed this matter with the appropriate team which took the action. Some lack of 
adherance to the emergency outage message resulted in some delays to incoming WAVES 
requests. A second message was sent out to EOP customers to help preclude a big backlog in 
the que. 


OVP Server Memory Upgrade - This morning NG installed the increased memory upgrade to 
the OVP server. Due to the age and capacity level of the server, the memory chip caused the 
motherboard to burn out. The mother voad was replaced and the server was back on line 
within 30-45 minutes. Coordination with Moe Vela was accomplished immediately to advise 
him of the problem. | have provided. NG with a list of steps that | desire them to follow when 
any future upgrades are installed. They include: 1) proper notification to me; 2) back-up plan in 
the event of a failure; 3) IS&T notification to the customers in advance of any upgrade to the 
customers. | am not aware of any negative feedback from the OVP. 


Calendaring Sub Group Recommendations - The final recommendations should be completed 
today for my review with you. At this point the sub group narrowed the field to Organizer or 
Lotus 4.6. The sub group voted 4 to 1 for Organizer. IS&T voted for Lotus 4.6. 1 will discuss 
the reasoning for both sides as soon as the memo is completed by my staff. Big difference in 
cost....$100K for Organizer no purchase cost for Lotus4.6. The bigger issue is the records 
management requirements. The input | need on that is also being finalized. 


OMB Quarterly Report - This report is due to OMB on Friday. Draft copies of our input were 
submitted to Mike and Kate late Friday afternoon. | contacted Mike this morning and he and 
Kate are working on their reviews. 

Input on IS&T's proposed accommodation of the influx of summer interns is being worked. | 
will have additional information available at the Thursday 10 a.m. Operations meeting with 
Virginia. | believe that we will be able to accommodate this fairly painlessly for our customers 
and ourselves. More to follow. 


Yhe OVP memorandum regarding the Vice President's computer problems has been cleared with 
Cheryl Mills' office. It now needs to go to the OVP General Counsel. Mike Lyle is successfully 
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working this issue. 
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E Dorothy E. Cleal 
05/07/99 05:56:55 PM 


Record Type: Record 


To: Mark F. Lindsay/ 


ce: Michael J, Lyle/ QM, Syivia L. Parsons, Carol E. Ehrlich A 


Subject: Associate Director Report - IS&T 


ONDCP Computer Issue: {t has been verified by the Network Manager that the 133mhz pe from 
ONDCP will work with additional memory - 64mb- and a larger drive - 6.4gb-. This has been 
successfully tested. How well the 133's will handle the load is still an unknown, a load has to be 
developed and then tested. | met again with ONDCP today to see where we were on this matter 
and am expecting some additional information on how many computers would absolutely have to 
be replaced. | will be prepared to provide a recommendation to you prior to the meeting with 
Virginia on Tuesday. 


Memorandum to OVP on the Computer Problems: Has been delivered to you for your review and 
discussion with Virginia. | did call Moe Vela and E-mailed Paul Cusack on the status that this could 
not be provided to them today. | have not heard back from either one (Moe is out today) 


OMB Quartly Y2K Report due May 14th: As mentioned the first draft is completed and will be 
delivered to Kate and Mike for their review. 


HRM Time and Attendance problem: iS&T was notified that HRM had a T&A problem and asked 


{S&T through the Help Desk to identify the problem. It was determined to be a problem at 
Mechanicsburg. Mary Beck and Wayne Jones were notified. 
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Ë Dorothy E. Cleal 
i 05/04/939 05:26:39 PM 


Record Type: Record 


To: Mark F. Lindsay/OA/EOP 


ce: 
Subject: Associate Director Report - IS&T 


e ONDCPs justification to receive Y2K funding to replace their computers has been reviewed, 
IS&T in conjunction with the USA contractor leaded an ONDCP computer with the memory chip 
to validate ONDCP’s supposition that this could not be done without replacing the motherboard. 
Our test has been successful and | am in the process of coordinating this information with 
ONDCP (Walt Holton). If this is in fact successful the difference in the unfunded costs to 
support ONDCPs NT4.0 rollout would be reduced to approximately $50K {a savings of about 
$150-200K from the previous estimate}. Our test clearly obtained different results than what 
ONDCP provided earlier and challenges their technical assessment. | am continue to ensure 
that the test does not have any unexpected bugs and will update you tomorrow on the results. 


æ At this morning's periodic OMB Y2K meeting - OMB raised an issue regarding the Sunquard 
MAX Y2K LPAR cost estimates. This is the first time this issue has been raised. Costs are 
associated with how long configuration managment will be maintained. Estimated costs at 
this point are $141K for 3 months which is covered under the current JITC contract. If OMB 
continues to maintain this after JITCs departure there is a cost of approximately $206-256K 
that has not been funded. The question of who should fund this was raised with no further 
discussion or commitments made. | also made the offer to provide weekly Y2K updates on the 
off weeks and asked OMB to confirm their interest/attendance in the event we have these 
meetings. It is obvious that the OMB Y2K meetings have changed dramatically in nature.,..and 
Dee Lee and Josh Gottbaum were in attendance today. The was a little bit of a gaff today too. 
1 will tell you offline, 


e My memorandum to the OVP regarding the computer problems that occurred on April 2nd and 
April 26th is almost complete and is expected to be finalized in the next a day or two. It will be 
routed through OGC, you and Virginia before a copy is provided to the OVP. 


© The next OMB Y2K Quarterly Report is due May 15th. Since that is a Saturday this report will 
be due on May 14th. 
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È Dorothy E. Cleal 
7 04/30/99 10:57:04 AM 


Record Type: Record 


To: Mark F. Lindsay/ QMS, Mark F. Lindsay 4 


ce: Sylvia L. Parsons gg Carol E. Ehriich Qa 
Subject: Associate Director Report - IS&T 


e System Security - There is the potential that a threat was forwarded from a spoofed E-mail to 
president EER. The spoofed E-mail address would be boro.krstulovic gama 
e Contents of that E-mail included: 


Dear Sir, 

I just want to inform you that I did not send any e-mail to either 
Presidentnor First lady.Thta was done by a Serbian hacker name Predrag Timotic.I 
believe his e-mail is predragt@bn.rstel.net I am a Croatian 
and I visited a newsgroup in Serbia several times. They are causing me problems ever 

since. I got a reply from Autoresponder at the White House - that's how I 


learned about it. 


Sincerely yours 
Boro Krstulovic 


This information is being reviewed by IS&T and EOP Security. 


. Feedback to Paul Cusack (OVP) on Vice President Gore's Computer Problems: I spoke 
with Paul yesterday and indicated that in my review I am finding a number of 
details that require additional time to evaluate. Accordingly, I would not be able 
to provide the necessary information to his office for approximately another week. 
This memorandum will not be forwarded until properly routed, reviewed and cleared 
with you and Virginia Apuzzo. I am finding out some very interesting issues that I 
am in the processing of fixing. 


e Planning for Summer White House Interns: I am in the process of identifying the 
impact of this year's arrival of interns to the White House so that we may identify 
what action IS&T can take to help offset the workload and to provide better 
responses to our customers. I am coordinating a meeting with Ms. Kolwaite to 
discuss this in greater detail and will apprise you of my recommendations on how 
IS&T should proceed. 


e Computer Delivery for the President at Camp David - Was successfully accomplished 
this morning. 


© NT4.0 Roll-Out Problems with Scheduling Office - Rachel Reddinger has contacted 
IS&T indicating that she is having substantial prpblems with getting the 
President's overseas schedule in the correct format. Last night they sent the 
schedule to all the pertinent individuals and it was not able to be emailed 
successfully. I personally worked with Rachel last night until approximately 6:30 
p.m. and assigned a technician ( the NT4.0 trainer) on call to support Rachel. He 
was not called but I spoke with Rachel again this morning. Based on that 
conversation I assigned a dedicated resource to walk her through the process, to 
ensure that the schedule could be produced correctly and that the customer got the 


assistance that was needed. 
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Dorothy E. Cleai 
04/27/99 04:35:07 PM 


Record Type: Record 


To: 


cc: 


Mark F. Lindsay/OA/EOP 
Syivia L. ParsonsAWHO/EOP 


Subject: Associate Director Report - IS&T 


A member of OA inadvertently opened a file which resulted in an automatic transmission to all 
EOP computer users indicating that a virus had been detected on their machine. Within a 
matter of minutes NG and IS&T identified the source the problem was located. EOP users were 
notified that there was NO virus and to click the ok button an to continue normal operations. 
Installation of the the Haver Analytics { non standard application) at OPD during the NT4.0 
roll-out has not been without difficulty. IS&T and NG are working this issue very hard to 
resolve the problem and provide OPD customers with access to this program. A solution is 
expected very shortly. A number of OPD customers have been inconvenienced by this problem. 
tam preparing a memorandum for the Office of the Vice President regarding IT problems that 
have occurred over the past several weeks. I have been told by Paul Cusack that the Vice 
President is interested in how IS&T is dealing with the recent problems and how we have 
resolved the issues. This report is expected Thursday, April 29, 1999. 
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EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTRATION 
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NORTHROP GRUMMAN 
EOPNG-98-0145 


To: Ms. Dottie Cleal 
Associate Director, IS&T > 


From: Robert E. Whiteman 
Acting Program Manager 


Date: April 14, 1999 
Subject: VP Notes Problem 
Issue: 


On Friday, April 2, at about 10:15 a.m. Ms. Sharon Mitchell reported to Mr. Bob Haas that the 
Vice President was having problems with his Lotus Notes mail. Bob began investigation and 
discovered that the index file for the Vice President was truncated. This is a problem well known 
to Lotus and is very widely documented. There is no way to repair truncated files in Lotus Notes. 


Background: 


Once the problem was identified, Northrop Grumman immediately responded and discovered 
that the Vice President’s laptop was located at the West Wing of the White House. IS&T 
retrieved the laptop before noon and delivered it to the computer lab for diagnostic evaluation. 
The Vice President’s laptop is locked down with software and hardware security measures. Due 
to the size of the index file, the only feasible method of recovery is to connect to the network, 
Connection to the network is achieved through the use of a PCMCIA network interface card 
(NIC). However, the PCMCIA NIC did not work and when staff personnel tried to load new 
PCMCIA card software drivers it was discovered that the floppy disk drive also did not work. At 
about 3:00 p.m. Northrop Grumman contacted outside associates and borrowed an external 
floppy drive which was subsequently delivered to the lab at 3:18 p.m. At this time, Northrop 
Grumman got the NIC to operate in the laptop and connected it to the network, The index file 
was uploaded at 3:52 p.m. and it was completed by 4: 20 p-m. 


Key Issues: 


¢ The Vice President’s files are managed differently from the rest of EOP. 

e Staff personnel responded upon immediate notification of the problem. 

e The primary IT support technician assigned to the Vice President’s office was out sick (due 
to an automobile accident). This created some discomfort for the Vice President’s staff. 

e A qualified backup technician was assigned to assist. He was familiar with the Vice 
President’s staff/office and had performed work for the Vice President in the past. He also 
was in contact via telephone with the primary IT support technician. 
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Extent of the Problem: 


In the process of our investigation of the problem, it was determined that: 


* 


. 


Due to a truncated file, The Vice President was unable to send or receive e-mail. 

The Vice Presidents laptop (from the West Wing) had a faulty extemal floppy disk drive 
and there were no spare parts or a back up laptop available. 

When the OVP server was migrated to NT 4.0 it was configured with the IS & T standard of 
three partitions. One each for the system, application and data files. Upon attempting to 
restore the Vice Presidents data it was discovered that the tape system reflected a previous 
OVP convention of two partitions; one for system files, the other for both application and 
data files. Due to this, no data files have been backed up to tape since the OVP server 
migration. 

Three days of the Vice Presidents e-mail has been irretrievably lost as a result of this 
problem. 


Corrective Action: 


At 4:25 p.m. Bob Haas was notified that the index file was uploaded to the network and he began 
the process of replacing it into the Vice President's account. This was accomplished at 4:48 p.m. 
At 5:00 p.m. the Vice President was able to open mail files successfully. 


Preventative Measures: 


1, 


2, 


3. 


Senior headquarters was notified of this problem and is tracking this issue through to 
completion. 

All Northrop Grumman Network and Operations personnel have been appraised of the 
situation and corrective procedures have been discussed. 

The OVP server has been included in the server backup procedure. 

A directive will be implemented in which Northrop Grumman will change the backup 
procedure to ensure that a selected number of files will be restored from each full backup 
taken to ensure that, not only are the files backed up, but also they are recoverable. 


- The server upgrade checklist will be updated to check to ensure that all files are properly 


included in the server backup process. 

Northrop Grumman will request that an additional 250-MB of memory will be added to the 
OVP server to reduce the resource constraint on processing. 

IS & T will order spare laptop computers for the President and Vice President. Northrop 
Grumman will load the appropriate software as soon as they arrive. These spares will be 
dedicated for the two principals. 
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May 7, 1999 


MEMORANDUM FOR VIRGINIA APUZZO 
ASSISTANT TO THE PRESIDENT FOR 
MANAGEMENT AND ADMINISTRATION 


THROUGH: MARK LINDSAY 

DIRECTOR 

OFFICE OF ADMINISTRATION 
FROM: DOROTHY CLEAL 

ASSOCIATE DIRECTOR 

INFORMATION SYSTEMS AND TECHNOLOGY 
SUBJECT: Office of the Vice President Computer Problems 
INTRODUCTION 


Over the past several weeks, the Office of the Vice President (OVP), has experienced various 
computer problems. As a result, I initiated an immediate IS&T review to: 1) determine the 
cause(s) of the Vice President’s Lotus Notes problem which resulted in the irretrievable loss of 
three days of E-mail (03/31/99 to 04/02/99); 2) determine the cause(s) of certain network related 
problems; 3) identify any known or potential computer system vulnerabilities that would likely 
impact the Vice President’s office in the near term; and 4) identify appropriate corrective 
measures. 


DISCUSSION 
1. Lotus Notes Problem - April 2, 1999. 


What happened: On April 2, 1999 the Vice President was unable to send or receive E-mail for 
approximately seven hours. In the process of correcting the problem, the technical support staff 
discovered that three days of the Vice President’s E-mail was irretrievably lost. 


Why this happened: The OVP Mail and Applications Server had insufficient memory, disk 
space, and power. In fact, the Server is near the end of its useful life cycle as a primary server. 
Consequently, the server became overloaded and it’s operation system cleared its memory to 
prevent total lockup. All documents, which had not been saved to a disk, were irretrievably lost 
in the process. 
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E-mail that is lost may be retrieved from backup tapes. However, when Northrop Grumman 
migrated the OVP server to NT4.0, it was configured using the standard IS&T configuration 
rather than the OVP’s configuration. In addition, the backup schedule was not properly adjusted 
to the EOP backup standards. Consequently, no data files had been backed up to the tape since 
the OVP server migration. While most of the Vice President’s data was ultimately recovered, 
three days of data was irretrievably lost. 


Actions Taken: 


Initiated an immediate and comprehensive analysis to determine all relevant and 
contributing factors to this problem. 


Corrected and tested the server backup schedule to ensure proper operation and 
backup to all server partitions. 


Reconfigured the server to EOP configuration standards. 


Instructed tasked Northrop Grumman to provide an overall assessment of its role in 
this problem. 


Addressed contractor deficiencies with senior Northrop Grumman management. 


Initiated a thorough internal review of specific IS&T management procedures 
including a clarification of the responsibilities of government personnel assigned to 
maintain/operate IT systems and equipment. 


Commenced an internal review of current Standard Operating Procedures for 
accuracy and currency. 


Directed Northrop Grumman to conduct a thorough review of assigned personnel to 
determine whether they possess the necessary technical skills. IS&T is conducting a 
similar review of its personnel. 


Conducted a technical evaluation to determine whether or not the OVP server should 
be replaced. The recommendation indicates that the current OVP server should be 
replaced at the first opportunity. The cost estimate to accomplish this is 
approximately $18,000 and funding has been identified under the FY99 server 
upgrade plan. The new server is expected to be installed by June 1999. 


Scheduled a memory upgrade for the current OVP server as an interim measure 
pending the purchase and implementation of a new, more modern and powerful server 


in the June time frame. 


Opened discussions to verify records managements procedures for OVP files/data. 
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2. Network related problems - April 26, 1999: 


What happened: The computer file that controls and assigns user privileges on the OVP 
network was corrupted. As a result, user access and confirmation onto the network was 
restricted. This problem resulted in disrupted service to OVP for about seven hours while the 
problem was being identified and analyzed. 


Why this happened: The exact cause of this problem is unknown. The age and power of the 
OVP server may have been a contributing factor. Furthermore, the sheer volume of traffic on the 
subnet network (subnet 109) to which the OVP server is connected, may have contributed to this 
problem. 


Actions Taken: 


. Tasked Northrop Grumman to reconfigure current OVP client network configurations 
to relieve the overburdened system. 


. Scheduled the remova! of the subnet 109 server to coincide with the NT 4.0 
conversion project for users of subnet 109. Ultimately this action will minimize the 
burden on the system by rerouting traffic to a more a powerful system. 


. Tasked Northrop Grumman contractor to design, schedule and implement the 
installation of two Ethernet switches for subnet 109 (specifically alleviating impact on 
OVP customers). 


A complete assessment of OVP computer/system is ongoing. Once completed, a full 
determination will be made on what further action may be necessary. 
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EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTRATION 
WASHINGTON, D.C. 20503 


April 8, 1999 


MEMORANDUM FOR MARK LINDSAY 


ACTING DIRECTOR 
OFFICE OF ADMINISTRATION 
\ 
FROM: DOROTHY E.CLEAL {eth CDN 
ASSOCIATE DIRECTOR 


INFORMATION SYSTEMS & TECHNOLOGY 


SUBJECT: Weekly Activity Report - 4/8/99 


1. System Security Issues: 


- E-mail storm: Between April Ist and April 4th, STORM logged 15330 messages from a 
Yugoslavian address. We no longer accept E-mail from this site and after discussion with the 
United States Secret Service (USSS) messages and logs were given to them for further 
investigation. 


- Melissa Virus Update: The first reported case of the Melissa virus on the EOP network 
occurred Tuesday, April 6th. The user (located in CEQ) received an E-mail message from 
someone outside the complex. When the sender realized that he had sent the virus in an 
attachment he notified the E-mail recipient. The Help Desk was contacted immediately for 
instructions and the individual was given instructions on how to delete the file and attachment. 
The virus did not spread. 


A man has been arrested and charged with originating the e-mail virus known as Melissa, 
the New Jersey state attorney general’s office announced Friday, April 2, 1999. Although the 
author of the Melissa virus has been apprehended, there are a number of “copy cat" viruses. . 


2.  Y2% Update: Of the sixty-eight Mission Critical system, one is awaiting formal retirement 
(OMB-VAX System), and thirty-one have are on-schedule (GREEN) to make their 
Implementation Phase objectives, which represents an increase of two systems (EOP Directory 
and Random Drug Testing systems) over the last report. „We expect another three systems 
(ARMS, Phone Book, and Production Control Group are expected to go to the GREEN status 
next week. Thirty-five systems remain in the YELLOW status. While this number remained the 
same, two systems in fact were moved to GREEN status, and two systems (ONDCP Security 
System and ARMS to Lotus Notes Interfaces System) were moved from the RED status. 
These thirty-five systems also include the seven WHISDM Legacy Systems, the WHISDM 
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System, the Personnel and Pay System, and the fourteen IM-Systems (news feed and VAX legacy 
systems). One system (Cabinet Affairs System) remains in the RED. The IS&T Associate 
Director is personally involved in this issue and an update on this situation is forthcoming. 


3. System Problems/Upgrades/Support Requirements: 


- VPOTUS e-mail - On Friday, April 2nd, IS&T was notified that the Vice President was 
experiencing problems with his PC. The problem occurred as a result of a file becoming 
trunctuated. This problem resulted temporary problems with the Vice President's computer and 
the permanent loss of several days of Email. The problem appears to be due to a contractor error 
that was made during a recent server upgrade. The contractor is scheduled to submit a full report 
to IS&T which will provide a thorough analysis of the details surrounding this situation. 


- Ascheduled power outage for the NEOB is set for late Friday night (early Saturday 
morning) beginning at 12:01 a.m. and lasting until approximately 4:00 a.m. IS&T personnel 
have coordinated with necessary contractors and staff personnel to ensure that everyone was 
familiar with the situation and able to respond in the event of unforseen circumstances. 


- VAX Platforms: IS&T personnel completed the first step of the Y2K CD upgrade. IS&T 
personnel are meeting with the renovation team this week. The first draft of the Artel ARMS 
Y2K renovation project management plan (PMP) has been reviewed and feedback has been 
provided to the project manager. The completion date for the ARMS Y2K renovation project is 
June 10, 1999, 


- Enterprise Server: This effort remains on schedule and all products are ready for final 
testing and use by the application staff and customers. 


3. NT4.0 Roll-Out: Microsoft Senior Technical support has been on-site for two days 
providing assistance to IS&T personnel during the rol! out. The roll out of CEQ was completed 
April 6, 1999. 


- WH Operations (WHO), Room | and Cabinet Affairs were installed successfully on 
April 7, 1999. Additionally, the NT4.0 load for theAacting OA Director’s and Assistant to the 
President for Management and Administration were successfully NT4.0. During the installation, 
some issues and questions were raised that are beingbeing investigated. A total of twenty-four 
installations occurred yesterday. 


4, Cabinet Affairs: The letters to the four agencies were returned for modifications and have 
been forwarded to General Council’s office for concurrence and signature. The remaining 
agencies are responding and to-date we have received funding documentation from two and a 
third is pending. 


5. The ¥2K supplemental request: The supplemental request was signed by the President 
on April 2, 1999 and transmitted to Congress. 
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6. NARA GUIDELINES. The new guidelines for scheduling electronic copies of program 
records and administrative records not covered by the General Records Schedules (GRS) have 
been issued. The Records Officer is working with OMB General Counsel to have OMB staff 
review finalize the schedules before deciding when EOP agencies will submit their schedules. 
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Ë Howard M. Sparks 
05/04/99 08:30:53 PM 


Record Type: Record 


To: Dorothy E. Clea 


ce: 
Subject: OVP Problems (Updated Section In Blue) 


Dottie, 
You can change the color by highlighting and selecting "Text", up on the menu bar, then "Text 


Properties". "Text color" will be bottom left in the dialog box that comes up. If not, just click on 
the aZ tab of the dialog box... 


ĮI reviewed, discussed and read everything I had... The installation of the switch was 
preventative... The only real problem was with a corrupted WINS database on BDC-109..... See 
below for proper format........... 


May 3, 1999 


MEMORANDUM FOR VIRGINIA APUZZO 
ASSISTANT TO THE PRESIDENT FOR 
MANAGEMENT AND ADMINISTRATION 


THROUGH: MARK LINDSAY 
DIRECTOR 
OFFICE OF ADMINISTRATION 
FROM: DOROTHY CLEAL 
ASSOCIATE DIRECTOR 


INFORMATION SYSTEMSYAND TECHNOLOGY 


SUBJECT: Office of the Vice President Computer Problems 


Discussion. Over the past several weeks, the Vice President, and his immediate office, have 
experienced computer problems which have negatively affected the Vice President and key staff 
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personnel from performing their jobs. As a result of the Vice President’s Lotus Notes issue 
(E-mail problem) on April 2, 1999 and the OVP network problem on April 26, 1999, I initiated 
an immediate IS&T review to: 1) determine the cause(s) of the Vice President’s Lotus Notes 
problem which resulted in the irretrievable loss of three days E-mail; 2) determine the cause(s) of 
the network related problems which occurred on April 26th; 3) to identify any known or potential 
computer system vulnerabilities that would likely impact the Vice President’s office in the near 
term and to; 4) identify what internal procedures/course(s) of action was required to alleviate 
potential and known problems. 


Problem, 
(1) Computer/ Lotus Notes Problem - April 2, 1999. 


What happened ( primary issue): Due to a truncated file on Lotus Notes, the Vice President was 
unable to send or receive E-mail for approximately four hours. In the process of restoring Lotus 
Notes capabilities, the technical support staff attempted to restore E-mail messages, This could 
not be accomplished because the OVP server had not been properly backed up when a recent 
server upgrade was completed. This resulted in the irretrievable loss of three days of the Vice 
President’s E-mail. 


Why this happened: The OVP Mail and Applications Server, turned over to IS&T for 
maintenance and support, is underpowered, has insufficient memory, insufficient disk space, and 
is near the end of its useful life cycle as a primary server. When the Server becomes severely 
overloaded and its resources stressed, its operating system will, as a last resort and to prevent 
total lock-up, clear some of its memory which may contain user documents which had not been 
saved on disk causing "truncation," or the loss of some or all of one or more documents or files. 
The problem is a flaw inherent in the Lotus Notes operating system of which the vendor is aware 
but has not yet corrected. The expanded memory size planned for the replacement server will 
greatly reduce the probability of this event's recurrence, though another failure cannot be ruled 
out completely. In the interim, additional memory is being ordered for installation on the 
existing server within about a week to minimize the probability of the problem's immediate 
recurrence. Installation of the new server is expected by late June. : 


Secondary issue: When the OVP server was migrated to NT4.0, it was configured using the 
IS&T configuration management standard. When attempting to restore the Vice President’s 
E-mail files, it was discovered that the back tape system that was installed did not adhere to the 
previous OVP convention. As a result, no data files had been backed up to the tape since the 
OVP server migration. Most of the Vice President’s data was ultimately recovered however, 
three days of data was irretrievably lost. 


o 


Relevant/contributing factors: 


The OVP server was just recently transferred from the OVP to 
IS&T. (January/ February time frame). 


Formal agreement to transfer the server was accomplished by 
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personnel who have since left their positions. Staff personnel did not seek 
additional guidance or clarification on what actions needed to be accomplished 
with the transfer. 


The transfer of the OVP server was accomplished with 
insufficient: 1} understanding of the server configuration; 2) assessment of 
whether or not the age/capacity of the server warranted its replacement 
with a new server; 3) knowledge and agreement on what procedures would 
be used to ensure accurate records mangement. 


As a result of the insufficent assessment prior to the 
transfer of the server, the OVP server was not proper integrated into the 
EOP server environment. 


During the server operating system upgrade in January, 
technicians did not properly adjust the backup schedule to operate 
according to EOP server backup standards. 


Actions Taken: 


Tasked Northrup Grumman contractor to provide their 
assessment of the problem. (Tab A refers) 


Addressed contractor deficiencies with the President of 
Northrup Grumman. 


Initiated an immediate and thorough internal review of specific 
IS&T management issues which could use closer scrutiny by Branch Chiefs. 
(Tab B refers) 

The server backup schedule has been corrected and tested to 
operate properly to backup all server partitions. 


The current OVP server that is in use is scheduled to have its 
memry upgraded within a week as an iterim measure prior to the implementation 
of a new, more modern and powerful server. 


Conducted a technical evaluation to determine whether or not 
the OVP server should be replaced. The recommendation indicates that the 
current OVP server should be replaced at the first opportunity. The cost estimate 
to accomplish this is approximately $18,000 and funding has been identified 
under the FY99 server upgrade plan.» 


A new, more powerful server with more meory, processing 
speed and disk storage is expected to be be able to handle known OVP mail and 
database processing requirements for at least two more years is being ordered. 
Implementation is expected to occur by June. 


Established liaison between IS&T, OA, OGC and OVP to 
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define actions required to implement records management procedures. 


Department of Justice was notified by the Office of 
Administration, General Counsel about the loss of the Vice President’s E-mail 
files. 


(2) OVP computer problems on April 26, 1999: 


What happened: A detailed analysis of the Office of the Vice President (OVP) computer problem 
which occurred on April 26th exposed a corrupted service native to Microsoft networks. This service failed 
to provide name resolution needed by VP workstations located on subnet 109, seeking access to the 
OVP2 server which is located on subnet 120. WINS (Windows Internet Naming Service) provides this 
service by maintaining a database of system names and associated network addresses and shares its 
information to other like services running throughout the network. Without name resolution, workstations 
were unable to obtain services normally available to them. This impacted service for about seven hours 
as the problem was being analyzed. 


Why this happened: No physical device failures precipitated this problem, and there were no 
error messages present to indicate abnormal operation. Corrupted entries aren't uncommon on WINS 
servers, though normally associated with workstations who advertise their name and address to WINS 
each time they log-on, and as such are subjected to greater levels of data corruption. Yet these problems 
are transparent, because only network management and monitoring equipment seek workstation name to 
address resolution. 


Secondary issue: Network traffic levels on subnet 109 hovering near insupportable levels. 
Configuration of network segment promoted use of Ethernet switching equipment for traffic 
segmentation. 
Relevant/contributing factors: 
The OVP server was just upgraded to NT 4 (February time frame). 


WINS server on subnet 109 is under powered 


Installation of NT 4 on subnet 109 resulting in constant changes to WINS 
database. 


To many client systems installed on subnet 109. 
Collisions caused by near insupportable traffic levels. 


Traffic from other networks broadcasting to subnet 109. 


a 


Actions Taken: 
Tasked Northrup Grumman contractor to reconfigure client configurations to 


access newly installed WINS server (BDC-OEOB1), which will replace all 
OEOB/White House WINS at conclusion of Novell to NT 4 server conversions. 
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Schedule the removal of the subnet 109 WINS server to coincide with 
completion of Novell to NT 4 conversion project for users of subnet 109. 


Tasked Northrop Grumman contractor to design, schedule and implement the 
installation of two Ethernet switches for subnet 109, and specifically customers 
supported by wire closet WT3 on the second floor of the West Wing. This 
action reduced the broadcasts seen by customers throughout subnet 109, and 
provided availability to high speed, high bandwidth communications for key 
White House staff. 
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Ê Howard M. Sparks 
05/05/99 01:43:41 PM 


Record Type: Record 


To: Dorothy E. Cleal jie 
ce: Terrence J. Misich/ 
Subject: Comments 


Dottie, 


Hopefully, you corrected the sentence fragments in Terry's abridged version (see example betow).... 
What we have determined is that a computer file which controls and assigns users privileges on the OVP 
network.” 

Please note that |, for one, am not trying to be critical, just noticed the oversights... 


In addition, the translation is actually not a truthful statement... My only concern with that is, If Vice 
President Gore seeks confirmation through outside sources, the statements might not wash out well... 
Authentication did occur! However, the workstations of the affected users were unable to get a network 
address need to access the OVP2 server... They were on the network, and could have used applications 
if they knew where to go to run the executables.. 

My problem is, if Mr. Gore requests additional details,,,, we'll have to make things up to fit the statements 
made... 


Respectfully, 


Chip 


--- Forwarded by Howard M. Sparks AMIB on 05/05/99 01:30 PM 


Terrence J, Misich 
05/05/99 09:34:44 AM 


Record Type: Record 


To: Howard M. Sparks Dorothy E. cng 


obi 
Subject: 


OVPTROUB.WPIDottie: As requested, | have tried to condence the OVP problem down to a paragraph 


that our customers can understand, using Chips comments as a baseline. | am sending this also to Chip 
to review, to insure | have interpreted his comments correctiy 
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Terry 
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eo f 
M ES ry ome g 
Nellie W. Doering H ` aa 04:12:16 PMlr” an 


Record Type: Record 


To: Dorothy E. Cie 
cc: Daniel A. Bary S 


Subject: RE: Records Issues for GC 


Dottie: 


You asked that Tony and | come up with a list of the issues that need attention from the OA General 
Counsel. Perhaps we could have a meeting. See Below: 


1. Authorization to delete the ARMS records identified in the OA records 
schedule, i.e. calendars, pagers, and phone messages. 


2. Guidance on how/when to proceed with NARA Tape reformatting project. 
3. Guidance on how to proceed with principals bulk mail. 
5. Guidance on how/when to proceed with EOP/Carlin schedules since new 


guidance has been issued. 


6. Guidance on OVP electronic records -- is this OA's responsibility? It seems 
that this question comes up occasionally. 


Thanks, Nell 
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OASIS ALL-IN-1 MONITORING INFORMATION 
IN REPLY TO GAO QUESTIONS 


SEPTEMBER 9, 1996 
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9/9/96 


7/21/94 


10/13/94 


10/28/94 


9/95 


10/2/95 


10/6/96 
10/27/95 
10/30/95 
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CONTENTS 


E-MAIL RE MONITORING - (2 E-MAILS) 

SENDING 7/21/94 FREQUENCY OF MONITORING 

1) WHO/TERRY GOOD - OVP/MICHAEL GILL 

2) OMB/SHARON WARNER - OSTP/TANYA FELDER - 
ONDCP/TILMAN DEAN - CEQ/KATHLEEN GALLAGHER 
OASIS ALL-IN-1 SYSTEM MONITORING REPORT 


FEDERAL RECORDS MONITORING PLAN (AS SENT TO AGENCY 
MONITORS) 


AGENCY MONITORING REPORTS `- CEQ, OMB, ONDCP, OSTP 
OASIS ALL-~IN-1 SYSTEM MONITORING REPORT TO OA 
DIRECTOR/MEMO TO THE RECORD/ROUTING AND REMARKS 
TRANSMITTAL 

MEMO TO OA DIRECTOR FROM OA DEPUTY GENERAL COUNSEL 
FEDERAL RECORDS MONITORING PLAN (AS SENT TO MONITORS) 
E-MAIL CLEARING FEDERAL RECORDS MONITORING PLAN 
E-MAIL TRANSMITTING MONITORING PLAN TO MONITORS 
STATISTICS 10/1/95 THROUGH 9/9/96 


CEQ, OA, OMB, ONDCP, OSTP, WHO (OVP-HAS NOT 
MONITORED) 
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EXECUTIVE OFFICE OF THE PRESIDENT 


21-Jul-1994 05:43pm 


TO: (See Below) 


FROM: Nellie W. Doering 
Office of Administration, LISD 


SUBJECT: RE: Monitoring 


As of July 14, 1994, we were "live" for official e-mail 
monitoring. Since you have agreed to monitor, you may want to 
model your approach to monitoring like we have done for Federal 
monitors. Please see the attached for format. Please start 
monitoring on July 25, 1994. The programmers need extra time to 
stream off those messages monitored prior to July 14, 1994. 


Distribution: 


TO: Terry W. Good 
TO: Gill, Michael A. 


CC: Gwendolyn N. Weaver 

CC: Mary D. Blackwood 

cc: Kumiki S. Gibson 

cc: Marvin Krislov 

CC: FAX (9~606-8470,jason baron) 
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May 5, 1999 


MEMORANDUM FOR VIRGINIA APUZZO 
ASSISTANT TO THE PRESIDENT FOR 
MANAGEMENT AND ADMINISTRATION 


THROUGH: MARK LINDSAY 
DIRECTOR 
OFFICE OF ADMINISTRATION 
FROM: DOROTHY CLEAL 
ASSOCIATE DIRECTOR 


INFORMATION SYSTEMS AND TECHNOLOGY 


SUBJECT: Office of the Vice President Computer Problems 


DISCUSSION 


Over the past several weeks, the Vice President, and his immediate office, have experienced 
computer problems which have negatively affected the Vice President and key staff personnel 
from performing their jobs. As a result of the Vice President’s Lotus Notes issue (E-mail 
problem) on April 2, 1999 and the Office of the Vice President (OVP) network problem on April 
26, 1999, I initiated an immediate IS&T review to: 1) determine the cause(s) of the Vice 
President’s Lotus Notes problem which resulted in the irretrievable loss of three days E-mail; 2) 
determine the cause(s) of the network related problems which occurred on April 26th; 3) identify 
any known or potential computer system vulnerabilities that would likely impact the Vice , 
President’s office in the near term and to; and 4) identify what internal procedures/course(s) of 
action were required to alleviate potential and known problems. 


PROBLEM 
1, Computer/ Lotus Notes Problem - April 2, 1999. 


What happened ( primary issue); Due to a truncated file on Lotus Notes, the Vice President 
was unable to send or receive E-mail for approximately seven hours. In the process of restoring 
Lotus Notes capabilities, the technical support staff attempted to restore E-mail messages. This 
could not be accomplished because the OVP server had not been properly backed up when a 
recent server upgrade was completed. This resulted in the irretrievable loss of three days of the 
Vice President’s E-mail. 
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Why this happened: The OVP Mail and Applications Server, turned over to IS&T for 
maintenance and support, is underpowered, has insufficient memory, insufficient disk space, and 
is near the end of its useful life cycle as a primary server. When the Server becomes severely 
overloaded and its resources stressed, its operating system will, as a last resort (and to prevent 
total lock-up), clear some of its memory which may contain user documents which had not been 
saved on disk causing "truncation", thereby losing some, or all, of one or more documents/files. 
This problem is a flaw inherent in the Lotus Notes operating system. The vendor (IBM) is aware 
of this problem and staff personnel from IS&T and IBM have discussed this issue as an ongoing 
problem. 


Secondary issue: When the OVP server was migrated to NT4.0, it was configured using the 
IS&T configuration management standard. When attempting to restore the Vice President’s E- 
mail files, it was discovered that the back up tape system that was installed did not adhere to the 
previous OVP convention. As a result, no data files had been backed up to the tape since the 
OVP server migration occurred. Most of the Vice President’s data was ultimately recovered. 
However, three days of data was irretrievably lost. 


Relevant/contributing factors: 


. The OVP server was just recently transferred from the OVP to IS&T. (January/ 
February time frame). Up until this time OVP maintained full custody and 
maintenance responsibilities for the server. 


. Formal agreement to transfer the server was accomplished by personnel who have 
since left their positions. At the time of the transfer, IS&T/Northrup Grumman 
personnel did not seek additional guidance or clarification on what actions needed to 
be accomplished with the transfer nor did they advise their current leadership chain 
that the transfer was taking place. 


. Northrup Grumman proceeded with the transfer of the OVP server without sufficient 
coordination or oversight by the government staff. 


. Standard configuration of the OVP server differed from the standard EOP server 
configuration. 


. The transfer of the OVP server was accomplished without a full: 1) understanding of 
the server configuration; 2) assessment of whether or not the age/capacity of the 
server warranted its replacement with a new server; and 3) knowledge and agreement 
on what procedures would be used to ensure accurate records management. 

4 

. As a result of an insufficient assessment prior to the transfer of the server, the OVP 

server was not proper integrated into the EOP server environment. 
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. During the server operating system upgrade in January 1999, Northrup Grumman 
technicians did not properly adjust the backup schedule to operate according to EOP 
server backup standards. 


. Inadequate quality assurance measures exist during monitor upgrades, installations 
and system changes. 


Actions Taken: 


. Tasked Northrup Grumman contractor to provide an overall assessment of their role 
in this problem, (See Tab A) 


+ Addressed contractor deficiencies with senior management at Northrup Grumman 
Headquarters. 


. Initiated an immediate and thorough internal review of specific IS&T management 
issues which could use closer scrutiny by Branch Chiefs. (See Tab B) 


. Initiated an internal review of current Standard Operating Procedures for accuracy 
and currency. Reviewing the need for an internal IS&T policy for issuing designation 
of responsibility letters for government personnel assigned to maintain/operate 
specific systems/equipment. 


e Conducting a thorough review of assigned personnel technical skills. Northrup 
Grumman assessment is currently underway. In the process of identifying whether or 
not IS&T technical skills are sufficient/current and determining what additional 
training may be required. 


. The server backup schedule has been corrected and tested to ensure proper operation 
and backup to all server partitions. 


* Conducted a technical evaluation to determine whether or not the OVP server should 

l be replaced. The recommendation indicates that the current OVP server should be 
replaced at the first opportunity. The cost estimate to accomplish thisis ` 
approximately $18,000 and funding has been identified under the FY99 server 
upgrade plan. The new server is expected to be installed by June 1999, 


. Scheduled the memory upgrade of the current OVP server as an interim measure 


pending the purchase and implementation of a new, more modern and powerful server 
in the June time frame. 
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. Identified the need for IS&T, OA, OGC and OVP to define actions required to 
implement records management procedures for the OVP server. Discussions are 
currently underway. 


. Department of Justice was notified by the Office of Administration, General Counsel 
about the loss of the Vice President’s E-mail files. 


2. OVP computer problems on April 26, 1999: 

What happened: A detailed analysis of the Office of the Vice President, April 26th computer 
problem identified that there was a corrupted computer file. This file controls and assigns user 
privileges on the OVP network. Because this file was corrupted, user access and confirmation 
onto the network was restricted. This problem resulted in disrupted service to OVP for about 
seven hours while the problem was being identified and analyzed. 

Why this happened: There is no way of telling what caused this corrupted file error. The age 
of the OVP server may have contributed to this problem. This corruption occurs rarely and 
manifests itself in a variety of different ways which gives a false indication that there may be a 
network problem, a computer hardware problem, or a computer software problem. This caused 
the delay in actually repairs. 


Secondary issue: Network traffic levels on subnet 109 are currently hovering at nearly 
insupportable levels. 


Relevant/contributing factors: 
* The OVP server was just upgraded to NT.4 (February time frame). 
« WINS server on subnet 109 is under powered. 


. Installation of NT.4 on subnet 109 has resulted in constant fluctuations to WTNS 
database. 


. There are currently too many client systems installed on subnet 109. 
e Network collisions are being caused by this near insupportable traffic level. 


. Problem is being compounded by traffic from other networks that is being 
broadcasted to subnet 109. - 
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Actions Taken: 


. Assigned Northrup Grumman action to reconfigure current OVP client network 
configurations to relieve the overburdened system. 


. Scheduled the removal of the subnet 109 WINS server to coincide with the 
completion of Novell to NT 4.0 conversion project for users of subnet 109. 
Ultimately this action will minimize the burden on the system with regards to traffic 
and then will reroute traffic to a more a powerful system. 


. Assigned Northrup Grumman contractor responsibility to design, schedule and 
implement the installation of two Ethernet switches for subnet 109 (specifically 
alleviating impact on OVP customers supported by wire closet WT3 on the second 
floor of the West Wing). This action has reduced the broadcasts seen by customers 
throughout subnet 109 and is expected to provide increased availability of high 
speed, high bandwidth communications for key White House staff. 


A complete assessment of OVP computer/system vulnerabilities is still underway. Once this 
information is compiled, a formal plan of action will be developed to address remediation 
wherever practicable. My office is also discussing the feasibility of identifying a designated 
“tiger team” for the Offices of the President and Vice President to ensure immediate response by 
a team of individuals who continuously work on the systems and thereby have a comprehensive 
familiarity and understanding of the network, computer loads and overall system. 


The OVP has requested that they be provided with formal feedback regarding the cause of these 
computer problems and an explanation of what action has/will be taken to preclude additional 
disruptions to their computer services. I will provide a copy of this assessment once your 
concurrence has been obtained. 


20, 
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RECORD TYPE: FEDERAL (RECONSTRUCTED EMAIL) 

CREATOR: Daniel A. Barry {- BARRY D } (OA) 
CREATION DATE/TIME:03-JUN~1994 15:47:00.00 

SUBJECT: WEEKLY for week ending 6/3/94 


TO: James B. Wright : ( WRIGHT J } {OA) 
READ: UNKNOWN ` 


TEXT; 
Name: Daniel A. Barry 
Week ending 6/3/94 -- 


1/ Records Management: EIS-94420 

» Testing capturing External mail 

. Prepared ARMS/CCmail connectivity paper 

- Enabled complete journaling of Mail traffic while the ARMS 
system is disabled thus facilitating turning off ARMS without 
loosing any information. This is necessary in the event that 
we run into an ARMS system problem 

. Enabled the labeling of records from different sources. I.e. 
All_in-1 MAIL, ALL~IN-1 WAVES request, WHO DB etc. 


Demoed ARMS to VPO and WHO records management staff 
2s IMC/records management: EIS-94430 
» Created an OS-2 Diskette containing the manually classified 
records for ARMS Phase 2 Proof of concept 


3/ OASIS support: EIS-94130 
Answered request re Time management from Client services 
Investigated a user Fax problem 
Investigated several Pager confirmation message problems 
Prepared Pager history information. 
- Investigated and corrected a Dow Jones update failure 
- Investigated a WHCA pager which had been issued to 2 people 
4/ Miscellaneous meetings/classes 
i . Meetings regarding Rivlin/ARMS/Tisdale etc. 
. Meetings re pager logfile information and restoration 
. Attended CMC meeting. 
5/ Time off ete. 


None 
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RECORD TYPE: FEDERAL (RECONSTRUCTED EMAIL) 

CREATOR: Daniel A. Barry d ( BARRY_D ) (OA) 
CREATION DATE/TIME:26-MAY-1994 18:05:00.00 

SUBJECT: WEEKLY for week ending 5/27/94 


TO: James B. Wright ( WRIGHT_J ) (OA) 
READ: UNKNOWN 


TEXT: 
Name: Daniel A. Barry 
Week ending 5/27/94 -- 


1/ Records Management: EIS-94420 
. Fixed a problem with the BATCH piece of ARMS causing stack 
dumps on illegal addresses 
. Wrote and implemented the ARMS piece to delete NON records 
based on the monitoring date 
. Demoed ARMS monitoring and system to NSC 


. Made some changes to the ARMS code to facilitate capture of 
external electronic mail 
Put WHO OPD and VPO on line with ARMS 


2/ IMC/records management: EIS-94430 
Prepared sample message pool to start zoning 


3/ OASIS support: EIS-94130 
Corrected and resent 1 WAVES appointments that failed on the 
script symbiont 
4/ Miscellaneous meetings/classes 
. Meeting with IMC re Proof of concept and tape reconstruction 
. Meeting with GSA re Records management 
Meeting with Sgt. Steve Smith (USSS) re Pager 
. Meeting with Beth,Nell re outstanding ARMS issues 


5/ Time off etc. 
3 hours comp 
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RECORD TYPE: FEDERAL (NOTES MAIL) 


CREATOR: Paul L. Myers ( CN=Paul L. Myers /@ 


CREATION DATE/TIME: 21-MAR-1997 17:35:29.00 


SUBJECT: : QFR/Fenced Funds Draft 


TO:Christina L. Vanfossan ( CN=Christina L. Vanfos san Qin, > 


READ: UNKNOWN 


TO:HOCKULI_J ( HOCHULI J Aaa 


READ : UNKNOWN 


TO:BENJAMIN C ( BENJAMIN C Qa isnR peers 


READ: UNKNOWN 


TO:POSEY_A ( POSEY A GANES 


READ: UNKNOWN 


BCC:Paul L. Myers ( CN=Paul L. Myers/@Qa yD 


READ: UNKNOWN 


TEXT: 
I decided that rather than deal with the version problems, I would just 


make this draft a part of the text of an email 


NANAANANAAANANAAAANNASANAAA ANA SAAAAAAAS AAAS 
Committee Questions 


a. You are asking the Committee to unfence the 1997 appropriation 

for computer upgrades on the basis that, if the committee fails to release 
these funds, significant problems will occur which will seriously hamper 
the ability of the EOP to support the President and the institution of the 
Presidency. The Committee takes these statements seriously. Referring to 
the letter of February 28, 1997 sent by Ada Posey to Chairman Kolbe 


regarding the EOP's Five Year Information Technology Plan: 


What are the current external threats to the EOP computer systems and 
Internet connections? Specifically, what threats have you experienced 
this fiscal year? What are the expected threats in the event that this 


money is not unfenced? 


A. The answers to the questions pertaining to security threats have 


been purged of specific numerical data relating to successful attempts to 
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breach the security of the EOP. Providing this information for the public 
record may provide a form of feedback to individuals attempting such 
breaches that is not in the best interest of the EOP. This data is 


available for discussion outside the public record environment. 


as What are the current external threats to the EOP 


computer systems and internet connections? 


"Denial of Service" attacks come in the form of PING attacks, DNS 
attacks, and Router 
attacks. The end result of this type of an attack is a disruption of 
service to the 
target site. Specifically at EOP, this would mean that internet users 
could not access 
the WhiteHouse WEB site or send electronic email to EOP. 

Mail spoofing off the WhiteHouse WEB site. Internet users are sending 
mail to other 
internet users in the name of the President by redirecting mail from the 
WhiteHouse 
internet mail server. This gives the appearance that the internet email 
originated from 
the Office of the President. This has an negative effect on the image of 
the WhiteHouse 


Office. 


Mail "storming" or "bombing" occurs 2 to 3 times a day. The net 
effect of several 
hundred to several thousand pieces of identical email being delivered to 
EOP within a very 
“sbort time span effectively shuts down the internet email flow to and from 


the WhiteHouse. 
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WhiteHouse WEB page content tampering by internet "hackers". The 
attempt is change 
the WEB page content to something which is generally offensive and 
slanderous to the 


internet users viewing the WEB site. 


EOP network break-in attempts which if successful can potentially 
bring down the entire 
EOP network ‘and dramatically slowdown operations at EOP while recovering 
from this type of 


error. 


New techniques are constantly being engineered to perform a "Denial of 
Service" or 
break-in attempt to the EOP network or WEB site as known potential 


exposures are closed. 
2. Specifically, what threats have you experienced this 


fiscal year? 


EOP has been experiencing frequent "Denial of Service" attacks averaging 3 


times a week. 

Email bombing and storming occur several times a day. 
Unsuccessful break-in attempts occur daily. 

Email spoofing occurs daily. 


Sy What are the expected threats in the event that this 


money is not unfenced? 


We are expecting an eventual EOP network break-in because the firewall 
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hardware and 
software are out of date and need to be upgraded to current levels. This 


will result in a disruption of the entire EOP network. 


Email storm and bomb attacks will become more successful as the 
current storm 
prevention software is cut of date and also needs to be upgraded. This 
will result in a disruption of Internet services, seriously hampering 


EOPD, s business profile. 


A WEB site attack is predicted to occur. The WEB site servers 
software and hardware 
are in need of an upgrade to current levels to counter against new hacking 
techniques that 
are constantly being developed to circumvent the security software and 
processes currently 
protecting the WEB servers. A WEB site attack is likely to require 4-5 


days for recovery. 


The letter mentions a “dramatic increase in the volune of data 
processed." Specifically, what data are you referring to? For FY 1995 
through FY 1998 estimates, provide data processing workloads by major 
computer system within the EOP, making a specific note of those systems 


which are impacted by the 1997 fenced appropriation. 
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A. Volume of data processed increased dramatically in four major 


areas of service. 


First, it includes activity on the White House Home Page, a service used 
primarily by the citizens to gain information on the White House as well 
as to provide linkages to other government Web sites. Since 1995, access 
has increased from 4.9 million accesses to 27 million in FY 1996. 
Projections for activity in the range of 36 to 40 million is expected in 
FY 1997 and 45 million for FY 1998. Restriction of funds will affect the 
ability of the EOP to offer additional services to the citizenry as well 
as to provide security protection to EOP itself against steadily 
increasing threats from intruders (see also the earlier response on 


threats for specific information). 


E-mail and e~mail related services (that is, services obtained through the 
e-mail application) such as faxing and paging, has increased from just 
over 1 million in FY 1993 to a projected 2.4 million in FY 1998 and 
increase of over 125 percent for the period. OA began a shift to a new 
mail application, Lotus Notes, in FY 1996 and remains postured in both the 
All-in-1 application as well as Lotus Notes at this time. Funds for 
additional servers and related hardware components are needed to relieve 
the strain the increased load is placing on the network. In addition, the 
need for additional desktop resources such as hard drives and memory 
chips, prevents the further deployment of Notes to OA. The impact of 
having to support two mail applications consumes additional staff time and 
maintenance budgets for as long as the two-pronged levels of support are 


required. 


E-mail records management traffic figures reflect the additional numbers 
of records that transit the network to store this material in a record 
keeping system in conformance with the terms of the settlement of the 
Armstrong v. EOP litigation. The first full year of data was FY 1995 when 


over 2 million records were transferred; it is projected to handle 3.8 
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million records in FY 1998, an increase of 90 percent over FY 1995 t 
levels. It is noteworthy that more records are transferred than created. 
The primary reason for this is explained where an e-mail sender 
corresponds with other member agencies in EOP. In this case a copy of the 
mail is saved in the record keeping application for each agency that 
participated in the mail exchange. It also includes e-mail received from 
external sources. With the increase in e-mail transactions, more robust 


servers are necessary to handle the load across the network. 


Finally, activity during the annual Budget season (generally December 
through January of the fiscal year} by outside agency users accessing 
OMBO,s applications places additional workload on the network. In 
previous years, the access occurred through a dial-in application that is 
no longer supported by the software vendor. Thus it became critical to 
find a different method to. gain access. In a recent survey, OMB learned 
that a great percentage of agency users had the ability to communicate 
through an Internet connection. During the past Budget season 
approximately 65 percent of the users relied on the Internet to transfer 
data in nearly 19 thousand separate accésses. As more agencies shift to 
this new method of access, additional hardware is necessary to support the 
expected load though this is not affected at this time by the fenced 


appropriation, 


What is your current network down time? What do you expect your network 


down time to be in the event that these funds are not released? 


A. In May 1996, the EOP began the migration from a Novell Netware~based 
network architecture to Micrasoft Windows NT. The first phases of this 
initiative have been completed at the desktop level. We are now at the 
point in the process to procure, install and integrate the hardware and 
software necessary to manage network browser traffic and print service 


requests. Help desk statistics indicate approximately 400 network 
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requests are denied service each week due to excessive network traffic 
loads. The denied service requests forces users to reboot their PCs 


numerous times in order to establish network connectivity. 


The project to reduce the network loading is on hold due to the fenced 
appropriations. Therefore, the users will need to continue the frequent 
rebooting of their PCs. The average productivity time lost while a PC 
reboots is 2-3 minutes. Once connectivity is established, users will 
continue to see slow response times during periods when collision rates 


are high, especially between the hours of 0730-0930 Monday through Friday. 


What specific preventative maintenance efforts will not take place if 
these funds are not released? What broken equipment do you currently have 
at the EOP that can not be replaced and what is the cost of replacing that 
equipment? By equipment or computer system, describe how this effects the 


support and the institution of the Presidency. 


A. On December 23, 1996, the FDDI work group hub failed. This unit 
connects EOP staff to centralized computer resources for the purpose of 
processing White House Activity Visitor Entrance System (WAVES) requests, 
All-in-1 electronic mail, the scheduling of Arrival Ceremony Appointments, 
and access to the information management news wire services. Four (4) 
hours of downtime were experienced while IS&T staff swapped the failed hub 
with the spare unit and reconfigured the network equipment. The downtime 
was minimized by the ability to replace the failed unit with an on-site 
Spare. If a spare unit was not available, the downtime would have 
extended to approximately 3 days while a new unit was purchased and 
shipped to the EOP. In addition to decreasing downtime by installing 
spare parts kept on-site, a cost savings can be realized by maintaining 
hardware components. The FDDI hub costs $12,058.93 when purchased new. 
The cost to repair a broken unit under a maintenance program averages 


about $6,000.00, resulting in a $6,058.93 savings per failure incident. 
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The repair of the failed unit should be done to ensure a working spare is 
in operational condition to reduce the amount of downtime experienced 


during failures. 


On February 13, 1997, the Lattis Switch connecting 16 users in the OVP 
office to.the network failed. Four (4) hours of downtime were experienced 
by the users while the spare unit was configured and installed. Ifa 
spare unit was not on-site, the downtime would have extended to 24-36 
hours te allow for the procurement and receipt of a replacement switch. 
The cost to repair a broken unit under a maintenance program is $2,475.00 
versus the cost to purchase a new unit at $13,678.28 each. End user 
downtime can be reduced by maintaining spare parts on-site, and an average 
cost savings of $11,203.28 can be realized for each failure occurrence 
through the use of an equipment maintenance program. As a result of this 
failure, the Vice President's speech writers could not access the Vice 


President's speech that he was giving that day. 


During the first week of February, 1997, one of the 2.1 GB disk drives in 
the OVP file server failed. A spare replacement drive was not available. 
After six (6) hours of downtime passed, the need to restore operational | 
services became critical . The file server from the SMS development 
project was pulled and placed temporarily into the production 

environment. This act enabled the users to continue processing, but 
halted all efforts on the SMS development project. The SMS project will 
result in the ability to automatically deploy software patches and 
enhancements across the network, and allow for the automatic tracking of 
ADP equipment and software for inventory and license verification purposes 
across the EOP complex. Seventeen (17) hours were spent reconfiguring the 
replacement server in order to match the configuration characteristics of 
the failed OVP file server. Once the failed drive is replaced, the SMS 
development server will be returned to the development team. However, the 


17 hours spent reconfiguring the file server will have to be repeated in 
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order to return the development equipment to its original state. The cost 
to replace a 2.1 GB hard drive is $752.00. The average hourly rate for 
network support personnel to reconfigure a file server is $35.12. Ifa 
hard drive was available a cost savings of $442.08 ($35.12 x (17 hours x 
2) - $752.00) could have been realized since the SMS server would not have 
been involved and reconfigured. The impact to the SMS development effort 
will result in the delayed implementation of SMS due to the work stoppage 


of the development project. 


On March 21, 1997, the disk space on the OVP file server filled up again. 
As a result, the Vice President and his staff could not access their 
email. IS&T was forced to initiate a special backup of the file server 
during prime time across the network , worsening the EOP network traffic 
load problem, in order to capture official records onto tape. The OVP 
staff was then forced to manually delete the on-line versions of the 
records in order to free up disk space so email could flow again. The 
time email services were down was 4 hours. The request to purchase 
additional hard drives has been on hold due to the fenced 


appropriations. 


The client/server backup system used to preserve data integrity and 
facilitate the archival of Presidential and Federal records has exceeded 
its life cycle. The current system only has the capability to backup 50% 
of our file servers. However, due to hardware and software failures, less 
than 30% of our file servers have current backups. Users have lost data 
due to the failure of the EOP backup system. This was evidenced by the 
Executive Clerk=s Office when a user accidentally deleted some files and 
no current backups of the data existed. Software upgrades and the 
reconfiguration of the hardware needs to occur in order to guarantee 100% 
of the records are backed up. Currently, the only copy of data that is 
not backed up resides on each file server=s physical hard drives. If any 
of those hard drives fail, data will be lost. Several users have already 


experienced the loss of data due to a file server hardware failures. An 
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analysis of the backup system has been completed with three 
recommendations to correct the problem. The cost to implement the 


solutions range from $7,500.00 to over $20,000.00. 


The letter mentions "significantly delayed response time." Specifically, 


response time to what? What is your current response time? What are your 


estimates of response time if these funds are not released? 


A. The standard response time to complete customers= requests for 
ADP services is five (5) days. Since the migration from the Novell 
Netware-based network operating system to Windows NT began, requests for 
services have dramatically increased. The reason for the increase is due 
to the fact that we are currently maintaining duplicative network 
environments with reduced staffing levels. Until the old Novell Netware 
network operating system can be removed, or staffing levels increased, the 
current situation will degrade. Some service requests have taken as long 
as 42 days to complete, denying our customers the tools necessary to 


support the agency=s mission. 


The complexity of the service requests will continue to escalate due to 
the heterogeneous network environment we are forced to operate under. 
Functioning under dual network operating systems requires extensive 
manipulations of computer configurations in order to ensure the 
connectivity to both environments is maintained. The length of time to 


complete a service request has tripled. 
Examples of what will happen if we can=t have software maintenance. 


The EOP currently has over 2,000 desktop PCS and 32 servers installed with 
software products from Microsoft Corporation. The type of software 


applications installed on the desktop PCS range from the operating system 
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to spreadsheet, database and graphics packages. The software applications 
installed on the file servers include the network operating system. The 
Lotus Notes e-mail, pager and fax systems and the Microsoft business 
applications suite (Excel, Power Point, Access, etc.) are all dependent 
upon the Microsoft Windows NT network operating system in order to operate 
correctly. If the Windows NT environment is not operational the software 
applications will not function. If a failure occurs, access to Microsoft= 
s technical support personnel will be necessary. The request to purchase 
technical support from Microsoft De hold due to the fenced 
appropriations. If a failure occurs and technical support is not 
accessible, the problem may not be resolved. If the type of failure 
experienced is at the network operating system level and requires Microsoft 
=s technical support to resolve, the result may be the complete failure of 
the EOP network, thus impacting all 2,000 desktops. The cost of the 


software maintenance support is $45,000.00. 


2. The letter submitted to the Committee on February 28, 1997 notes 
that the funding restrictions for 1997 could seriously hamper your efforts 
to develop an architecture and meaningful investment plan. Of the funds 
fenced in FY 1997, how much is planned for obligation on the development 


of an architecture and investment plan? 


A. None of the fenced funds are for architecture and investment 
planning activities, but rather for equipment for maintenance and 
enhancements. The impact to be realized is that if the fenced funds are 
not released, resources used for user groups ITAB, and Year 2000 
activities will continue to be diverted to keeping the basic information 
technology systems operational, thereby impacting the ability to develop 
the architecture requirements base, future user needs database, and 
complete the Year 2000 initial reviews. 

3. The Committee has taken the position that there is no 
distinction between purchasing hardware and software for maintenance and 


purchasing hardware and software as an investment in technology yet the 
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EOP insists there is a difference. Please explain the difference between 


the two types of purchases. 


A. Purchasing hardware and software for the purpose of keeping 
existing systems operational and providing the Décurrent level of 
serviceli8 to EOP agencies is considered by EOP to be a maintenance 
function. The purchase of hardware and software for the purpose of 
enhancing or increasing capability beyond the Uscurrent level of service(s 
is considered by EOP to be an investment in technology. The definition of 
O&current level of servicel8 is demonstrated by the example that O&if a 15 
inch computer monitor fails, it is replaced with a 15 inch computer 
monitor with equivalent functionality. Replacement with a 17 inch 
computer monitor or one with greater functionality would be considered an 
enhancementO8. There is an exception to this definition in that the s 
ecurity systems have to contend with a continuously changing technical 
capability (unstable environment) being exercised by those individuals 
attempting to circumvent the governmentU,s security systems and illegally 
gain access to government data.. Accordingly, maintaining a constant 
level of service, i.e., consistent levels of protection, often requires 


the utilization of upgraded software and hardware. 


END 


AD RAR ARARARAARA RAR ADA ARAAAAARARA 
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RECORD TYPE: FEDERAL (NOTES MAIL) 
CREATOR:Kathleen K. Gallant ( CN-Kathleen K. Gallant em OA) ) 
CREATION DATE/TIME: 23-SEP-1998 13:47:16.00 


SUBJECT:: Email Group Problem 


TO:Moe Vela ( CN=Moe Vela EMNENE | unknown ) ) 


READ : UNKNOWN 


CC:Robert W. Haas ( CN=Robert W. Haas Ss 


READ : UNKNOWN 


CC:James R. Webster ( CN=James R. Webster gi aay 


READ: UNKNOWN 


CC:Alan R. Tarica ( CN=Alan R. Tari ca aa 


READ: UNKNOWN 


TEXT: 
They fixed it again!! We are doing some development work in getting the 


OVP Lotus Notes mail record managed properly and apparently in testing a 


scenario, something went "live". 
The guys rushed to clear it out and hopefully have corrected the problem. 
I'm going to a meeting, if heaven forbid this happens again, PING Robert 


or Alan, please immediately. 


kathy 


E 6560 


1763 


RECORD TYPE: FEDERAL (NOTES MAIL) 
CREATOR:Laura Crabtree ( CN-Laura Crabtree / GSE 
CREATION DATE/TIME: 24-MAR-1997 09:24:57.00 


SUBJECT:: OVP File Server Situation - Update 


TO;Paul L. Myers ( CN=Paul L. ryers RE: 


READ: UNKNOWN 


TO:Charles D. Benjamin ( CN=Charles D. Benjamin ASARRE |) 


READ: UNKNOWN 


TEXT: 


We completed a second full set of backups for their file server friday 


night. OVP users are being instructed to delete any nonessential email © 


that is over 90 days old (this was "okayed" by their legal office Friday) 


in order to free up disk space. Right now there is about 770Kb of free 


space available on the server. This will last until about 2:00 today if 


the users do not delete enough old email. 


Laura 
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RECORD TYPE: FEDERAL (NOTES MAIL} 
CREATOR: James B. Wright ( CN=James B. wright Aeon, 
CREATION DATE/TIME: 7-APR-1999 14:17:52.00 


SUBJECT:: email memo from NG 


TO:James B. Wright { CN=James B. wright Mii: ) 


READ : UNKNOWN 


CC:Christa Moyle ( CN=Christa Moyle ASEKAN 


READ : UNKNOWN 


BCC: James B: Wright ( CN=James B. wright (ay 


READ: UNKNOWN 


TEXT: 
Provided to Dottie as a discussion document. 


Dottie I have read the E-Mail memo from NG. Following is a summary what 


I know. 


Though I was not involved with the situtation on Friday, I made aware of 
it on Monday. What I was told on Monday, is pretty consistent with the 
memo. I was told of the corrective action of the back-ups and completed on 
the weekend but not about the recommendation for additional PCs. And 


with a bit a good luck all the data was reloaded to the VP pc. 


The memo certainly reveals that NG did not have a complete check-list 
process when building and configuring servers. Their check list process 
assumed that the server inherited from the VP office was configured ina 
similar manner as all the other severs being supported by NG and 


OA/IS&T. To say the least, a bad assumption when they did the upgrade. 


I'm not certain I agree with the need for two additional pe s but it 


should be reviewed in more detail to make a final determination. 


If you wish or need to disucss more please let me know. 
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Dorothy E. Cleal 
03/01/99 12:21:52 PM 


Record Type: Record 


To: Adam F. Greenstone Agi 


ce: 


Subject: Records Management 


Adam, 


My staff provided the following info to me: 


White House Internet Email. Met with the users and the technical 
staff to review requirements and review the test results. The OA GC is 
‘still waiting for WH and OVP guidance with regard to proper records 
disposition for these systems. Met with OA General Counsel and Records 
Management To address the WHO and OVP records disposition memo - we have 
still not received it. This memo was due to OA/GC by January 25th,1999. 
Without this memo the next generation of the WhiteHouse Internet E-mail 
will not be able to go into production as planned. This date has been 
pushed out twice now due to the failure of WH and OVP Gcs to provide the 
appropriate guidance (in writing). We have engineered a temporary 
solution that Adam is comfortable with, this should enable us to meet the 


March 15, 1999 installation schedule. 


Who do I need to address this with. If we can not get White House 


E 6614 


1766 


Please let me know the status. Thanks. ‘Dottie 
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RECORD TYPE: FEDERAL (NOTES MAIL) 
CREATOR: Peter E., Lindahl ( CN+Peter E. Lindahl / G: 
CREATION DATE/TIME: 5-FEB-1999 14:39:56.00 


SUBJECT: : Raw Weekly 


TO:rusty.johnson { rusty.johnson eee UNKNOWN ] )` 
READ: UNKNOWN 


To:pat. lynch ( pat.lynch pie! NON 


READ: UNKNOWN 


TEXT: 
I'm not sure what's going on... it looks like they merged the numbers for 


this week 

with last weeks report. This file has what I actually typed, along with 
everybody 

else's. 


I'm confused, they're confused, we're all confused for I'm confused. 


Memeo ATTACHMENT == 
ATT CREATION TIME/DATE: 0 00:00:00.00 


TEXT: 
Lotus Notes 


Accomplishments 


- Create 2nd fax server for Press Office Received equipment and installed NT 4. 
0 and Domino Fax server. NT 4.0 and Domino Fax are Y2K compliant. Server has 
been setup and functionally tested. 


~ An electronic up to date directory containing information on all employees in 
the complex. This task is on hold pending IS&T creation of the FRD. Users can 
identify telephone numbers, Building, and room for others in the EOP Complex 


~ An Electronic display of the latest training schedule The Notes Team has comp 
leted a preliminary draft of the FRD. User can be kept abreast of the lateset c 
lass schedule 
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- An electronic announcement for information in the EOP Complex The Notes Team 
has completed a preliminary draft of the FRD. Users will be able to check the l 
atest announcements. 


~ The Lotus Notes team was asked to review the Project Correspondence Repositor 
y System to evaluate its impact on the Notes environment and to estimate the wo 
rk effort required to implement. The Notes Team submitted the evaluation to IS& 
T for review and is awating response. The evaluation will help EOP avoid any pr 
oblems associated with implementing the PCRS. 


- Create a EOP standard for applying and administering Lotus Notes mail file qu 
otas. System will be based on number of users, amount of disk space, and the a 
ppropriate partictioning of resources for various personnel types The Notes Tea 
m is awaiting a decision by IS&T regarding Mail capacity planning. This project 
will ensure that EOP system resources are managed and not over taxed. In addi 
tion it provides the users the empowerment to decide for themselves which messa 
ges should be kept/discarded based on their own decisions regarding size vs imp 
ortance. This is in contrast to an autotmated process that removes messages. 


- OVP Mail Template The Notes Team-is awaiting OVP policy regarding records man 
agement before deployment. Enable the maintenance of OVP mail files 


- The Lotus Notes Group has been requested to write the FRD (Functional Require 
ments Document) for the news service section of the IM (Information Management) 
project. Information from NSC was recieved and placed into the FRD. This compl 
etes the requirements for this document and this task. The document will be acc 
epted by the government per Rinaldi Rampen and Mark Barthololmew. The definitio 
n of requirements for the implementation of news service within EOP. 


- Evaluate anti virus software to install on Lotus Notes e-mail servers. Receiv 
ed Norton Anti virus started to evaluate software. anti virus software is neede 
d to protect EOP's e-mail servers. 


- Upgrade Lotus Notes server to Domino 4.6 servers. This will include NT 4.0 u 
pgrades. Upgraded Mail 2, Mail 5, and WHO_GOV to Lotus Domino 4.6. The only se 
rver left to upgrade are Pager, LNFAX, and Mail4. Upgrade servers to NT 4.0 and 
Notes 4.6. This will bring system to latest technology and also make it Y2K c 
ompliant. 


- Redesign the ARMS software and the ARMS Lotus Notes interface. As of 2/1/99. 

the government approved the Lotus Notes/ARMS Interface project plan and finaliz 
ed the initial review cycle for the Lotus Notes/ARMS Interface Agreement docume 
nt. Currently, the Lotus Notes Team continues work on the Functional Requireme 
nt Document (FRD) for the Lotus Notes/ARMS Interface project, and is in the pro 
cess of incorporating the feedback received from the government into the Lotus 

Notes/ARMS Interface document. Once finalized, both documents will be resubmit 
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ted for review. The redesign of the ARMS system will result in the development 
of a solid baseline for incorporating future changes in ARMS. This redesign wil 
l also make ARMS and the ARMS Lotus Notes Interface Y2K compliant. Allow for t 
he implementation of the Notes 4.6 features. And, allow for the implementation 

of enhancements such as: increase on ARMS performance and efficiency and the 

implementation of a duplicate check mechanism. 


- Upgrade Lotus Notes server to Domino 4.6 servers. This will include NT 4.0 u 
pgrades. Upgraded Mail 2, Mail 5 and WHO_GOV to Notes 4.6. The only system le 
ft to upgrade are Mail 4, Pager and FAX. Upgrade servers to NT 4.0 and Notes 4. 
6. This will bring system to latest technology and also make it Y2K compliant. 


Planned Activities 


Issues affecting activities 


After hours support calis 


Vax/Email 


Accomplishments 


Planned Activities 
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Issues affecting activities 


After hours support calls 


Internet Security 


Accomplishments 


- Upgrade web server hardware drives and memory and OS to IRIX 6.2 Completed bo 
th the. hardware/software upgrade on the White House web server host WWW2.WHITEH 
QUE.GOV. This upgrade completes one of two White House web servers. Northrop- 
Grumman's Internet/Security team installed a new 4 GB system disk and a 4GB ext 
ernal auxiliary disk. The system disk was formatted and partitioned for an IRI 
X operating system kernel. IRIX is Silicon Grpahics' version of UNIX. Once in 
stalled, the new IRIX 6.5 operating system kernel was installed and configured 
to the unique network and file systems' configuration of the White House web se 
rvers. A new hypertext transfer protocol (HTTP) server application was also in 
stalled on the machine. This new HTTP server is the Netscape Enterprise Server 

3.5.1. The upgrade resulted in a machine that meets Y2K compliance and uses r 
icher HTTP features for serving the Internet community. New enhancements to th 
e previous operating system were upgraded improving network performance and CP 
U efficiency. Performing installation on staging machine will eliminate the lea 
rning curve time to install OS ans Enterprise server upgrade on production syst 
ems. 


- Presidential E-Mail Responded to new requirements from the President's Corres 
pondence Office regarding the Lotus Notes mail databases for the White House Pr 
incipals. The Correspondence Office wanted to have the capability to interact 

with a two-week period's worth of e-mail on a daily basis. This meant a unique 
daily e-mail database for a fourteen day period. The Internet/Security team d 
eveloped UNIX scripts to make the daily e-mail databases cascade into a prior-d 
ay database for a fourteen day period. E-mail databases older than fourteen da 
ys were susbsequently archived. Development of the UNIX scripts kept both Lotu 
s Notes e-mail databases on the Lotus Notes cluster synchronized. This gives t 
he White House Correspondence the ability to view and interact with e-mail for 
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a fourteen day period. NOTE: The Lotus Notes cluster for White House Principa 
its e-mail is not yet in production. More reliable services; existing system is 
based on Allinl which is going away in 1099. 


Planned Activities 


Issues affecting activities 


After hours support calls 


Desktop Support 


Accomplishments 


- Vice President Albert Gore has requested that his Palm Pilot be able to Synch 

his Lotus Notes E-Mail to his Palm Pilot Handheld Have tested OVP mail user ( 
Test_Palm) after upgrade of mail server to higher version. In box now synchs 
with palm. We have determined a problem with internet e-mail address fields 
on template for OVP address book. Marvin Miller is 


attempting to make changes so that the “lookup" of mail adddresses for OVP are 
updated properly on the Palm Pilot. Also need to have Moe Vela order an i/ 
o card for Vice President Gore's PC to support an additional serial port for th 
e Palm cradle as well as order an additional cradle and Palm Modem for Phase II 

of this project. Vice President Albert Gore will be able to remotely access h 
is e-mail 
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Planned Activities 


Issues affecting activities 


After hours support calls 


Web Development 


Accomplishments 


- The Web Team provides ongoing, routine maintenance for the WH web site. The 
Web Team posted 5 daily talking points to the White House at Work page and 5 da 
ily items for What's New; this work included archiving the WHW items for Januar 
y 1999. Also for WH Communications, the team posted a rush document on the A 
dministration's communities agenda, evaluated and gave feedback on a proposal f 
or a photo office automation project, changed the text on two pages that point 
to the pubs server, and made two other minor corrections. For OA, the team pe 
rformed a rush task to post the 1998 FOIA report and evaluated and gave feedbac 
k on a project to add a link to the White House Historical Association. For OM 
B, the team processed a change request to QA and post 2 HTML files and a PDF fi 
le, and a request to update the FOIA information; this latter request required 
numerous reworkings of a number files as the OMB pagemaster attempted to addres 
s certain QA errors (such as bad links). For OSTP, the team processed 3 change 
requests to QA'd and post to production. 16 HTML files. For PCSD, the team p 
rocessed QA'd and posted 5 HTML files and a graphics file and deleted from prod 
uction 4 files and two directories; the team also met with PCSD to discuss PCSD 
‘s latest redesign for its home page. For NSC, the team added a new HTML page 
and updated the home page. For the Tour Office, the team updated the 1999 tou 
r calendar and the associated HTML page describing each event; as part of this 
effort, the team added value by upgrading the HTML code and page layout to meet 
the White House authoring standards. For Millennium, the team assisted in the 
launch of the new Millennium Communities site. For FLOTUS, the team HTMLized 
and posted to production a new weekly column. For POTUS, the team encoded an 
d posted the weekly radio address, including a Spanish version of the text. For 
the Intranet, the team assisted the library pagemaster by running a QA check o 
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f the site prior to its impending launch and providing a report. Routine mainte 
nance tasks ensure that the WH web site publishes the most up-to-date content p 
ossible. 


- The Web Team will do a rush project to redesign the Vice President's web site 
. The team completed work on all the content provided to date by the Vice Presi 
dent's office and sent a notice on January 29. The last section completed was 
the "Cartoon Gallery." On February 2, the team lead spoke with the VP's office 
about next steps: (1) On Thursday, February 4 by COB, the VP's office plans to 
submit. all the remaining content for the site (about 25 speeches, a rewrite of 
the Initiatives page, and a final decision on the 24 Hours in Cyberspace pages 
) as well as final approval to prepare for launch, (2) The Web Team will comple 
te the work and get the site ready for launch by COB Friday, February 12, and ( 
3) Site updates will occur as discussed--all news releases added manually at fi 
rst, and the home page and speech sections updated on request by the VP's offic 
e. The VP has not vetted the site yet but will soon. The redesign will improve 
the VP's image and improve the office's ability to disseminate its message. 


~ Assist in redesign and launch of new web site for AIDS Policy group The proje 
ct was reassigned to Monty Haymes on February 2. Monty met with the client on 

February 3 to discuss how to proceed. The plan is to get back to the client by 
next week with suggestions prior to launch. Project will add useful new conten 
t to the WH web site. 


- Reengineer the scripts that process briefings and releases from the WH Press 
Office The Web Team lead met with the WH Press Office on February 2 to discuss 
an additional requirement for the reengineering of the Briefing Room. In addit 
ion to the requirements already gathered for this project, the Press Office wou 
id like to enable a secure area of the site for access by members of the press 
to documents not intended for the general public. The plan would be to enable 
email notification to a mail list that a new item has been added on the secure 
"Extranet" server. Project will improve the reliability of this critical inform 
ation, will reduce server load, and will improve performance for end-users. 


Planned Activities 


Issues affecting activities 
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After hours support calls 


Publication Server 


Accomplishments 


~ The Publications Server Team is responsible for the administration of the Pre 
sidential Publications Server. During the week of Jan 27 - Feb 2, 1999, the Pub 
lications Server has continued to run well. There were no unscheduled interrup 
tions during the period. Approximately 250,000 requests were served via the Wo 
rld Wide Web. There are almost 21,500 subscribers receiving White House docume 
nts via email and newsgroups. There are presently 13,086 documents in the docu 
ments database. The following week will be focused on hardware and software up 
grades. The Team ensures that the Presidential Publications Server is functioni 
ng at all times. 


- Upgrade the Presidential Publications Server hardware. The correct adapter wa 
s received for the external disk cabinet for HOST1/PUB1. The adapter has been 

installed. The drive will be attached to the machine during the next scheduled 
reboot of the system. Hardware upgrades improve system performance and reliabi 
lity 


~ Improve overall stability of the Whitehouse Publications Server. Several mino 
r patches to HTTP server code were installed on PUB1 after testing on PUB2. Th 
ese patches provided speed enhancements and rare bug fixes to the Publications 
Server. System stability decreases the number of occasional system hangs. 


- Northrop Grumman has been tasked to analyze, format, catagorize and release W 
hite House documents to the Internet using the WDDI application. The Publicati 
ons server support team posted 57 documents to the Web during the week ending 0 
2/02/99, expending 40.5 man hours. No problems to report. This process ensures 
the documents released to the Internet are easily accessable, readable, and fr 
ee of invalid information. 


Planned Activities 
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Issues affecting activities 


After hours support calls 


Cabinet Affairs 


Accomplishments 


Planned Activities 


Issues affecting activities 


After hours support calls 
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Accomplishments 


Planned Activities 


Issues affecting activities 


After hours support calls 


Operations 


Accomplishments 


~ The Northrop Grumman data center manager must address performance measurement 
issues. This task has been converted to NOTES-74 The data center will establis 

h metrics for comparing system avialability statistics to give Northrop Grumman 
and IS&T the ability to spot and track trends. : 
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Issues affecting activities 


After hours support calls 


Network Administration 


Accomplishments 


Planned Activities 


Issues affecting activities 


After hours support calls 
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Training 


Accomplishments 


Planned Activities 


Issues affecting activities 


After hours support calls 
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RECORD TYPE: FEDERAL (NOTES MAIL} 

CREATOR:Marvin Miller ( CN=Marvin Miller i 
CREATION DATE/TIME: 8-MAR-2000 12:11:38.00 

SUBJECT:: weekly status 


TO:Alberto ©. Feraren ( CN=Alberto O. Feraren 
READ: UNKNOWN 


TEXT: 
Lotus Notes 


EOPID 

The Lotus Notes team work with account creation staff investigating a new 
process for maintaining the EOPID in the public address book. Account 
creation staff is determining the level of effort to support the new 


process before committing to new responsibility. 


The Lotus Notes team in conjunction with the government is waiting a 
meeting with OA security to confirm accounts with out EOPID in our address 
book. Chuck Easley may be the proper contact. Additionally, the lag time 
which occurs for a pass type to convert from temporary to permanent will 


also be addressed. (Miller) 


The Lotus Notes team has concerns about the load balancing and sharing 
across EOP's mail servers. Mail 2 currently support 45% of EOP's 2310 
user community while Mail 3 supports only 13%. An email to government 


functional leads has been sent to inform them. (Miller) 


The Lotus Notes and Mail Integration teams have raised concerns about OVP 
Records management. Currently some OVP records are sent to EOP ARMS 
system but some are not. Should we stop coliecting records for OVP or 


start collecting all records from OVP. (Miller) 


The Lotus Notes team and the Customer Service Group is working with 


Melissa Green to reduce her mail file to below the stated limit of 1 GB. 
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An new email file has been created so she can receive mail but her cld 
file should be cleaned out. Melissa has problem accessing her account to 


do upgrades which have occurred in the West Wing. (Haas) 


The Lotus Notes team continue to work on ARMS multi host interface 


although project has being impacted by Mail 2 / ARMS activity. (Salim) 


The Lotus Notes team continues to work on documenting WAVES limitations 


(Bussey) 
CABNET 


The Lotus Notes team has started working on a project plan for R5 in the 


CABNET environment (Miller) 
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RECORD TYPE: PRESIDENTIAL (NOTES MAIL) 


CREATOR:Alberto O. Fararen ( CN=Alberto O. Feraren/@ epee 


CREATION DATE/TIME:17-SEP~1999 09:20:59.00 


SUEJECT:: Old SGI Vetting Server in OVP Mail Room 


TO:Andrew S. Dryden ( CN=Andrew S. Dryden <j [epee , 


READ: UNKNOWN 


TEXT: 
Andy, 


Here's a copy of the email I sent Rachael. 


Regards, 


Bing 


Alberto O. Feraren 
09/17/99 09:11:29 AM 


Record Type: Record 


To: Rachael E. sullivan gg 


Subject: Old SGI Vetting Server in OVP Mail Room 


Rachael, 


All vetted name and event files formerly stored in the old SGI vetting 
server (vpsgi.eop.gov) located in the OVP mail room have been migrated to 
the current OVP vetting server, ovpvet.eop.gov. Backup tapes have been 


made of the old vetting server for archives. 
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It is safe to delete all files residing in the old vetting server 


(vpsgi.eop.gov) located in the OVP mail room. 


FYI: The new vetting server {currently under development by Jim Driggers 


of ARTEL) has not yet been placed in production. 


Regards, 


Bing 
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RECORD TYPE: FEDERAL (NOTES MAIL) 


CREATOR:Alberto O. Feraren { CN=Alberto O. Freraren/S/7 7, 


CREATION DATE/TIME: 10-MAR-2000 15:41:38.00 


SUBJECT:: OVP Mail Server/ARMS Situation 


TO:Terrence J. Misich { CN=Terrence J. Misi ch (i scsi 


READ: UNKNOWN 


TEXT: 
Terry, 


FYI; From what I've been told OA/IS&T never agreed ‘to ARMS manage OVP's 


email. 


Regards, 


Bing 


Alberto O. Feraren 
03/09/2000 03:13:20 PM 


Record Type: Record 


To: Terrence J. Misi ch A 


cc: 


Subject: OVP Mail Server/ARMS Situation 

Terry, 

Here's the essence of the OVP mail server and ARMS situation. 

A number of OVP user-originated electronic mail is being sent to the EOP 


automated records management system (ARMS). This situation occurs 
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because the current OVP mail accounts creation process, now being handled 
by EOP/IS&T, creates the mail account using the EOP mail template as 
opposed to the original OVP mail template. As a result, OVP users who 
have inherited EOP's Notes mail design template have encoded in their mail 
a blind copy (Bcc) to the EOP ARMS system. It is not clear who is 
supposed to perform the automated records management of the OVP mail 


server electronic mail records. 
Additionally, because of this OA/OVP ARMS issue , the process that scans 
EOP mail servers for inbound email from the Internet (ARMSCAN) is not 


installed nor operating on the OVP_1 mail server. 


A result of this issue gaps exist in the backing up of data files on the 


OVP mail server. 


Regards, 


Bing 
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P Robert J. Hughes 
08/11/99 07:12:04 PM 


Record Type: Record 


To: Adam F. Greenstone/ GA 


cc: 
Subject: Records Management 


Adam, 


Did the WH Counsel come through with a memo to NARA requesting that bulk e-mail be treated like bulk 
paper mail? They thought it would be done by Wed. 


Some answers to questions asked at the meeting: 
e We do not have a reliable back up of all VP bulk mail. We just auto forwarded to the Senate. 
e The NARA reformatting request applies to both WH and federal records. 


V/R Bob 
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Charles L. Sigman 


05/07/99 02:30:49 PM 


Record Type: Record 


To: Dorothy E. Ciea AUIS 


ce: See the distribution list at the bottom 


of this message 
Subject: OVP Upgrade and Server 


Dottie -- 
Here's what is happening with the OVP server: 
e Sue is placing a credit card order for a $740 upgrade to the existin 


have them delivered directly to the NEOB. This request came fro 
CIP account for server infrastructure. 


Karl has given me the information for a $18,284 
concurs that this is correct configuration but that 
hoped to hold. Karl says that Dottie will give m 
purchase it. Funding from the CIP account for sı 


replacement OVP 


For the record, assuming these 


Purchases, we've now spent $189,263 
server infrastructure. 


Message Copied To: 


Karl H. Heissner 
Howard M. Spa: 
Susan P. Powell/ 
Terrence J. Misi 
Donna J. Baker/ 


g OVP server. Sue will arrange to 


m Chip Sparks. Funding from the 


server. He says that everyone 


you were never abie to hold the brief meeting you 
e the go-ahead to process the requisition to 
erver infrastructure. 


of the $308,000 CIP allocation for 
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DANIEL A. 
BARRY 
01/19/2000 12:50:21 PM 
Ea 


Record Type: Record 


To: Catherine S. Anderson AEE 4 dam F. Greenstone z 


ce: 
Subject: OVP and records management 


Kate, Adam; 


IS&T is in the process of clustering the OVP mail server and | am wondering if there has been a change in 
OA's stance regarding OVP records management. We(IS&T) are still operating under the guidance that was 
developed back in the Mike Gill era which is that OVP is doing their own E-mail records management and 
that we are not to be involved. 


This means that we should not care that some OVP users have the RM E-mail template and some do not. 
Also the RM scan process does not run on the OVP mail server. 

I would like your take on this. 

Thanks. 


Later... Tony 
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RECORD TYPE: PRESIDENTIAL (RECONSTRUCTED EMAIL} 


CREATOR: Terry W. Good ( GOOD_T | aa 
CREATION DATE/TIME:17-FEB-1994 12:42:00.00 


SUBJECT: RE: OPD Files 
TO: Maureen A. Hudson { HUDSON_M C 
READ: UNKNOWN 


TEXT: 
Question #1 

Will OPD's records on Quorum cause any problems at the end 
of the Administration? 

At this point in time, I don't believe so. OPD records 
have been and, so far as I understand, are now considered 
Presidential. 

Question #2 

Vice Presidential records . . . well now, you do have an 
interesting situation with this. 

I would suggest that, if possible, it be maintained as a 
separate subsystem with access available to only the VP staff. 
Likewise, the Presidential material should be shielded from the VP 
staff. Neither staff should have access to the other's material. 
At the end of the Administration, it should be possible to 
download both sets of data so that each gets what belongs to each. 
By the way, can anybody with access to Quorum access any record 
and modify it? delete it? add to it? Is there any audit trail of 
who has done something like this to a record? 

It isn't really any of my business, but I would be concerned about 
that if I were the manager of the system. I wonder who is? ... 
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RECORD TYPE: PRESIDENTIAL (RECONSTRUCTED EMAIL) 
CREATOR: Jonathan P. Gill ( GILL J ) S 
CREATION DATE/TIME:02-MAR-1994 14:12:00.00 


SUBJECT: Server and FAX 


TO: Gwendolyn N. Weaver { WEAVER_G ) ez 
READ: UNKNOWN 

TO: James L. Macdonald, Jr. ( MACDONALD J ) oa 
READ: UNKNOWN 

CC: Jonathan P. Gill ( GILL ) SHEME 


READ: UNKNOWN 


TEXT: 

Gwenn & Mac, 

I am concerned that our server is still not getting a daily 
back-up. I am told it is because there are both MAC and DOS files 
on the server. Yet when I check with my industry sources I am 
told this is rather standard and poses no problems. 

I believe the novell lan in OVP has both MAC and DOS files and it 
gets backed up every night. There aer Many other novell lans 
with a mix of files. They get backed up. 

So I am asking to get educated on the issue of why it is that the 
COMM server is not getting backed up. This systems failure is 
putting a great deal of accrued value in created work product at 
an unnecessary risk. How can we better protect our investment? 
As for the FAX, I have been informed that at least some of the 
components for the upgrade are in house. Has a plan/schedule been 
developed for the upgrade and re-installation? How many phone 
lines do you want me to order and when do you need them by? 

FYI, as I understand it, Jack Finnly has 9,000 Notes users 
Supported by a staff of three. So how hard is this to do and how 
expensive can the support be? This does not sound like rocket 
science to me. 

Thanks, 

Jock 
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/BOM/RECORD TYPE: FEDERAL (RECONSTRUCTED EMAIL) 


CREATOR: DeVere R. Patton, Jr. ( PATTON D ; i 
CREATION DATE/TIME:03-MAR-1993 15:49:00.00 


SUBJECT: Backup Tape for OVP 


TO: Sharon L. Mitchell ( MITCHELL S ) SG 
READ: UNKNOWN 


TEXT: 

Sharon, 

Help! 

OVP needs back-up tapes for a mainstream 1500 tapedrive. Would 
you happen to have any in your desk? 

Thanks. 

DeVere 


/EOM/ 
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( GILLJ ) Qa 


CREATOR: Jonathan P. Gill 


CREATION DATE/TIME: 18-JAN~1994 17:48:00.00 


SUBJECT: Database Files: 


TO: Gwendolyn N. Weaver 


READ: UNKNOWN 


TO: Jeffrey L. Eller 
READ: UNKNOWN 


TO: James L. Macdonald, Jr. 


READ: UNKNOWN 


TO: Kimberly S. Hopper 
READ: UNKNOWN 


TO: Ernest D. Gibble 
READ: UNKNOWN 


TO: Jessamyn Sarmiento 
READ: UNKNOWN 


TO: Lisa Mortman 
READ: UNKNOWN 


TEXT: 
Folks, 


Does anyone have backup copies 


( WEAVER G ) Gii. 


ELLER J ) Qa 
MACDONALD J ) Smg 
HOPPER K ) QB 


GIBBLE_E ) ee 
SARMIENTO_J ) SR 


MORTMAN_L ) SÉ 


it appears that the weekly database on H:\data has been corrupted. 


Does anyone have a backup? 


Are we backing up the server *every* night? If not waht plans are 
there to institute this very traditional DP practise? To have ail 
our data at risk because we are not doing backups seems very 
peculiar. How many of our other novell lans are *not* backed 


every night? 


I know that the OVP network is backedup every day. 


Thanks, 
Jock 
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RECORD TYPE: FEDERAL (RECONSTRUCTED EMAIL) 

CREATOR: Daniel A. Barry ( BARRY D ) Sh 
CREATION DATE/TIME: 25-APR-1994 08:25:00.00 

SUBJECT: OVP / VPO confusion 27? 


TO: Louise E. Planet ( PLANET _L ) GER 
READ: UNKNOWN 


TO: Robert K. Spangler ( SPANGLER B ) QB 
READ: UNKNOWN 


TEXT: 
Bob, Louise 
is the Class "Vise President's Office" know and VPO or OVP. At 


one point GILL_M had a class of OVP but now it looks like its VPO. 


THis is critical for ARMS and must be consistant ??? 
Later... Tony 
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RECORD TYPE: FEDERAL (ALL-IN-1 MAIL) 
CREATOR: Jack S. Fox ( FOX_J } (OA) 
CREATION DATE/TIME:15~SEP-1994 08:29:41.48 


SUBJECT: WHITEHOUSE.GOV Transfer 


TO:Miguel Jardine ( mjardine@socks.ostp.eop.gov@INET@EOPMRX } 
READ:NOT READ > i 

CC: Jack S. Fox ( FOX_J } (OA} 

READ: 15-SEP-1994 10:11:56.18 


CC:James L. Macdonald, Jr. { MACDONALD _d ) (OA) 
READ: 15-SEP-1994 17:26:16.14 


CC:Jerry R. Carlsen k ( CARLSEN_J ) (OA) 
READ:15-SEP-1994 16:33:54.91 


CC:Remote Addressee ( CROCKER@TIS.COM@INET 
READ:NOT READ 


CC:Remote Addressee { RKATZ@DARPA.MIL@INET ) 
READ: NOT READ 


TEXT: 
Miguel: 
As discussed, we need to nail this down ASAP. You have my 
paper notes but here are the highlights as I see them. This is all 
based on the assumption that ARPA will transfer a machine to EOP 
and that this will all take place before Oct. 1st. 
1) What machine will we use? 
a) Disk space available? 
b) Its needs a tape drive. 
c} Delivery schedule? Sooner the better. I would like next week. 


2) Answer one basic questions "Is it inside or outside the 
Firewall?" This will affect support of Steve Horn. 
3) Since we have two machines available, one at TIS and one at 


EOP, for a short period, can TIS have someone come down for a 
week and walk us through the software configuration? 

4) -During #3 above, we will document what we have and make 
modifications such as backups etc. if necessary. 


jack 
EXECUTIVE OFFICE OF THE PRESIDENT 
14-Sep-1994 10:20am 


TO: jack fox 
FROM: Miguel Jardine 


SUBJECT: WHITEHOUSE.GOV heads-up 


From crocker@tis.com Wed Aug 31 21:31:17 1994 

Date: Thu, 01 Sep 94 06:50:20 -0400 

From: Stephen D Crocker <crocker@tis.com> 

To: Miguel Jardine <mjardine@socks.ostp.eop.gov> 

Cc: mjr@tis.com, avolio@tis.com, crocker@tis.com 

Subject: Re: whitehouse.gov ` 

Miguel, 

Here's is the info Marcus provided. I apologize for not forwarding 
this earlier. I've added a couple of comments preceded with "SDC:" so 
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you can tell whose voice is whose. 


Steve 

From: Marcus J Ranum <mjr@tis.com> 
To: crocker@tis.com, dalva@tis.com 
cc: avolio@tis.com 

Date: Sat, 20 Aug 94 18:09:46 EDT 


Subject: Re: [Miguel Jardine: The Saga Continues] 
>l, Is there a list of other sites (compuserve, aol, etc.) that have 
> forwarding addresses to WH.GOV? 

No. 

There's no way of knowing, either, since anyone who owns 
their own system can set up a forwarding address. I believe 
that Compuserve, AOL, The Computer Museum, etc, all have addresses 


set up. 
>2. Archived mailboxes (president@whithouse.gov, etc.): 
> a. Who does the archiving? 


Steve Horn - for the president's mail only. 

More precisely, the system archives the mail and it is maintained 
on disk on whitehouse.gov. Presently the system compresses and saves 
everything; nothing has been deleted yet. 
> b. How does the mail get archived? For example, is it tar'ed 
> and zipped, downloaded to tape or disk, etc? 

It's left on disk, compressed with gzip. The system itself 
is backed up, but not archivally. I.e.; we could recover the previous 
day's image from tape (barring dual failure of system and tape). 
> c. Who gets the archived mailboxes? 

Steve Horn downloads the president's and publications mail 
via kermit. The Vice President's mail is transferred on floppy disk 
to the OVP; I don't know who handles it there. 
> d. How do they get the archives? FedEx, ftp? 

President: kermit 

Vice President: floppy/fedex 


> e. If archiving is taking place, can we get the tapes? 
>3. Threats 
> a. What software is used to scan for threats? 

A bunch of home-brew shell scripts written by TIS staff. 
> b. Who maintains it? 

TIS staff. 
> c. What is the procedure for handling threats? 


Whatever information that can be gleaned from the message and 
the logs is summarized, attached to the message, and faxed to USSS, 
Jack Fox, Steve Horn, and and emailed to USSS and Fox. 
>(2) Publications, FAQ, ftp: 
> 


>1. How are publications put on to WH.GOV? Mirrored, ftp? For 
> example, does Correspondence or any other office prepare 
> documents for electronic publication? 

Correspondance releases documentation via a path that 
includes MIT, University of North Carolina, etc. Whitehouse.gov 
FTPs it from UNC periodically, automatically . 
>2. If the publications are from a mirror: 


> a. What other site(s)? 
> {[sunsite.unc.edu://pub/academic/political-science] 
> {ftp.uu.net://government/usa/executive/saturday-addresses] 
> b. How often? 
Daily. 
> c. By whom? 


Automatically, at 2:00Am, 3:00Am, and 4:00Am. There is no 
manual cross-check of the data. If the mirror fails it fails for 
that night and (presumably) will succeed the next night. 
>3,. What software is implementing ftpmail? 


> [almanac & autoresponder] 
> a. Who's maintaining it? 
TIS Staff. 
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> b. What's it take to maintain it? 

Minimal effort/a lot of effort, depending. 

The current system is configured to be as low maintenance 
as possible. As a result it is less user-friendly than it might be, 
and is less "feature rich" -- for example, human oversight of the 
FTP area would improve it considerably. Human oversight requirements 
would depend on the level of service/features desired. 


> c. Manuals? 

None. 
>4. Does WH.GOV support anonymous ftp? If so, what security is being 
> implemented? 


Yes, it does. The FTP server is invoked using the secure 
FTP methodology of the TIS firewall toolkit; the FTP server is 
invoked *after* being chrooted into a restricted area. Accesses 
and retrievals are logged. 
>5. If there is anonymous ftp, does it support incoming data (uploads)? 


No. 
>6. Who is responsible for faq-update@whitehouse.gov? For example, who 
> answers, updates, etc.? What sort of access are they provided with? 


Steve Horn. 

Periodically, Steve Horn sends TIS staff updates to the FAQ 
to install. 
>(3) Access: 


> 
>l.  SecurID 
> a. What software is being used? 
SecurID. 
> b. Who maintains it? 
TIS Staff. 
> c. Manuals? 
Standard SecurID manuals. 
> d. Verify list of SecurID holders: 
> - Fred Avolio 
> - Dave Dalva 
> -~ Marcus Ranum 
> - Steve Horn 
> ~ EOPGuest 


Correct. 

Dalva, Avolio, Ranum have administrative access. Ranum has 
SecurID administrative access. 
> e. Who holds hold the SecurID for EOPGuest? 

Steve Horn. 
>2, Dialing In 
> a. Modems 
> - Type of hardware? Speed, number of line? 

Telebit Netblazer with Telebit modems. 8 lines, 19.2k V.32BIS 
Logins password protected. 
> ~ Who's hardware? 

TIS. 
> - Will the dial-in hardware come with WH.GOV? 
SDC: The implication of this question is that the hardware now being 
SDC: used for WH.GOV will move to NEOB. This seems unlikely. The 
SDC: hardware is not matched to the job. Together with ARPA, we need 
SDC: to arrange the right configuration of hardware for you if you 
SDC: plan to move this functionality into NEOB. What will move to 
SDC: your site are the domain name, whitehouse.gov, and the functions 
SDC: now on this hardware. 


> b. Who knows the dial-in number? 
Steve Horn. 
TIS Staff. 

>(4) Maintenance 


>1. What size is the tape backup drive? 


2Gb. [Loaner tape drive (TIS spare) ] E 7252 
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22. How often are the backups performed? 
> [nightly] 
Automated backups, NOT archived, single tape re-used repeatediy. 
Backup integrity not verified. 
>3. Why does OVP get email backups on floppy disks? 
iCrocker: this one for you to answer :) ] 
SDC: It's not that OVP gets "backups"; they get their mail delivered 
SOC: via floppies because there's no other path. Very sad. 


>4. Who in OVP gets disks? 


>(5) Hardware 
Sun 4/67, 4CPU, 64Mb RAM, 3Gb disk (2 X 1.5Gb) 
SunOs4.1.10U1 


SDC: As I said above, we should plan on alternative hardware. There 


SDC: has been some discussion of having a pair of machines, one inside 
SDC: and one outside the firewall at your place. 


E€ 7253 


4 Robert E. Whiteman È 
: $ os v. 


Record Type: Record 


To: See the distribution list at the bottom of this message 


cc: 
Subject: LN Self Eval 


This is the self eval for Lotus Notes from 10/98 to present. Please review for accuracy and 
get back to me today. Also, let me know if we have missed something significant that should 
be reported. Cabnet is not included intentionally. 


The Lotus Notes team provided direct support to the Office of the Vice President (OVP) 
during this evaluation period. The Lotus Notes team began addressing the issue of the 
non-EOP standard OVP mail template in November 1999. The team designed and tested a 
custom OVP mail template to resolve the problem of OVP users inheriting the standard EOP 
template when OVP accounts are created. The rollout the OVP template was subsequently 
delayed by the Government until OVP records management issues and template distribution 
issues are resolved. Final implementation of the OVP mail template will enable the 
maintenance of OVP mail files and allow IS&T to administer and do future changes OVP mail 
designs when necessary. The Lotus Notes team also supported the setup of a notebook to 
support a multi-user remote users environment. The notebook was configured with Lotus 
Notes version 4.6 to enabled Vice President Gore, Mrs. Gore and Ms. Wendy New to access 
their e-mail remotely from the same notebook computer. 


The Lotus Notes team completed several projects to provide customer unique a Lotus Notes 
applications. The Women's Office Lotus Approach contact database was ported to a shared 
Lotus Notes address book to enable the Women's Office to select addresses and deliver faxes 
from a single application. A Lotus Notes database was created for the Communications Office 
to store information pertaining to vendors that produce items for presidential events. The 
Lotus Notes Group completed a database for the Office of the Counsel to the President. The 
database is used to track financial disclosure statements. The Lotus Notes team also developed 
a database to input information regarding persons around the country who interface with White 
House (WH) personnel for the State Of The Union address. Another database was 
implemented for the WH Communication Office to track radio talk shows around the country. 


The Lotus Notes team was tasked to evaluate the Procurement Lotus Approach databases to 
determine if they would be more useable if they were migrated to Lotus Notes. The team 
imported three tables of data into a prototype database and created the views and forms with 
which to access the records. The evaluation may provide better integration of the data and 
greater ease of use. The ability to transition data from one type like requisitions into purchase 
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orders and the ability to create sub records under contracts. 


A Lotus Notes Red Book application is in the final phases of completion. The goal of this 
process improvement project is to improve the organization and use of EOP's Red Book 
system by providing a better presentation, a more effective method of delivery and access of 
the information and an efficient update process. The application has been populated with 
up-to-date system and on-call information. The application upon its release will enable system 
managers to directly update the red book contents without requiring the assistance of a red 
book administrator. Another benefit of the application will allow the EOP Data Center 
personnel to send e-mail pages to on-call personnel directly from the Red Book application by 
system name. The completed application is scheduled for release into production in early May 
1999. 


The Government requested the development and implementation of a solution for managing 
Postmaster groups. The project is on-hold pending a Government response regarding whether 
each agency will be required to administer and manage its own Postmaster group. This 
project will enable EOP agencies to have full administrative control over their Postmaster 
groups. 


The Lotus Notes team completed the investigation of options for an EOP standard to apply and 
administer Lotus Notes mail file quotas. The recommended solution considered the number of 
users, amount of disk space available and the optimum partitioning of the space to meet user 
requirements. The Lotus Notes team met several times with IS&T staff members to review 
the quote concept and completed assigned action items that included providing a list of users 
by mail server that indicates the size of each users mail file and partitioning the mail users into 
recommended quotas. The mail file quota project is on hold at this time pending Government 
action to proceed. The goal of this project is to ensure that EOP system resources are 
managed effectively and are not over taxed. 


The Lotus Notes team began phase one of the Lotus Notes ARMS interface task. The project 
plan, Interface Document Agreement for the Lotus Notes/ARMS Interface system, Functional 
Requirements Document (FRD) , and test plan for the Lotus Notes/ARMS Interface system 
were all developed and delivered to the Government. The analysis phase of the project is 
continuing on schedule and the Lotus Notes team is continuing to compile and comment the 
ARMS code. A test environment consisting of servers and workstations has been setup by the 
team with the necessary development tools and compilers required for accomplishing the 
project, The Lotus Notes team then loaded and compiled the LN/ARMS interface software in 
the test environment. The completed task will result in the establishment of a solid baseline of 
source code and SDLC documentation for configuration management of the Lotus Notes 
ARMS interface. 


The Lotus Notes team was tasked to analyze Information Management (IM) applications 
residing on the VAX for conversion to a Lotus Notes application. The Lotus Notes team began 
working with the Northrop Grumman VAX team to develop several Functional Requirements 
Documents (FRD) for each application. Portions of the task are on-hold pending Government 


E 7266 


1799 


response to submitted documents. These tasks include the Bulletin Boz 
EOP Directory and the Training Schedule. The Lotus Notes team developed and placed into 
production the Arrival Ceremony database and the Holiday Christmas Card database. Both of 

these databases received accolades from EOP customers as to the operation and ease of use. 

The team also completed development and delivered to the Government the IM News Wire 

FRD. The News Wire FRD was then successfully used by the Government to specify and 

procure a commercial-off-the-shelf product. Several Northrop Grumman teams are currently 
supporting the implementation of the product, News Edge, into production. The completion 

of the Information Management projects will eliminate the requirement to use the VAX as an 
information management resource. 


The Northrop Grumman team identified a records management problem on the ARMS 
production system during the configuration of the Lotus Notes ARMS interface test 
environment and is researching viable solutions. It was discovered that users’ first names 
starting with the letter D had not been records managed since November 1998. The Lotus 
Notes team developed a number of Notes agents to audit all EOP mail servers. The audits, 
when run, will identify any configuration or operational problem with the Lotus Notes/ARMS 
Interface system and will generate a report identifying all users on any of the mail servers that 
are not being record managed properly. The Lotus Notes team is currently performing an 
overall assessment of the LN/ARMS Interface production system to identify any additional 
configuration or production problems. The completed assessment of the system will determine 
whether the system is performing as designed and reduce the likelihood of future records 
management problems. 


The Lotus Notes team was tasked to review the Project Correspondence Repository System 
(PCRS) for OMB. The project included evaluating PCRS impact on the Lotus Notes 
environment and a labor estimate to implement the system. The project then transitioned to 
the implementation phase where the team created a template for OMB Budget Analysis Branch 
users to accommodate changes in the PCRS code. The Lotus notes team is currently working 
with OMB to completion implementation of the system. 


The Lotus Notes team implemented a Mean Time Between Failure (MTBF) database as a way 
to track server up time, server shutdowns and server crashes. The benefit of monitoring 
server up time by the Lotus Notes team are that we well be better able to note how changed in 
the Lotus Notes environment effect Lotus Notes servers. 


The Lotus Notes team was asked to modify the Lotus Notes Name & Address Book (NAB) to 
allow for the tracking of employee pass types in the Pergon document. The Lotus Notes team 
developed a proposal for implementing the automatic generation of distribution groups. 
Currently, the Lotus Notes team is awaiting further direction. The automatic generation of 
distribution groups would allow for the creation of mail distribution groups based on a specific 
pass type (i.e.; volunteers, interns, contractors, etc.). The modificaton will provide EOP 
with the capability to distribute mail to specific as well as to combined groups. 


The Lotus Notes Team continued work in preparing the Task Tracking database for 
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deployment. The team tested and provided feedback on the overall process in specific on the 
integration of the Task Tracking with the Weekly Report database. The Task Tracking 
application will provide management visibility to all NG assignments with a single location to 
enter and track the progress of all tasks and projects. 


Message Sent To: a 
Scott E. Bussey/OA/EOP@EOP 
Alan R. Tarica/OA/EOP@EOP 
John G. Stiver/OA/EOP@EOP 
Marvin Miller/OA/EOP@EOP 
Robert W. Haas/OA/EOP@EOP 
Yiman F. Salim/OA/EOP@EOP 
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Ká William H. VanHorn 
04/04/99 01:26:37 AM 


Record Type: Record 


To: Joseph A. Vasta/ 


co: Michael E. Ritte . Eric J. Bixte MRRP Robert W. Haas Ma 


Subject: VP E-mail Error on April 2, 1999 


Forwarded by William H. VanHornd 04/04/99 01:26 AM --———----------~--------- 


a _ Joseph A. Vasta 
04/02/99 05:41:31 PM 


Record Type: Record 


To: Wiliam H. VanHor/ QP, Eric J. Biter QP, Robert W. Haas Qi 


ce: 
Subject: VP E-mail Error on April 2, 1999 


Folks: 


| would like to get together with you early on Monday. I have to provide the government with more detaits 
on the problem we experienced on Friday. If there is anyone else that needs to attend, please let me 
know. 


I need to understand: 
e What caused the problem 
@ Why we couidn't restore from a backup tape 


The e$ share on OVP_1 Lotus Notes server was not being backed up. The e$ share on OVP_1 contains 
OVP mail files. 


e Why we didn't backup the e-mail on the OVP server 


Our mail servers are setup with three partitions; the first partition is the system partition (C:), the second 
partition is the Lotus Notes application partition (D:) and the third partition is the data partition (E:). The 
old OVP_1 server was not setup by IS&T and only contained two partitions; the first partition was the 
system partition (C:) and the second partition was shared by the Lotus Notes application and the data (D:). 
The old OVP_1 server's C: and D: drives were being backed up on our regularly scheduled backup. 


In January of this year we upgraded the operating system (OS) and hardware of the OVP_1 server. A 
“swing server" was used for this process. The team installed additional drive space, NT 4.0 and Y2K 
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patches. The new server was put into service on January 16, 1999. in keeping with the standard 
conventions in place, the new server was configured with three partitions. The backup schedule was 
never adjusted to reflect the additional partition. Backups continued normally, without error because 
a C: and D: drive existed on the new server, and only a C: and D: were in the list of drives to be backed up 


on the OVP_1 server. 


On Friday, April 2, we received a trouble call stating that an OVP mail file needed to be restored. We then 
discovered the E: drive of the OVP_1 server had not been added to the backups since the upgrade in 


January. 
e What is the potential impact of the problem 


The additional partition was added to the backup schedule for full backup on Friday, April 2, 1999. Once 
the backup has completed, we will be able to recover fully from any problems that may occur, 


e Why the OVP server is not records managed 
e What will be done to prevent a future recurrence 


| have added an additional step to the mail server upgrade procedures. This additional step will require 
that necessary adjustments be made to the backup list. 


Joe 
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SE ee a a 
Michael E. Ritter 


05/11/99 04:06:07 PM 


Record Type: Record 


To: Albert F. Leister Jr 


ce: 
Subject: OVP & other concems 


The OVP mail server (OVP1) is back to it's original configuration of 96MB Ram. The server proved 
unstable with the new memory and we are back where we started. | will inform you if any changes are to 
be made. 


With respects to the notes tapes: 


In April of 1998 a problem with the ARMS/Notes interface was discovered and we began maintaining all of 
the backup tapes from the mail servers. Prior to this, server backup tapes had been recycled for 
economic reasons. There has been NO CHANGE in this since April ‘98. 

We made a pian in which we run system agents which wili identify anyone who is not being records 
managed. Upon campietior of this task, we will determine a method to insure that the admin. input team 
use proper syntax when entering new data. 

After ALL incorrectly unmanaged users are put into the "managed state" by the data entry folks, we will 
re-run the agents to insure it was done correctly and we haven't missed anyone. At that time, (7DATE?) 
we know that the system is working properly, and we can begin to recycle NEW tapes. 

We cannot recycle tapes from 4/98 to (7DATE?). This would destroy the only record of e-mail for many 
users in that time period. Itis probably a violation of a court order. 
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EOP Project Profile 


i 
| Project Notes-22 Requesting OVP | 
Number Agency: 


Related WO 


Title: OVP Mail Template 

L 
| Business ail Template 7 
| Requirement: 
| l | 
i Benefit: 

_ the maintenance of OVP mail files Y 
| t 

1 

| 

i 


Progress (View Only - to add New Progress use Add Progress button) 


01/28/99 The Notes Team is awaiting OVP policy regarding records management 
before deployment. - John G. Stiver 


11/09/98 OVP Template created and ready for activation. - Alan R. Tarica 


Task Dates Task Hours 


Planned Start - 
Date: alge Estimated Task ie 


| Actual Start: 

Approved Hours: 0 
| 

| 

$: 

ji 

| 


Hours: 
Eoee 
Planned End Date: Dnus 0873098, è 
9/30/98 Hours Expended: h 


Actual End: 2 Hours Remaining: 0 


Additional Tasking Information 


Functional pons Notes Tech Lead: (Alan R. Tanca 
Area: SETO 
Manager: PASSIONE Task Team: | ~ 


en NN a ae IEE | 


Priority: Complexity: Status: 


ve 


TAS 
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Precedence: 


¥2K Implications: 


Related Mission 
Critical System: Other 


Other IS&T Information 


CI Number: 


IS&T System Manager: 
Attachments 


Project Plans: 
Issues 


History 

OVP's Lotus Notes environment is a legacy system. OA/IS&T inherited the management of their OVP_1 
server after they had lost there previous administrative staff. The Office of the Vice President was either 
considered immune or understood themselves to be immune from records management in the same 


sense that EOP performs. Their approach to an record keeping consisted of tape backups of their mail 
data that got stored in a vault. 


Records Management 


internal Mail 

Records Management of interna! email is partly being sent to the EOP records management system. This 
is because as new accounts are created they are inheriting the features of the EOP Notes environment. 
Thus users who have inherited EOP's Notes mail design have encoded in their mail to BCC to the 
Records Management system. 


In addition itis not clear how the ARMS system handles these messages since they originate from users 
who have a different naming scheme than EOP. EOP mail users have a three part name. Their name 
plus a forward slash plus their agency (organizational unit in Notes) plus a forward slash plus “EOP” 
(organization in Notes). OVP mail users on the other had have a two part name. Their name plus a 
forward stash plus “OVP". A review of ARMS must be done to determine what happens to this email and 
if needs to be corrected to process correctly. 


Because different mail users are using different mail designs some users have the BCC feature and some 
do not. 


External Mail ` 
Mail received into Lotus Notes from the outside world is not being records managed at all. This is 


because the process that handles this portion of Records Management in EOP is not running on the 
OVP_1 server. 
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EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTRATION 
Washington, D.C. 20503 


October 26, 1993 Fil E 


MEMORANDUM FOR JOHN W. CRESSMAN 
ASSISTANT DIRECTOR 


FROM: BRUCE L. OVERTON 
GENERAL COUNSEL | 


SUBJECT: Provision of Requested Materials to the Justice 
Department in Armstrong v. Executive Office of the 
President 


This information is subject to attorney/client privilege. 


Attached are three documents which the Justice Department 
requested we prepare in furtherance of settlement discussions 
with the plaintiffs in Armstrong v. Executive Office of the 
President (EOP). The overall structure for the design of an EOP 
electronic recordkeeping system was drafted by Gwen Weaver, as 
was the document entitled "Future Disposition of Records Managed 
via the OA Electronic Records Management System". A working 
group consisting of Beth Blackwood, Mary Anton, Jim Wright and 
Nell Doering carried the responsibility for putting the materials 
together and refining these documents. I provided legal review 
and liaison with the Justice Department. All in all, it was a 
good team effort and well received by the attorneys in the White 
House Office and at Justice. 


Tomorrow these documents, and similar proposals prepared by the 
National Security Council, will be discussed with the plaintiffs. 
Their reception or rejection by the plaintiffs will reveal 
whether settlement is really possible at this stage of the 
litigation. Regardless of the reaction we receive from the 
plaintiffs, the government and plaintiffs must appear before 
Judge Richey at 9:00 AM on Thursday morning to discuss the status 
of our discussions and the future steps in resolving the case. 
You may want to attend this hearing to obtain an unfiltered 
impression of the various parties and the judge. 


Attachment 
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PROPOSED OA ELECTRONICS RECORDS MANAGEMENT SYSTEM 
FOR RECORDS CREATED USING 
ELECTRONIC MAIL 


This document describes the proposed electronic records 
management system that the Executive Office of the President 
{EOP} will implement to maintain an electronic repository of 
messages created using the electronic communications capability 
of the OASIS ALL-IN-1 system. It discusses general system 
concepts and delineates the steps that EOP will undertake until 
the final system implementation occurs. It further demonstrates 
the intent of the EOP to capture the content of electronic mail 
communications through changes proposed for the current OASIS 
ALL-IN-1 system and through the phased development of a separate 
electronic records management system that will facilitate 
preservation and retrieval of Federal records materials. 


Background. The OASIS ALL-~IN-1 system is an electronic messaging 
(e-mail) system that facilitates communication among the staff of 
the EOP. It was not designed by the vendor as a text search and 
retrieval system or for reporting against information requests. 
Rather, the e-mail system was designed to facilitate 
communications and to hold messages for brief periods to provide 
ready response to users with minimal degradation in system 
service. Therefore, it is not a records management system, 


Some of the messages presently created using the OASIS ALL~IN-1 
e-mail facility are Federal records as defined by the statutes 
and regulations; others are either Presidential records or 
nonrecord materials. To facilitate records management within 
EOP, the current practice is for users to print out messages that 
need to be preserved and file them with other related paper 
records in their file stations. These paper records are 
maintained and disposed of according to records retention 
schedules prescribed and approved by the National Archives and 
Records Administration (NARA). At the same time, the EOP Data 
Center saves backup tapes of all data residing on its direct 
access storage devices for use in recovering from system or drive 
failures. This latter medium, while it contains all messages, is 
not readily or easily searchable. Thus, the paper files are the 
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central repository against which requests for information are 
processed at this time. 


OA is currently undertaking a project to develop an electronic 
records management system to manage documents created using the 
OASIS ALL-IN-1 system. Once the new system becomes operational, 
records management and disposition will be performed for that 
system in accordance with directions provided from and approved 
by NARA. The following sections describe the general 
capabilities of the proposed electronic records management system 
and discuss the plan by which OA will implement it. 


System Capabilities 


The primary purpose of the electronic records management system 
being designed by OA is to provide an electronic medium to manage 
messages created or captured using the OASIS ALL-IN-1 system that 
constitute Federal or Presidential records. The new system will 
support effective and proper documentation of the policies and 
transactions of the EOP and will assist management in operating 
effectively and economically. The electronic records management 
system will address a number of functional requirements 
including: 


= Content of Messages - The system will contain the text of 
messages and incorporated text attachments. For both 
Federal and Presidential records, it will capture 
transmission and receipt information including creator of 
the message, date and time of creation, addressees, and date 
and time each addressee received and accessed the message, 
when this information is available. The records will be 
stored in standard ASCII code to facilitate information 
search and retrieval. 

- Type of records - Messages will be identified by record type 
code (record or nonrecord), with the default being record. 
The selection will be made by the creator of the message 
within the OASIS ALL-IN-1 system at the time the record is 
created. Only if the message is tagged as nonrecord, when 
the addressees read the message, they will have the 
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opportunity to tag the communication as record. Nonrecord 
selections may be retained and periodically deleted as 
determined by previously established procedures. 


- Category of record - Depending on the identity of the 
creator and the recipient/s of the record in the OASIS 
ALL-IN-1 system, the record will be tagged as either a 
Presidential or Federal record. Users could have the option 
of specifying the category and overriding the selection made 
automatically through the e-mail application. 


- Searchability of Records - The records will be stored in a 
fashion to permit retrieval by text search software. 
Ideally a commercial, off-the-shelf package can accomplish 
this function and will be fully integrated into the system. 
Thus a request by date, name, search string, keywords or 
phrases may be prepared and executed. The output media 
(paper or electronic) will be determined by the volume of 
data produced in response to the request. 


- Retention of Records - The system will be devised to store 
e-mail messages until the records management staff can 
assess the nature of Federal records contained within the 
system and develop records retention schedules for review 
and approval by NARA. No records will be deleted from the 
system unless an approved schedule has been received from 
NARA. 


The System Development Process 


EOP will use a standard, industry-wide system life-cycle 
methodology to develop this system. This process is composed of 
several stages including analysis, design, coding, testing and 
implementation. “ 


The analysis stage is presently under way. As a first step, a 
document describing the functional and technical requirements for 
the system will be produced. The next step will be to examine 
alternative technical solutions that will meet the functional 
requirements, prepare a cost/benefit analysis for each of the 
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alternatives, develop an estimate of cost and time to complete 
each alternative and suggest a solution. 


During the first quarter of 1994, the recommended solution will 
be further expanded to include a schedule for completion showing 
tasks, milestones, time and cost estimates to completion. This 
will also include specific hardware and software configurations 
as well as functional design information for each software module 
needed. Design, coding, testing and implementation stages will 
follow. Target dates for the completion of each of these stages 
will be identified in the final deliverable report and cannot he 
identified at this time because the feasibility of possible 
solutions and the availability of resources are uncertain. 


Interim Procedures. Currently, draft guidance exists that 
describes how users shall print records created using the e-mail 
system and file them in paper form within their file stations. 
This is contained in a directive entitled, The OASIS ALL-IN-1 


Electronic Communication System and Federal Records Procedures. 


The current OASIS ALL-IN-1 system is being modified at this time 
to permit the tagging of record type and record category on e~ 
mail. This function will be implemented on a phased basis during 
the first quarter of 1994 so that performance impact on the e- 
mail system can be monitored to ensure the quality of system 
response to users. At the same time, the first-phase of a record 
management system will be ready for testing the acceptance of 
tagged e-mail communications. All available data related to e- 
mail communications will be incorporated into the complete 
electronic records management system when the new system is 
implemented. 


Prior to the electronic records management system being fully 
implemented, the contents of the interim system will be reviewed 
by the records management staff through a separate procedure and 
system capability. This will permit the assessment and assurance 
that the e-mail communications are being properly tagged for 
future disposition schedules. This review will also indicate 
what concepts need reinforcement for future training of users in 
records management concepts. 
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The initial implementation of the records management system will 
include the electronic mail from OASIS, other internal mail 
systems, and external mail received by OASIS. Subsequent phases 
of this project will address additional data from other ALL-IN-1 
features, including calendars and phone messaging, as 
appropriate. 


E 8026 
October 26, 1993 Draft 1.0 


1812 


DRAFT 


FUTURE DISPOSITION OF RECORDS MANAGED VIA 
THE OA ELECTRONIC RECORDS MANAGEMENT SYSTEM: 


A Methodology 


Introduction 


The Office of Administration (OA) of the Executive Office of the 
President (EOP) recognizes the importance and necessity of 
professional management of federal records. Thus, OA is 
developing an electronic records management system for messages 
created using an electronic messaging (e-mail) system. The life 
cycle of a record, as defined by National Archives and Records 
Administration (NARA), is being used in the system design process 
to make sure that the considerations made for disposition of 
records are appropriate. This involvement reflects good 
management practice, and is supported by Office of Management and 
Budget (OMB) Circular A-130. 


In creating the new system and developing the supporting guidance 
and training for its use, OA acknowledges NARA as the 
authoritative source for oversight and guidance in records 
management and disposition. NARA appraises, evaluates, and 
approves disposition of federal records, provides assistance in 
records management program development, and acts as final care- 
taker of permanent records. The methodology described below for 
determining the disposition of records managed using the new 
records management system is based on the statutes, the 
implementing regulations, and the NARA publications, Managing 
Electronic Records and Disposition of Federal Records: A Records 
Management Handbook. 


From a management perspective, there are many similarities 
between paper-based records and documents managed using an 
electronic records management system. For documents created or 
stored in either medium, OA and other EOP agencies need to follow 
standard, prescribed practices. Systematic definitions of 
records series or groupings must be established. These 
definitions are based on the functional activities of the agency 
as well as its recordkeeping practices. Where both an 
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electronic records management system and a paper-based file 
system exist, the relationships between the same or similar 
information stored in each separate system must be identified and 
acknowledged.? 


Record Life Cycle Management 


As with a computer-based system, both NARA and OMB have declared 
that a record has a life cycle. NARA defines this as: 


"The management concept that records pass through three 
stages: creation, maintenance and use, and disposition." 


In support of this, OA will follow the processes and procedures 
established by NARA to manage the life cycle of all records 
within its scope of control, including OA records managed using 
the new electronic records management system. 


Within this process, disposition plays a key role. It includes a 
review of the business functions and recordkeeping requirements 
of OA components. Once these have been defined, a review of OA 
records to identify and define the purpose of the various record 
series or groupings can be performed. 


When the review process has been completed, the actual scheduling 
process will begin. Recommendations for retention and 
disposition of electronic mail messages stored in the records 
management system will be drafted by the component agency, based 
on the results of the preceding activities. Prior to forwarding 
to NARA, these proposals will be reviewed, organized and cleared 
internally within the component agency to be sure that agency 
information needs are being met. The recommendations will then 


$ Disposition of Federal Records? A Records Management 
Handbook, National Archives and Records Administration 


(Washington, D.C.), 1992, p.III-3. 


? A Federal Records Management Glossary 1993. 2nd Ed. 
National Archives and Records Administration, Office of Records 
Administration, Agency Services Division. Washington, D.C.,. 
1993, p.19. 
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be sent to NARA for evaluation and approval. Only after 
agreement from NARA will either the General Records Schedules 
(GRS) be applied or Request for Records Disposition Authority 
(SF 115) be prepared. Prior to application of the GRS or 
submission of draft SF 115s to NARA, internal approval must be 
obtained from the appropriate records liaisons within each 
component agency. In certain specified cases, approval from an 
external source, such as GAO will also be sought at this stage.’ 
NARA will review, appraise, comment or provide guidance where 
necessary and approve all SF 115s before OA implements its 
disposition schedule. 


For OA, implementation of the disposition schedules will include 
updating the OA directive entitled "The OASIS All-In-1 Electronic 
Communications System and Federal Records Procedures." At that 
time, the directive will be revised to address procedures for the 
transfer and management of records created using the e-mail 
system to the new records management system. This distribution 
of information will occur either concurrently or be immediately 
followed by employee training,. primarily for records liaisons and 
others responsible for custody of files in component agencies. 

OA management and staff also will be briefed on the new 
procedures and disposition rules. Subsequent to training, the 
program for disposition of records stored and managed using the 
new records management system will begin. Within the first year, 
this implementation will be periodically reviewed to assure that 
the program is being properly executed. Thereafter, records 
schedules and the program will be reviewed annually by both OA 
and NARA. 


* Disposition of Federal Records: A Records Management 
Handbook, National Archives and Records Administration 
(Washington, D.C.), 1992, p. V-15. 
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OFFICE OF ADMINISTRATION DIRECTIVE 


SUBJECT: The OASIS ALL-IN-1 Electronic Communication System and 
Federal Records Procedures 


Introduction 


Ty Purpose. To establish records management objectives and 
responsibilities for the creation, maintenance, use, and 
disposition of Federal records on the OASIS ALL-IN-1 system. 


2a Personnel Concerned. All OASIS ALL-IN-1 users with federal 
records responsibilities. 


3u Directive or Bulletin Cancelled. None; paragraph 7.b of 
LISD Directive .04-0, "Records Management Program," is 
replaced by this Directive. 


4. Authority. 44 U.S.C. Chapters 21, 29, 31, and 33; 36 CFR 
Parts 1220, 1222, 1228, and 1234. 


5. Originator. Information Management Division 

6. Review. Annually, whenever substantive modifications to the 
ALL-IN-1 system are contemplated, before any new electronic 
communications systems are accessed by EOP agency users, and 
any new electronic records management systems are 
implemented. 


[Director of the Office of Administration signature and date] 
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OVERVIEW 
Les Purpose. 


To establish policy, responsibilities, guidelines, requirements, 
and procedures for the preservation of Federal records created 
and transmitted on the OASIS ALL-IN-1 system within the federal 
agencies of the Executive Office of the President. 


This directive supersedes previous records management 
instructions on Federal records on electronic communications 
(e-mail) systems, in accordance with recent court opinions and 
orders. 


The following guidance does not apply to Presidential records. 
Each EOP component that creates Presidential records has a 
continuing obligation to identify and separately maintain 
Presidential and Federal records. Memoranda providing guidance 
on Presidential records and Federal records were issued to White 
House and EOP staff by the White House on May 5, 1993. 


23 Definitions. 


Basic records management terms are defined in OA Directive 
LISD.04-0 (44 U.S.C. 3301). The definitions listed below are 
specific to the purpose of this directive. i 


a. Electronic Mail. The process or result of sending and 
receiving messages in electronic form via remote 
computer terminals. (Federal Records Management 
Glossary, 1993, 2nd ed.) 


b. Electronic Records. This term includes numeric, 
graphics, and text information, which may be recorded 
on any medium capable of being read by a computer and 
which satisfies the definition of a Federal record in 
44 U.S.C. 3301. This includes, but is not limited to, 
magnetic media, such as tapes and disks, and optical 
disks. (36 CFR 1234.1) 


C. Electronic Records System. This term means any 
information system that produces, manipulates, or 
stores Federal records by using a computer. 

(36 CFR 1234) 
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d. Federal Records. As defined in the law (44 U.S.C. 
3301), Federal records are: 


{[A]1l1 books, papers, maps, photographs, 
machine readable materials, or other 
documentary materials, regardless of physical 
form or characteristics, made or received by 
an agency of the United States under Federal 
law or in connection with the transaction of 
public business and preserved or appropriate 
for preservation by that agency or its 
legitimate successor as evidence of the 
organization, functions, policies, decisions, 
procedures, operations, or other activities of 
the Government or because of the informational 
value of data in them. 


The phrase "regardless of physical form or characteristics" 
means that the records may be paper, film, disk, or any 
other physical type or form; and that the method used to 
record information may be manual, mechanical, photographic, 
electronic, or any combination of these or other 
technologies. : 


Federal records are documentary materials when they meet 
both of the following conditions: 


(1) They are made or received by an agency of the 
United States Government under Federal law or in 
connection with the transaction of agency 
business; and 


(2) They are preserved or are appropriate for 
preservation as evidence of agency organization 
and activities or because of the value of the 
information they contain. (36 CFR 1222.34) 


e. Presidential Records. Documentary materials, or any 
reasonably segregable portion thereof, created or 
received by the President, his immediate staff, or a 
unit or individual of the EOP whose function is to 
advise and assist the President, in the course of 
conducting activities which relate to or have an effect 
upon the carrying out of the constitutional, statutory, 
or other official or ceremonial duties of the 
President. (44 USC 2201) 
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f; 


Temporary Record. Any record which has been determined 
by the archivist of the United States to have 
insufficient value (on basis of current standards) to 
warrant its preservation by the National Archives and 
Records Administration. This determination may take 
the form of: 


(1) A series of records designated as disposable in an 
agency records disposition schedule approved by 
NARA (Standard Form 115, Request for Records 
Disposition Authority}; or 


(2) A series of records designated as disposable in a 
General Records Schedule. (36 CFR 1220.14) 


Permanent Record. Any Federal record that has been 
determined by NARA to have sufficient value to warrant 
its preservation in the National Archives. (36 CFR 
1220.14) 


Nonrecord Material. U.S. Government-owned documentary 
Materials, other than Presidential records, that do not 
meet the statutory definition of Federal records (44 
U.S.C. 3301), or that have been excluded from coverage 
by the definition. Excluded materials are: 


(1) Extra copies of documents preserved only for 
convenience of reference. 


(2) Stocks of publications and of processed documents. 
However, each agency must create and maintain 
records sets of processed documents and 
publications, including annual and special 
reports, directives, special studies, brochures, 
pamphlets, books, handbooks, manuals, and posters. 


(3) Library and museum materials made or acquired and 
preserved solely for reference or exhibition 
purposes. 


Records Management. The plagning, controlling, 
directing, organizing, training, promoting, and other 
managerial activities involved with respect to records 
creation, records maintenance and use, and records 
disposition in order to achieve adequate and proper 
documentation of the policies and transactions of the 
Federal Government and effective and economical 
management of agency operation. (36 CFR 1220.14) 
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Records Schedule. A document describing and providing 
instructions for the disposition of Federal records. 
Its consists of one of the following: 


(1) An SF 115, Request for Records Disposition 
Authority, that has been approved by NARA to 
authorize the disposition of Federal records; 


(2) A General Records Schedule (GRS) issued by NARA; 
or 


(3) A printed agency manual or directive containing 
the records descriptions and disposition 
instructions approved by NARA on one or more 
SF-115s or issued by NARA in the GRS. (36 CFR 
1220.14) 


General Records Schedules. Schedules authorizing the 
disposal, after the lapse of specified periods of time, 
of records of a specified form or character common to 
several or all agencies if such records will not, at 
the end of the periods specified, have sufficient 
administrative, legal, research, or other value to 
warrant their further preservation by the United States 
Government. (44 U.S.C. 3303a(d)) 


Electronic Records System. Any information that is 
recorded in a form that only a computer can process and 
that satisfies the definition of a Federal Record as 
defined above in d. 


Transmission and Receipt Data. 


(1) Transmission Data. Information in e-mail systems 
regarding the identities of sender and 
addressee(s), date and time messages were sent. 


(2) Receipt Data. Information.in e-mail systems 
regarding date and time of receipt of a message, 
and acknowledgement of receipt and/or access by 
addressee(s). ~ 

System Backups. Copies on off-line media of software 

or data stored on direct access storage devices ina 

computer system to provide a means of recreating a 

system and its data in the event of unintentional loss 

of data or software. 
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o. Records Liaison. Individual designated to oversee 
records management procedures for the agency. 


THE ELECTRONIC MESSAGING (E-MAIL) SYSTEM 


3. Policy. 


The official medium for maintaining Federal records created on 
OASIS ALL-IN-1 system in EOP agencies is hardcopy (paper). The 
ALL-IN-1 system at the present can not be used to store Federal 
records. The Electronic Messaging (EM) function on the All-IN-1 
system is not designed to replace agencies' existing paper files. 
Consequently, e-mail users of the ALL-IN-1 system must follow the 
procedures specified below. 


The Office of Administration is developing an electronic records 
management system for storage, retrieval and disposition of 
electronic messages that are determined to be Federal records. 
However, until certain programming, policy, and procedural 
matters are resolved, all users should follow the steps listed 
below to ensure that all e-mail documents that meet the 
definition of Federal records are printed according to these 
instructions and incorporated into official paper files. 


4. Identifying E-Mail Documents That Are Federal Records. 


o E-mail messages (and attachments) are Federal records 
when they meet two conditions. They are made or 
received by an agency of the United States Government 
under Federal law or in connection with the transaction 
of agency business; and, they are preserved or are 
appropriate for preservation as evidence of agency 
organization and activities or because of the value of 
the information they contain. (36 CFR 1222.34) 


o When determining whether e-mail messages are Federal 
records, keep in mind that multiple copies of documents 
may all be records if they aye used for different 
purposes in the conduct of official business or filed 
in different files. More than one office may take 
action or otherwise use copies of a document. The copy 
would be a record in each of those offices. 
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5. Preserving E-Mail Documents That Are Federal Records. 


When the user determines that an incoming or outgoing e-mail 
message or FAX transmitted by the OASIS ALL-IN-1 system meets the 
criteria for Federal records, the user will: 


o Print the message and all attachments. The printed 
message shows the identity of the sender and the 
addressee (s), and the date and time the message was 
sent. The identity of remote addressees that are not 
otherwise evident (outside of OASIS) should be 
identified by annotating the message or attaching a 
list of addressees. 


o If the sender requested a "read receipt," he/she will 
either print the receipt and attach it to the printed 
message or annotate the printed message with the date 
and time each recipient accessed the message. Read 
receipts should be requested when adequate 
documentation is needed to verify that the message was 
accessed by the recipient. 


° Print the successful FAX confirmation message and 
attach it to the official file copy of the document 
that was sent. Annotate the confirmation message with 
the names of recipients. 


(o Forward the printed message or file copy of the 
document that was FAXED to the appropriate individual 
for inclusion in the EOP agency's system of official 
files. 


These actions must be taken even if the user chooses to copy or 
move messages for inclusion in personal paper or electronic 
files. 


The folders feature in the e-mail system may only be used for the 
storage of. personal materials, including convenience copies of 
Federal records. Personal e-mail messages should be kept 
separate from copies of agency e-mail records. 

Examples of messages that are Federal records on e-mail are: 


o Notices concerning the use of leave, procurement of 
supplies, or personnel practices; 


o Budget-related messages summarizing agency 
expenditures; 
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o Messages relating to workers' compensation claims, 
contracts, or working conditions; 
o Messages that document policy development or 
significant decisions; 
o Substantive minutes or notes on the proceedings of 
meetings. 
6. Nonrecord e-mail messages. Messages created on the e-mail 


system may contain transitory or nonsubstantive information that 
is not needed to provide a full account of agency policies, 
procedures, functions, and major activities. All nonrecord 
messages may be deleted by the users when no longer needed. 


Examples of nonrecord messages on e-mail include: 


o Reminders of appointments and staff meetings; 

o Visitor appointment requests; 

o Dynamically changing online indices of messages titles; 
o Announcements of an employee's departure or retirement; 


invitations to office social functions; 


o Employees' copies of administrative notices such as 
those relating to blood drives, savings bond purchases, 
or the Combined Federal Campaign. 


OASIS ALL-~IN-1 FEATURES 


7. Calendars. 


The ALL-IN~1 system offers a calendar option to users as part of 
the Desk Management function. The calendar function allows users 
to schedule meetings with other users including recurring 
meetings, as well as to maintain theirwown official record of 
meetings, events, and other activities. Calendars may be 
displayed and printed by the day, week, or month. This function 
also provides users with the capability of maintaining a task or 
"to do" list. 


Calendars and task lists created using this system may be Federal 


records if they meet the criteria explained in paragraphs 2d and 
4 of this directive. 
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o Calendars that are used only as personal schedules may 
not be records, even if some of the entries listed are 
events or meetings that relate to officials duties. If 
the calendar was created solely for the personal 
convenience of the official (and is not shared with 
anyone beyond one's secretary or assistant) and his or 
her important meetings or scheduled activities are 
recorded elsewhere, the ALL-IN-1 calendar may be 
considered nonrecord, and may be updated, changed or 
deleted at the individual's discretion. 


° NARA has authorized disposal of all other individual 
and shared calendars determined by the creating agency 
to be Federal records according to the following 
conditions: 


- If the calendars contain substantive information 
relating to official activities, the substance of 
which has not been incorporated into official 
files, they must be kept for two years. 


š If the calendars document routine activities or 
any substantive information in them is also 
included in organized files, the user may change 
or delete information when it is no longer needed. 
(GRS 23, item 5) 


8. Personnel Directories. The user directory provides a short~ 
cut for entering the recipient's name on the "TO" line of the 
message. In addition, users have access to an EOP Directory that 
contains names of individuals, their organization affiliation, 
room number, and telephone numbers. There is also a separate 
feature that allows users to create their own personal 
address/telephone lists for ready reference and not for 
circulation. These directories are nonrecord. 


9. Desk Management provides access to a calculator and displays 
the current time at locations throughout the world (World-Wide 
Time). This information is nonrecord reference material. 


10. Telephone messaging and paging are available to users through 
either the electronic messaging or Desk Management menus. Just 
as with paper message slips, users should ensure that they 
produce official records documenting the substance of important 
messages or conversations for inclusion in agency files. The 
messages themselves are ordinarily not Federal Records. 
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11. Information Management displays commercial and other non- 
agency informational materials such as the news and weather. 
This information is nonrecord reference material. 


12. The Bulletin Board broadcasts special announcements to OASIS 
users, such as a schedule of classroom training, blood donation 
drives, and health insurance open seasons. The Suggestion Box 
allows users to recommend changes that would better meet user 
needs. This is nonrecord material and may be deleted under GRS 
23, item 1. 


13. The interactive training routines available on the system 
are not Federal records. 


14. The User Set-Up functions of the OASIS ALL-IN-1 system which 
include changes in passwords, work locations, work hours, and 
calendar and date formats, as well as the log-in/log-out data and 
lock keyboard data, may be deleted under GRS 20, item l{c). 


15. System backup tapes can only be recycled with specific 
authorization from NARA. Any Federal records that remain on the 
OASIS ALL-IN-1 system, after the records and’ appropriate 
transmission data have been printed for filing in official 
recordkeeping systems, are subject to the disposition 
instructions in GRS 23, item 2. 


RESPONSIBILITIES 
16. The head of each EOP agency will: 


o Designate those high-level officials whose OASIS 
ALL-IN-1 calendars may be Federal records. Direct 
those designated high-level officials to ensure that 
their OASIS ALL-IN-1 calendars are printed at the end 
of each month and sent to the records liaison for 
inclusion in the agency's official file system. 


o Ensure that each agency employee receives training in 
Federal record responsibilities. 


o Direct the(ir division directors or equivalent} head of 
each agency component to instruct all users of the 
OASIS ALL-IN-1 system with Federal records 
responsibilities to: 
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- Follow procedures in paragraph 5 of this directive 
when the e-mail message or FAX has been determined 


to be a Federal record. . 


= Instruct staff that it is not acceptable to 
transfer Federal records to their personal ALL-IN- 
1 folders until after they have printed out and 
filed the record copy along with its associated 
read receipt, if any. 


~ Ensure that staff are properly preserving all 
incoming and outgoing e-mail messages, as well as 
any read receipts requested. 


= Request a representative segment of agency staff 
to print out samples of messages from their OASIS 
ALL-IN-1 files for review to determine if proper 
designations of record and nonrecord status have 
been made. This review should occur within the 
first 60 days of this directive and annually 
thereafter. : 


- Notify their office records liaison when employees 
need further training to fulfill their Federal 
records responsibilities. 


- Conduct departure interviews with employees to 
assess whether they have properly printed out all 
Federal records for inclusion in official files. 


17. The Information Management component of OA will: 


o 


Backup the OASIS ALL-IN-1 system as necessary. Recycle 
such back-up tapes according to authorized disposition 
schedules. 


Consult with agency records officers whenever 
substantive modifications to the electronic 
communications system are contemplated. 


Provide guidance and training to educate OASIS ALL-IN-1 
users on records management procedures. 
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EXECUTIVE OFFICE O F THE PRESIDENT 


12-Aug-1993 12:48pm 


TO: Bruce L. Overton 
FROM: Sheryl L. Hall 
Office of Administration, IRMD 
ce: James L. Macdonald, Jr. 
ces Mary D. Blackwood 
SUBJECT: Vice President Records 


Client Services will be moving the OVP NPR (National Program 
Review) staff from the 5th floor OEOB to new offices. Some of the 
equipment is coming back to storage due to users leaving. Are we 
responsible for performing the backups of the records on this 
equipment for NPR or does that fall under Vice President? 


The move is occuring this afternoon and any guidance you can 
provide today would be appreciated. 


v/r 
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EXECUTIVE OFFICE oF THE PRESIDENT 


12-Aug-1993 01:54pm 


TOs Sheryl L. Hall 
FROM: Bruce L. Overton 
Office of Administration, GC 
ec: James L. Macdonald, Jr. 
ce: Mary D. Blackwood 


SUBJECT: RE: Vice President Records 


It is your call whether IRMD should be doing the support services. 
However, the NPR’s records are regarded as being under the aegis 
of the OVP. Todd Campbell (OVP) should be contacted to request 
what kind of back up and treatment he wants given the electronic 
data on the hard drives and then those materials should be turned 
over to whomever he designates. Please make memos to the file so 
that it is clear what was directed to be done and who became the 
custodian of the electronic materials. Thanks. 


E 8092 


1828 


THE WHITE HOUSE 


WASHINGTON 


May 5, 1993 
MEMORANDUM FOR ALL EXECUTIVE OFFICE OF THE PRESIDENT STAFF 
FROM: JOHN D. PODESTA OP 
Assistant to the esident and 
Staff Secretary 


STEPHEN R. NEUWIRTH 
Associate Counsel to the President 


RE: Presidential Records 


The offices within the Executive Office of the 
President generate two categories of records: "Presidential 
Records" and Federal Records." A separate memo from David 
Watkins and Bruce Overton has been circulated today concerning 
"federal records." 


This memorandum sets forth guidance on the creation, 
maintenance and disposition of "Presidential records" -~ records 
“created or received by the President, his immediate staff, or a 
unit or individual of the Executive Office of the President whose 
function is to advise and assist the President, in the course of 
conducting activities which relate to or have an effect upon the 
carrying out of the constitutional, statutory, or other official 
or ceremonial duties of the President." 


It is important that all staff in the Executive Office 
of the President review this memorandum carefully. The failure 
to designate documents and other materials properly can have 
serious implications, including possibly subjecting those 
materials to public disclosure under the Freedom of Information 


Act during the President’s term of office. 


s 


I. UNITS WITHIN THE EXECUTIVE OFFICE OF THE PRESIDENT 
THAT GENERATE PRESIDENTIAL RECORDS 


All records of the White House Office, the Office of 
Policy Development, the National Economic Council, the Council of 
Economic Advisors, the President’s Intelligence Oversight Board 
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and the President’s Foreign Intelligence Advisory Board are 
Presidential records. 


As discussed below, records of the Office of the Vice 
President are Vice Presidential records and are treated under the 
Presidential Records Act in the same manner as Presidential 
records. The records of the Office of the Vice President are not 


federal records. 


The records of the National Security Council staff are 
Presidential records if they were received or created by or for 
the President, the Assistant to the President for National 
Security Affairs, the Deputy Assistant to the President for 
National Security Affairs, the White House Office, or a unit or 
an individual within the NSC in advising or assisting the 
President, and are not official records of the NSC. All other 
NSC records are federal records. 


Records produced or received by the Director of the 
Office of Science and Technology Policy in his role as Science 
Advisor to the President are Presidential records; all other OSTP 
records are federal records. 


Records of the Office of Management and Budget, the 
Office of the United States Trade Representative, the Council on 
Environmental Quality, and the Office of Administration are 
federal, not Presidential, records. 


II. es of Records Covered th 


The Presidential Records Act defines "documentary 
materials" as “all books, correspondence, memorandums, documents, 
papers, pamphlets, works of art, models, pictures, photographs, 
plats, maps, films, and motion pictures, including, but not 
limited to, audio, audio-visual, or other electronic or 
mechanical recordations." 44 U.S.C. § 2201(1). 


The Act defines "Presidential records," in turn, to 
mean: 


documentary materials, or any reasonably segregable 
portion thereof, created or received by the President, 
his immediate staff, or a unit or individual of the 
Executive Office of the President whose function is to 
advise and assist the President, in the course of 
conducting activities which relate to or have an effect 
upon the carrying out of the constitutional, statutory, 
or other official or ceremonial duties of the 
President. Such term -- 


(A) includes any documentary materials relating to the 
political activities of the President or members 
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of his staff, but only if such activities relate 
to or have a direct effect upon the carrying out 
of constitutional, statutory, or other official or 
ceremonial duties of the President. 


44 U.S.C. § 2201(2). 


Under this definition, Presidential records are 
documentary materials that meet two tests. First, the materials 
must have been created or received by the President, his 
immediate staff, or a unit or individuals (including volunteers) 
in the EOP whose function it is to advise and assist the 
President. Second, the records must relate to or have an effect 
upon the carrying out of the constitutional, statutory, or other 
official or ceremonial duties of the President. Presidential 
records may be in any physical form, including paper, film and 
disk. The method used to record information may be manual, 
mechanical, photographic, electronic, or any combination of these 
or other technologies. 


A document created by personnel in a White House 
office, or an EOP office that advises and assists the President, 
normally is a Presidential record once it is circulated to others 
in the course of conducting activities which relate to or have an 
effect upon the carrying out of Presidential duties. Moreover, 
even documents that are not circulated can be Presidential 
records if, in the judgment of the office at issue, those 
documents are needed to conduct business that relates to or has 
an effect upon the carrying out of Presidential duties. 


Materials received by personnel in the White House 
office, or in EOP offices that advise and assist the President, 
similarly become Presidential records when they are received in 
the course of conducting activities which relate to or have an 
effect upon the carrying out of Presidential duties. Materials 
received may be Presidential records whether they have been 
transmitted in person, by messenger, by mail, by electronic 
communication, or by any other means. 


At the same time, several types of documentary 
materials are not subject to the Presidential Records Act. The 
Act expressly excludes documentary materials that are (1) 
official records of an agency; (2) stocks of publications and 
stationery; and (3) extra copies of documents produced only for 
convenience of reference, when such copies are clearly so 
identified. P 


The Act also excludes “personal records," defined to 
include all documentary materials, or any reasonably segregable 
portion thereof, “of a purely private or nonpublic character 
which do not relate to or have an effect upon the carrying out of 
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the constitutional, statutory, or other official or ceremonial 
@uties of the President." Personal records may include: 


diaries, journals, or other personal notes serving 
as the functional equivalent of a diary or 
journal, which are not prepared or utilized for, 
or circulated or communicated in the course of, 
transacting government business; 


materials relating to private political 
associations, and having no relation to or direct 
effect upon the carrying out of constitutional, 
statutory, or other official or ceremonial duties 
of the President; 


papers and other materials accumulated by a staff 
member before joining government service and not 
used in the course of transacting government 
business; 


materials that relate to a staff member’s private 
affairs, such as personal financial records, 
insurance forms, and materials relating to an 
individual’s professional activities and outside 
business and political pursuits; 


personal photographs; 


materials relating exclusively to the President's 
own election to the office of the Presidency; and 


materials directly relating to the election of a 
particular individual or individuals to Federal, 
State, or local office, which have no relation to 
or direct effect upon the carrying out of 
constitutional, statutory, or other official or 
ceremonial duties of the President. 


Further examples of materials not covered by the 
Presidential Records Act may include items such as those listed 


below: 


preliminary drafts, that are not circulated to any 
other individual, of correspondence, reports, and 
studies; 


preliminary drafts, work’ sheets and informal notes 
that contain information reflected in final 
documents and that do not document policy 
development or execution; 


4 E 8107 


1832 


eig tickler, follow-up or suspense copies of 
correspondence, provided there are copies of such 
documents in the official files; 


-= newspaper clippings or news summaries, that have 
not been annotated, or organized or arranged for 
some official purpose; 


-- copies of printed or processed materials, such as 
operating and procedural manuals, directives, and 
notices, distributed for the information and use 
of office employees; 


== shorthand and other notes that have been 
transcribed or converted to formal documents that 
have been verified for accuracy and completeness; 
and 


-- catalogs, trade journals, and other publications 
that are received from other government agencies, 
commercial firms, or private institutions and that 
are maintained for reference purposes. 


It is important to remember, however, that certain 
documents in the categories listed above may be Presidential 
records -~ particularly given that, in the White House, drafts, 
working papers and other similar materials often document policy 
development, significant decisions, or other matters related to 
the carrying out of Presidential duties, as discussed below. 


III. Requirements for creation and maintenance 
f esidenti ec 


When advising or assisting the President in carrying 
out his duties, White House and EOP employees are responsible for 
complying with the Presidential Records Act and related 
regulations. 


The law imposes an affirmative obligation on staff 
members to document adequately the performance of the President's 
constitutional, statutory and ceremonial duties. Where 
appropriate, staff members should document -~ through notes, 
minutes or memoranda -- meetings, conversations and other 
business in connection with, or related to, the carrying out of 
the President’s duties. al 

Presidential records should be maintained in organized 
files. For offices creating both Presidential and federal 
records, it is critical that staff members carefully segregate 
Presidential and federal records. Federal records are subject to 
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the Federal Records Act and may be subject to public disclosure 
under the Freedom of Information Act during the President's term 
ef office. Presidential records, by contrast, are not subject to 
the Federal Records Act and are not subject to the provisions of 
the Freedom of Information Act during the President’s term of 
office. Those offices (such as the National Security Council) 
that create or receive both Presidential records and federal 
records should file them separately with a clear indication of 
which records are Presidential and which are federal. 


In addition, staff members should, to the extent 
possible, ensure that any files containing particularly sensitive 
records are clearly marked to reflect that fact. Designations 
for files containing sensitive records may include: 


(1) “classified information"; 


(2) “information the release of which may be 
prejudicial to the maintenance of good relations 
with foreign nations"; 


(3) “sensitive personal information" (i.e., 
information the release of which may be 
embarrassing to the individuals mentioned or to 
their families) ; 


(4) “sensitive law enforcement materials"; 


(5) “trade secrets or sensitive commercial or 
financial information"; and 


(6) “information subject to attorney-client or 
attorney work product privileges." 


Finally, personal records should be clearly labeled, 
kept apart from Presidential records (and federal records) and 
not made available to other staff in connection with any official 
purpose. 


Iv. Electronic Presidential records 


Increasingly, Presidential records may be created 
electronically. Records may be generated on word processing or 
electronic mail ("e-mail") systems, or on electronic databases. 


~- 


1 Please note that nothing in this memorandum should be 
construed to override existing Executive Orders setting forth who 
may designate specific documents as classified and what terms 
must be used in connection with such designations. 
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Records generated electronically must be incorporated 
into an official recordkeeping system. Thus, no word processing 
or e-mail document that is a Presidential record should be 
deleted unless it has been (a) printed and placed in an 
appropriate file, or (b) preserved in an appropriate electronic 
system. Questions concerning the record status of electronically 
generated materials should be directed to the White House Records 
Management Office. That office will periodically monitor 
electronic systems to ensure that correct records status 
determinations have been made. 


As is the case for all record matters, the White House 
Records Management Office will continue to work with the White 
House Counsel’s Office to coordinate policy and practices with 
respect to electronic Presidential records. 


V. Disposition and destruction_of Presidential records 


Presidential records are the property of the United 
States and may be disposed of only in accordance with procedures 
established by the Archivist of the United States. The 
Presidential Records Act prohibits the disposal of Presidential 
records unless those records no longer have administrative, 
historical, informational, or evidentiary value. Moreover, 
before disposing of any Presidential records, the President must 
notify the Archivist who, under certain clearly defined 
circumstances, will notify appropriate Congressional committees. 


The White House Records Management Office will provide 
guidance concerning disposal of certain recurring types of 
papers, including form letter public mail, unsolicited public 
mail that is not reviewed by any person in the White House with 
decision-making authority and not answered by any member of the 
White House staff, anonymous public mail, and enclosures received 
in public mail -- most of which may be destroyed after 
notification to the Archivist of the United States or the 
Archivist’s representative. 


Offices that have these recurring types of disposable 
material should coordinate all disposal procedures through the 
Office of Records Management. Under no circumstances should such 
material be disposed of without prior approval of the White House 
Records Management Office. (Prior approval is not necessary for 
the destruction of exact duplicates of documents which are being 
retained, or for unmarked copies of offidially published 
documents, such as printed reports.) 


The White House Office of Records Management serves as 
a central file for all Presidential records. Its primary role is 
to manage, process, maintain and store records for the daily use 
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of the President and all the policy units in the White House. 
Concurrently, it preserves these same records to ensure a 
comprehensive history of the Administration. All EOP staff 
members are encouraged to consult with this office for guidance 
on the creation and maintenance of files and on procedures for 
appropriate and systematic filing of documents. 


VI. Legal control of Presidential records 


Presidential records remain in the custody and control 
of the President during his term of office and are not subject to 
disclosure under the Freedom of Information Act during that term. 
As noted above, federal records are, by contrast, subject to the 
FOIA public disclosure provisions. 


Upon completion of the Administration, the Archivist 
acquires custody of Presidential records. Many of these records 
will become available to the public under the FOIA five years 
after the end of the President’s term of office. The President, 
however, may assert control over public access to certain 
categories of information -- generally including classified 
materials, documents related to appointments to federal offices, 
items specifically exempted from disclosure by other statutes, 
trade secrets or commercial information, confidential 
communications requesting or submitting advice between the 
President and his advisers (or between such advisers), and 
information implicating personal privacy concerns -- for up to 
twelve years after the end of the President’s term. After twelve 
years, public access to these categories of documents is governed 
by the FOIA, subject to any Constitutional privilege against 
disclosure. 


VII. Records that may be retained by staff members 


upon departure from office eee eee 


Staff members may not remove Presidential records, or 
copies of such records, from their offices at any time, except in 
connection with an official function. Classified Presidential 
records may not be removed from the office at any time without 
compliance with the rules applicable to such materials. Records 
used in an official capacity should be returned to proper files 
immediately after such use. 


When a staff member leaves the White House or another 
office in the EOP, he or she must deliver all Presidential 
records to the White House Records Management Office (or leave 
records in his or her office for pick-up). Staff members are not 
entitled to retain copies of any Presidential records for 
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personal use, except copies of documents that have already been 
publicly released. 


Federal records should be left at the appropriate 
agency, and disposed of in accordance with the advice set forth 
in the federal records guidance memorandum from David Watkins and 


Bruce Overton. 


Purely personal, unclassified materials may be removed 
from the office by staff members at any time, subject to any 
agency procedures regulating such removal. If, during the course 
of service at the White House, a staff member wishes to store 
personal (including private political) materials at the White 
House Office of Records Management, the staff member must clearly 
designate those materials as "personal." 


VIII. Records in the Office of the Vice President 


The Presidential Records Act expressly provides that 
records of the Office of the Vice President are Vice-Presidential 
records and are to be treated under the Presidential Records Act 
in the same manner as Presidential records. Thus, materials 
created or received in the Office of the Vice President should be 
treated in accordance with the guidance set forth above. The 
Office of the Vice President has its own records management 
staff, and personnel in the Office of the Vice President should 
consult with that staff for additional guidance regarding the 
filing and disposition of Vice President’s Office records. 


The Presidential Records Act further provides tha 
"[t]he authority of the Archivist with respect to Vice- : 
Presidential records shall be the same as the authority of the 
Archivist with respect to Presidential records, except that the 
Archivist may, when the Archivist determines that it is in the 
public interest, enter into an agreement for the deposit of Vice- 
Presidential records in a non-Federal archival depository." 


IX. Training 


The White House Office of Records Management and other 
appropriate personnel will be providing records management 
training in the near future. 


* * * 


The foregoing is designed to provide general guidance 
with respect to the Presidential Records Act. Specific questions 
of coverage or interpretation should be addressed to the White 
House Counsel’s office. Assistance in records maintenance and 
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disposition can be obtained from the White House Office of 
Records Management (or, in the case of the Office of the Vice 
President, from the Vice President’s records management staff). 
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EXECUTIVE OFFICE OF THE PRESIDENT 


15-Jun-1993 05:32pm 


TOs Michael A. Gill 
FROM: John Podesta 
Office of the President 
cc: GILL_J 
ccs: PODESTA_J 
ce: ELLER_J 
ce: weaver g 


SUBJECT: RE: Re[{2]: Armstrong case 


Our hard drives were seized by DiGenova in the passport office 
independent counsel case, not Armstrong. Phone calls aren't 
records unless recorded or notes are taken. I agree that we should 
deal with e~mail the same way we do faxes or other communications. 
That’s what our record guidance does. 


E 8127 


